




































 
Working Document 

Post-Election Risk-Limiting Audit Pilot Program 2011-2012 
Step-by-Step Instructions for Conducting Risk-Limiting Audits 

 

Step 1:  Provide Public Notice and Educate the Public 

The elections official must provide a five-day public notice of the date, time, and place of 
the post-election risk-limiting audit.  The form and method of public notice may be 
similar to the notice provided for the 1% manual tally, as required by Elections Code 
(EC) section 15360.  Elections officials should share with the public the “Audit Tools” 
website and the draft Step-by-Step Instructions created for the pilot program, which 
describe the audit model and the statistical calculations behind the model.   

 

Step 2:  Secure the Audit Trail  

For purposes of risk-limiting audits, the county’s official canvass procedures, adopted 
and implemented under EC section 15003, must include the following: 

1. Vote-by-mail (VBM) ballot security procedures, as specified by EC sections 3019 
and 15101 including: 

a. Secure returned VBM ballots:  Until 29 days prior to the election, the 
elections official must keep all returned VBM ballots in a secure room1.  
Beginning 29 days prior to the election, all VBM ballots awaiting 
processing must be held in a secure room. The elections official must 
keep track of the number of ballots received. (best practice) 

b. Verify VBM envelopes:  Beginning 29 days prior to the election, the 
elections official may begin processing returned VBM envelopes. 

i.   Verify signature on outside of envelope by comparing it to 
 the signature on the voter registration form; and 

ii.    Update voter’s history file. 

c. Remove VBM ballots from envelopes:  Beginning 7 days prior to the 
election, the elections official may begin processing VBM ballots. 

i.   Remove ballots from signature-verified envelopes and 
 prepare the ballots for machine tally; and 
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1 A “secure room” must be locked.  Video monitoring of the room is recommended.  A two-person rule for access to 
the room is recommended, similar to the two-person rule below for ballot transport of ballots to the elections office. 
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ii.   Duplicate damaged ballots.2 

d. Scan VBM ballots:  Beginning 7 days prior to the election, the elections 
official may machine tally the votes on VBM ballots. 

i.  VBM ballots that have been processed and prepared for the 
machine tally must be batched and brought to a secure room 
to await the machine tally; (best practice) 

ii.  As with the tallying of other ballots, quality control 
procedures, such as attaching a batch report to each batch 
of scanned VBM ballots, must be established and followed; 
(best practice) 

iii. VBM ballots that have been machine tallied must be 
returned to a secure room; and (best practice) 

iv. Results of any VBM ballot tabulation may not be accessed, 
examined, or released prior to the close of the polls on 
election day.  EC section 15101. 

2. Polling place ballot security procedures, as specified in EC sections 15201 and 
15202, including:  

a. Seal3 the container used to transport voted ballots; 

b. Ensure that the precinct number is designated on the ballot container; 

c. Certify, sign, and seal polling place materials packages and envelopes; 
and 

d. Deliver the ballot container and packages to the elections official.  At least 
two precinct board members must travel together to make the delivery.  
The ballot container and packages must remain in the exclusive 
possession of the two precinct board members until delivered.  

3. Canvass security procedures, including ballot accounting and reconciliation 
tasks, as specified in EC sections 15302 et seq. and 15370, including: 

a. Inspect all materials and supplies returned by poll workers; 

b. Reconcile4 the number of signatures on the Roster with the number of 
ballots recorded on the ballot statement; 

 
2 If a duplicate ballot is selected for the post-election audit, both the original ballot and the duplicate ballot must be 
viewed to ensure the duplicate reflects the voter’s intent.  Therefore, the originals of duplicate ballots should be 
stored in a manner that allows for easy retrieval.   
3 The elections official must have a protocol for affixing, checking, removing and replacing seals.  The protocol 
must include steps that must be taken if a broken seal is discovered.  



 
AB 2023 Post-Election Audit Pilot Program  
Step-By-Step Instructions for Conducting Risk-Limiting Audits 
7/30/2014  3 

                                                                                                                                                            

c. Reconcile the number of ballots counted, spoiled, canceled, or invalidated 
with the number of ballots recorded by the voting system; 

d. Implement chain-of-custody procedures for voted ballots;  (best practice) 

e. Seal ballots after counting is complete;  

f. Implement quality control measures, such as verifying that precinct 
subtotals sum to overall totals tabulated by the voting system; and (best 
practice) 

g. Report final canvass results to the public5, the county’s governing board, 
and the Secretary of State. 

4. Public observation procedures, including:  

a. Vote-by-mail:  The processing and counting of VBM ballots, both prior to 
and after the election, shall be conducted as required by EC section 
15104, as follows: 

i.  Elections officials must make VBM processing and counting 
open to the public;  

ii.  Elections officials must provide 2-day public notice of the 
dates, times, and places where VBM ballots will be 
processed and counted; 

iii. Elections officials must allow observers to challenge the 
manner in which VBM ballots are handled, processed and 
counted.  The elections official must document and share 
with the public all challenges;   

iv. Elections officials must allow observers “sufficiently close 
access” to enable them to observe the VBM ballot return 
envelopes and signatures and challenge procedures, 
including signature verification, duplication of ballots, 
securing of VBM ballots to prevent tampering; and   

v. Observers may not touch or handle the ballots.  

b. Polling Place:  The precinct board must conduct polling place security 
procedures in the presence of the public, as required by EC section 
15201.  

 
4 The elections official must have a protocol to address instances where the number of voted ballots does not match 
the number of signatures or the voting system’s record of the number of ballots counted.    
5 Publishing results on the county website is recommended. 
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c. Canvass: All proceedings at the central county place, or places, must be 
open to the view of the public.  Observers may not touch any ballot 
container.  Access to the area where electronic data processing 
equipment is operated may be restricted.  EC section 15204. 

 

Step 3:  Finish and Publish the Official Canvass Results 

If the voting system can produce ballot-level results (i.e., cast vote records), publish 
ballot-level results in addition to precinct- and contest-level results.  

 

Step 4:  Conduct a Transparency Scan and Tally of the Ballots  

Skip this step if the county has a voting system that can produce ballot-level results, i.e. 
a cast vote record (CVR) for each ballot that can be associated with the corresponding 
physical ballot.  

To be efficient, risk-limiting audits must be conducted at the ballot level – not the 
precinct level.  California’s 1% manual tally law (EC section 15360) requires elections 
officials to select and hand tally all of the ballots from 1% of all precincts.  In contrast, 
efficient risk-limiting audits involve selecting and interpreting individual ballots to verify 
overall election outcomes.   

Since current vote tabulation systems cannot produce a record of the votes tallied from 
each ballot (called a “cast vote record” or “CVR”) that can be associated with each 
ballot, the elections official conducts a “transparency scan” of all ballots in the contest(s) 
to be audited. 

Software has been developed (which will be licensed as free, open-source software in 
the future) for use in the California Secretary of State’s post-election risk-limiting audit 
pilot program that can be configured to create CVRs from ballots, given a detailed 
description of each ballot style in the election.  

Transparency scan and tally procedures:  

1.  Public Notice: Provide a five-day public notice of the date, time, and place 
 of the transparency scan and tally.  

2.  Public Observation:  The transparency scan and tally must be open to the 
 view of the public.   

3.  Public Education:  The elections official should speak to public observers 
 to explain the audit process, the goal of the audit (confirm winners), and 
 the need for a transparency scan due to current voting system constraints.   
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4.  Ballot security:  Ballots should be held in a secure location before and 
 after the scanning process.  Observers may not touch or handle ballots.   

5.  Configure transparency software:  In order to configure the transparency 
 software used in the pilot, the auditor will need: 1) a sample ballot; 2) a pdf 
 copy of each ballot style created by the voting system, with camera-ready 
 art for ballot printing – i.e., auditors need a copy of the files provided to 
 your ballot printer; and 3) test scans of blank ballots and marked ballots, 
 using the scanner(s) that will be used in the audit. The test scans should 
 be either 200 dpi grayscale or color, with nearly lossless compression, 
 such as nearly lossless .tiff files.  Auditors will use the files to calibrate the 
 transparency software, so that the software can interpret the marks on 
 ballot images as votes.  

6.  Use a commercial off-the-shelf (COTS) scanner/copier/fax machine to 
 scan the ballots cast in the contests to be audited:  The scanner must be 
 capable of producing 600dpi .jpg color or 200dpi lossless tiff color images 
 of each ballot scanned.  Black and white images are not sufficient, but 
 grayscale may be sufficient, depending on whether elections staff have 
 “enhanced” voter marks using a highlighter. 

7.  Scan ballots in batches. Create one digital image file for each ballot 
 scanned, either in 600dpi .jpg color format or in 200dpi lossless tiff color 
 format.  

8.  Keep ballots in the order in which they were scanned and create labeled 
 stacks of scanned ballots, placing markers every 50 ballots in each  batch.  
 This allows individual ballots selected during the audit to be retrieved 
 efficiently. Create a ballot “manifest” that lists how scanned ballots are 
 organized (labeling of stacks, listing the number of ballots in each stack).   
 Conduct quality control measures to ensure that each stack of ballots 
 contains the number of ballots listed in the manifest. 

9.  Tally the votes on the ballot images and create a cast vote record (CVR) 
 for each ballot image.  Auditors will use the transparency software created 
 for the pilot program to accomplish this task.  The software interprets 
 voters' marks from each ballot image and associates that interpretation 
 (CVR) with the corresponding physical ballot.   Auditors will do a human 
 eye interpretation of ballots with marks flagged as questionable, for 
 example ballots with light marks or marks outside of voting targets.   

10.  Check the transparency tally results against the county’s voting system 
 results.  If the transparency tally and the official results both show the 
 same winner(s) for each contest, the risk-limiting audit may proceed.  (The 
 risk-limiting audit confirms winners, not exact vote totals.)  If the results do 
 not show the same winner(s), then the elections official should make sure 
 all ballots were included in both tallies – the voting system tally and the 
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 transparency tally – and undertake any other quality control measures 
 deemed necessary.  If the winners found by the transparency scan still 
 differ from the official voting system results for any contest, then all the 
 ballots for that contest must be counted by hand.  

11.  Explain to public observers that since both systems show the same 
 winners, an audit of either system confirms transitively that both 
 systems show the right winners or it corrects both outcomes.   

12.  Commit to the transparency tally results:  There are several ways to 
 preserve a copy of the final transparency tally to prove to the public that 
 the results are untouched and unchanged before, during, and after the 
 audit.  The preferred method is to publish CVRs on a website using a 
 digital signature key. Alternative methods are: burn a DVD copy of the 
 CVRs and upload the DVD to a laptop with no Internet connection; use 
 cryptographic methods to secure a copy of the CVRs; or, for example, CD 
 copies of the CVRs may be provided to election observers to use in 
 observing the audit, which will compare individual physical ballots with the 
 corresponding CVR.  The elections official should commit to the 
 transparency tally results in the presence of the public. 

 

Step 5:  Determine the Size of the Initial Audit Sample 

For the “super-simple” audit model, the initial sample size depends on the “diluted 
margin,” which is the margin of victory6 in votes divided by the number of ballots cast. 
This differs slightly from usual ways of calculating the margin, because it divides by the 
number of ballots rather than the number of valid votes. Dividing by the number of 
ballots takes into account that the vote tabulation system might confuse an undervote or 
overvote for a valid vote, or vice versa. The super-simple method starts with an initial 
sample of individual ballots and either stops or escalates, depending on the number and 
nature of errors found in the initial sample. 

Go to the Post-Election Audit Tools Website and follow the instructions to enter contest 
data. The elections official may develop software tools based on the audit model.  For 
purposes of the pilot program, the risk limit setting should be left at 10%: 
http://statistics.berkeley.edu/~stark/Vote/auditTools.htm 

 

 

                                                 
6

  “Margin of victory” is the number of votes between the winning candidate with the fewest votes and the losing candidate with the 
most votes.  For a contest involving a measure, it is the number of votes between the “Yes” and threshold for passage (e.g., 50% + 
1 or 66 2/3% +1).    The margin of victory for contests that include more than one jurisdiction is the overall margin of victory in the 
contest, not the margin of victory within the jurisdiction.   
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Illustration:  For zero expected over/understatements, the math is simple.  
The number 4.8 divided by the diluted margin provides the sample size: 

Diluted Margin Equation 
 

Initial Sample Size 
(in ballots) 

50% 4.8/.5 10 
40% 4.8/.4 12 
30% 4.8/.3 16 
20% 4.8/.2 24 
10% 4.8/.1 48 
5% 4.8/.05 96 
2% 4.8/.02 240 
1% 4.8/.01 480 
.5% 4.8/.005 960 

 

 

Step 6: Randomly Select Individual Ballots for the Sample  

The elections official may be able to use the same random selection method used for 
the 1% manual tally.  Alternatively, the elections official may use the following method:  
 

1. Ask public observers to roll eight 10-sided dice to generate a "seed" number for a 
public-source pseudo-random number generator.   

2. Enter the seed on the “Random Sampling” section of the Audit Tools website: 
http://statistics.berkeley.edu/~stark/Vote/auditTools.htm 

3. Enter the number of ballots in the contest(s) to be audited. 

4. Click “draw sample” to select ballots. 

5. Each random number corresponds to one ballot.  For example, if there are 1,000 
ballots total in 5 equal stacks, then the ballots in Stack 1 can be ballots 1 through 
200; Stack 2 can be ballots 201 through 400; Stack 2 can be ballots 401 through 
600, etc.  If ballot number 341 is randomly selected, then the elections official 
can pull that ballot by counting into Stack 2.  As noted above, the instructions 
recommend placing a marker every 50 ballots in the stacks to facilitate retrieving 
individual ballots.    
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Step 7:  Compare Physical Ballots in the Sample with Corresponding  CVRs  
 
Because risk-limiting audits involve comparing individual ballots to the voting system 
results for each ballot, the audits do not involve a “tally” or count in the traditional way 
the 1% manual tally is conducted.  That is, the 1% manual tally ballot counters are 
assembled to tally entire precincts of ballots and compare the hand tally totals to the 
totals produced by the voting system for the same precinct.   For risk-limiting audits, a 
human eye interpretation of each ballot is compared to the CVR for that ballot as 
recorded by the voting system, so ballots are not “tallied” or counted up and totaled.   
 
Compare each ballot in the sample with its CVR as follows: 
 

1. Retrieve the ballots chosen for the sample.  Those designated to retrieve ballots 
should not have access to the CVRs for the ballots they retrieve in order to 
ensure the integrity of the audit.  

 
2. Retrieve the CVR for each ballot (created in the transparency tally) and 

determine whether the CVR matches a human eye interpretation of the votes on 
the corresponding ballot.   Existing methods used for the 1% manual tally may be 
used to the extent applicable, including the rules for determining voter intent. 

 
3. Ensure public observers have the opportunity to compare the CVR and the 

corresponding ballot to verify whether the CVR matches a human eye 
interpretation of the voter’s intent.  

 
4. Document and share with the public any differences found between the hand 

tally and the software tally of the votes on each ballot. 
 

5. Document and share with the public any instances, in which one or more public 
observers disagreed with the hand tally interpretation of a ballot or with the audit 
procedures.   

 
6. Establish procedures to handle observer challenges to the audit or audit 

procedures.  The public must be allowed to observe, verify and point out 
procedural problems in all phases of the audit but without interfering with the 
process. 

 
 

Step 8: Escalate If Necessary 

Depending on the number and type of overstatements and understatements found in 
the initial sample, the audit may need to be expanded to look at more ballots.  To 
determine how many more ballots should be hand tallied, if any, assuming a similar rate 
of over/under statements:  
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1. Go to the Post-Election Audit Tools Website and follow the instructions to 

determine whether escalation is necessary.   

2. If escalation is necessary, the elections official should explain to the public that 
the audit may lead to a full hand count if significant differences persist.   

 

Step 9: Finish and Publish Results 

1. Complete the audit by releasing the results to the public and sending a brief 
report to the Secretary of State, which includes: 

a. The time it took to conduct the audit, with a breakdown of the time needed 
to scan ballots compared to the time needed to conduct the audit itself 
(random selection and manual tally);  

b. The cost of the audit, with a breakdown of both parts: ballot scan and 
audit; and  

c. The cost of the 1% manual tally for the same election. 


































































































































