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SEQUOIA State of California
PROCEDURES

Required for Use of the
AVC Edge®

Direct Recording Electronic Voting System

These procedures are adopted by the Secretary of State pursuant to Elections Code sections 19100 and
19205 and shdl regulate and govern the use of the AV C Edge® Direct Recording Electronic Voting
System a dl eections governed by the Cdifornia Elections Code.

Insofar asfeasible, dl procedures prescribed herein shdl be carried out in full view of the public.

These procedures condtitute a minimum standard of performance. They are not intended to preclude
additiond steps being taken by individua eections officids to enhance the security and reliability of

the electoral process.

The Secretary of State reserves the right to amend these procedures at any time.

Submitted

October 10, 2004
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1. THE AVC EDGE® VOTING SYSTEM

1.1.System Overview

The AVC Edge® Voting System consists of two magjor components, the AV C Edge® Electronic
Voting Machine (Edge) and the Election Database System (WIinEDS) Centrd System.

AVC Edge® Electronic Voting M achine (Edge):

The Edge incorporates a color LCD with an integral touchscreen, acontrol panel for use by
election poll workers, appropriate eectronic circuitry and processing devices for performing
specified system functions, interna memory for storing balot data and voting records, a
removable Results Cartridge with non-volatile memory, protective and public counters, and
integrated voter privacy pands.

The Reaults Cartridge is used both to load the eectronic ballot onto the Edge and record voting
results. It isremoved from the machine at the closing of the polls and talied by the WIinEDS
Centrad System. The Results Cartridge stores:

an dectronic representation of the ballot,

bdlot logic to enable the voter to make those selections to which he or sheis lawfully
entitled,

the aggregated vote totas,
arandomized record of dl individua balots cast, and
achronologicd log of sgnificant machine operations, including error conditions.

The Verivote Printer (Voter Verifiable Paper Audit Trail) incorporates a Sde-mounted printer to
an AV C Edge® Electronic VVoting Machine, to produce a paper record that can be reviewed by
the voter asthey vote.

The Veivote Printer aso:

provides privacy panels, which make the printout viewable only to the voter,

provides aprovision for sedg/locks to keep the contents secure and the unit securely
mounted to the voting machines,

alows the voter to make changesto the bdlot, and cast it again.
serves as verification to the eectronic record of vote selections, as* Accepted,” and
serves as a device that stores cast and spoiled paper record copies, as“Voided.”

Election Database System (WinEDS) Central System:

The WIinEDS Centrad System ("WInEDS") is a computer software system, which contains
application software devel oped specificaly for dection requirements. The WinEDS System
consgs of the following subsystems:
Security management, which alows WIinEDS users the ability to accomplish tasksthey are
authorized to perform.
Profile management, which alows the eection office to maintain jurisdictiona parameters
such as palitical didtricts, precincts, polling places, offices, and parties.
Election setup, which provides functions to initidize an dection, define the palitica parties,
offices and party positions, politica subdivisons, types of dections and other globa
election variables.




Candidate management, which alows the dection office to identify the contests and

candidates for an eection.
Bdlot management, which provides for the layout of the visua balots and the generation of

the balotsin eectronic or paper form.
Edge management, which provides functions that helps manage Edge testing, maintenance,

and dection preparation.
Election results management, which provides the functions for eection night tally of Results

and Consolidation Cartridges and paper balots (Absentee Ballots), the re-canvass of the
election and the certification of dl conteststo the politica parties and sate eection
reporting agencies.

1.2.DEFINITIONS

Audit Trail

Auxiliary Port

Ballot

Ballot Definition
Ballot Image
Ballot Subset

Candidate
Consolidation

Contest
Contest Headers

Election

Election Cycle

A block of memory, internd to the Edge, containing the balot, vote totals and
event logs. An exact copy of the data stored in the Audit Trall iskept in the
Reaults Cartridge.

A cartridge port to the right of the results port. It isused for various activities
including audit trail transfers and test vote smulation.

1. Thecomplete set of display pages containing the contests and candidates
which will be used in an eection for an Edge.

2. Theinformation contained in abalot.

3. A st of datafiles which the Edge can read and interpret as the information
stored in abalot.

The data structures and text that describe the balot.
The detailed record of the sdections made by a particular voter.

That portion of abalot that a particular voter is digible to vote on. The subset
(e.g. aprecinct ID) is sdlected prior to the voter making selections.

A person, question response, or write-in saector that a voter may select.

An optiond €ection function that alows results from more than one Edge to be
collected into asingle report.

A race for elected office between candidates or parties. Also, aquestion,
proposal, or amendmern.

The space on the displayed ballot page where the contest name is shown.
Typicdly, the number of candidates to vote for is aso displayed there.

The process of creating a bdlot, downloading it into the Edge, verifying it, and
running the dection gpplications, including the Officid Election, which
registers the votes of the voters.

One complete pass through dl the required Election Modes of the Edge.



Election Database

Election Mode
Election State
Maintenance
Diagnostics
Official Election

Pre Election LAT

Polls Switch
Post Election LAT

Protective Counter

Public Counter

Results Cartridge

Results Report
Write-ln Candidate

Zero Proof Report

A database created for each election thet defines the appropriate election
parameters and attributes including the number issues, offices, candidates, and
other eection specific information.

The“passes’ through the voting process. Pre-LAT, Officia Election, Pogt-
LAT.

The stepswithin an dection mode: Ready to Open Polls, Printing Zero Proof,
Polls Open, Smulation, Printing Results, Polls Closed.

A series of software and hardware tests and system utilities that allow
for system maintenance and setting parameters.

The Edge mode in which voters cagt officid balots for their candidate choices.
There are severd dection modes besides the Officia Election, which are used
for testing of the Edge and its ballot.

The dection mode which isrun prior to the Officia Election, in which eection
officids test the logic and accuracy of the Edge.

The switch that opens and closes the palls.

The optiond dection mode which isrun after the Officid Election, in which
election officids may test the logic and accuracy of the Edge.

A counter that is never reset, and isincremented every time avote is cast on the
Edge.

A counter that is reset every dection and maintained separately for each
election mode; Pre LAT, Officid Election, and Post LAT. It isincremented
once for each vote cast on the Edge.

A removable memory cartridge which contains a copy of the ballot and dection
resultsin the Audit Trail. Identica datais stored on the Audit Trail and Results
Cartridge.

A report generated by the Edge in each of the eection modes which displays
much of the ballot information, as well as the vote totals for each candidate.

Thisisan optiona candidate type used to provide a means to the voter to typein
the name of a candidate whose name does not appear on the displayed ballot.

A report generated by the Edge in each of the eection modes which displays
much of the balot information, aswell as confirming that the vote tota for each
candidate is zero.



2. General System Specifications

2.1.
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The Voting Machine:

Provides facilities for voting for such candidates as may be nominated and upon such
questions as may be submitted;

Permits each voter in apresidentiad generd dection to vote by making asingle sdection
for dectorsfor apair of candidates for President and Vice-Presdent of the United
States.

Provides amethod for write-in voting and shal report the number of votes cast in each
contest in write-in vating pogtions;

Permits each voter to vote for any person, for any office, for as many personsfor an
office, and for or againg any question for which the voter is entitled.

Precludes each voter from voting for more persons for any office than he or sheis
entitled to vote for, and from voting for any candidate for the same office for the same
office or upon any question more than once;

Notifies voters if they have not voted for al of the candidates or issues for which they
are entitled to cast abalot;

Permits votersin aclosed primary eection to vote only for the candidates seeking
nomination of the palitical party with which they are affiliated, or nonpartisan

candidates only if they are not affiliated with a politica party;

Permits each voter to change his or her vote for any candidate or upon any question
appearing upon the screen, up to the time of the final operation to register his or her vote
by pressing “Cast Vote’ on the screen;

Permits and require voting in absolute secrecy, and shall be so constructed that no
person can see or know for whom any other voter has voted or isvoting, except voters
receiving assistance as prescribed by law;

Has a“public counter,” which is vigble from the outsde of the machine, which shdl
show during any period of voting the total number of voters who have operated the
meachine during the applicable period of voting;

Have a“protective counter,” which isvidgble from the outsde of the machine, which
cannot be reset, and is incremented every time avote is cast on the unit;

Regigters and records votes correctly and accurately. This shal be done by recording the
votesin the audit trail memory on the voting machine and dso in the results cartridge in
two different formats. One as summary totals for each candidate and the other as
individua ballot images of each voters selections, randomized so to protect the voter’'s
secrecy. In between each voter the machine shdl perform acount of the individua ballot
images and compare this count to the summary totas in both locations. In the event the
totals do not reconcile, the machine will sound an audible darm, notify the eection
officer to cdl for atechnician and stop itsdlf from permitting further voting.

Upon the turning of the switch that closes the polls, the machine does not permit the
voting mechanism to be re-opened for voting;

Is congtructed of materia of good qudlity, in aneat and workmanlike manner;

Is congtructed so it is easy for a voter to learn the method of operation;

Is s0 constructed and controlled that, during the process of voting, it precludes every
person from seeing or knowing the number of votes registered for any contest and
prevents tampering with any of the recorded votes.

Is safely transported;
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The machine shdl be capable of automaticaly printing machine totas ether to file,
screen, or in printed form in the precinct after the polls switch is turned to the closed
polls position. The machine shal be capable of printing the same number of results
reports as the number of return sheets required by law.

Has a Verivote Printer attached to it, which will duplicate a voter’ s sdlections on the
voting machine onto a paper record copy, and allow a voter to view his or her paper
record copy while preventing the voter from directly handling the paper record copy.
Upon completion of sdecting hisor her contest choices on the machine, the voter shdl
have the ability to verify his or her selections on a paper record copy. During the
verification, the voter shal either accept or reject the choices represented on the paper
record copy. Upon the completion of the verification process, both the eectronic record
and the paper record copy shal be stored and retained.

Every eectronic record must have a corresponding paper record copy, which is printed
and presented to the voter behind a transparent plexiglass protective cover.

2.2. The Central System shall:

@
2

Be cgpable of accumulating and reporting by precinct the total votes cast for each
candidate and for or against each question.

Be capable of tabulating and reporting the vote cast for each candidate and for or againgt
each question, by groups of precincts, such as legidative didtricts, wards and complete
jurisdictions.



3. Voting Machines, Hardware, and Software

3.1. Voting Machines
The voting machines supplied as part of the system are direct record electronic voting devices.
The machine provides a display and touchscreen to present the balot and alow the voter to
make their sdlections. The presentation of the offices and issues can be st up in multiple
formats dlowing the dection adminigtrators maximum flexibility in the layout of balots.
Except when otherwise authorized by the Secretary of State, the distribution of the voting
machines shall be no less than one per 300 active registered voters, and an additiond machine
for every fractiond part of such unit; in the case of specid eections, however, the locd eection
officid may exercise discretion in determining the number of machines to be furnished to each
precinct polling place.

3.2. Election Database

Backup copies of the election database shdl be made and secured in alocation separate from
the working copies by the locad dection officia after completion of pre-eection logic and
accuracy testing (Pre-LAT) asdetailed in Section 4. of these procedures:

(1) For aslong after the eection as required by law; or

2 By order of acourt or directive of the Secretary of State.
Any changes made to the centrd system software (WInEDYS) or the election database after Pre-
LAT iscompleted shall be documented in the centra system internd audit log and reportable on
the system output printer. WINEDS source code shall be placed in escrow pursuant to state law.

3.3. Results Cartridge
Theresults cartridge used for vote talying shal have both aphysicd, readable label and an
electronic recognizable identifier. A match between the physical label and the dectronic
identifier shdl be verified as part of pre-eection testing.

3.4.Audit Log
The central system software (WIinEDS) of the computer shal be programmed to report
automaticaly on the system internd audit trail al actions taken by operators to change
conditions and the time of occurrence. Actions not reported on the system shal be recorded on a
log book by the operators. That log book as well as dl reports produced by the printer shal be
retained by the loca dection officid for the purpose of post-€lection audit.
The centrd system software shdl be maintained under the control of the local eection officid
and not used for any other purpose. The centrd system software shdl be available for
inspection by the local dection officid.

3.5.Verivote Printer

The VeriVote Printer is detachable and mounted to the side of the AV C edge touch screen
voting unit. The privacy pands of the Edge are inddled to dlow votersto easily view the
paper printout of their salections while ill ensuring that the voter’ s selections are not visble to
othersin the polling place.



The Verivote Printer provides the voter with an opportunity to see a printed record of the balot
sdlections behind a trangparent protective plexiglass viewing window. Voters are able to elther
accept the printout or return to any page in the ballot to revise their sdlections and print a new
paper record. The printed ballot record includes every contest on the ballot and every selection
made by the voter -- indluding write-in votes. The printed ballot records also provides a clear
indication when there are contests for which the voter was entitled to vote but chose not to make
asdection.

The VeriVote printer dlows votersto view a printed record of their selectionsin the same
language the voter used to make their origina sdections.

The Verivote Printer is desgned as a combination AVVPAT audit trail writer (AVPAT-W) and
AVVPAT dgorage unit (AVVPAT-S). The VeriVote printer shal be secured with tamper-
evident sealsto ensure that it is not possible for poll workers or other votersto determine how a
particular voter marked their balot. The seals shdl remain intact until the printers are returned
to the county election office.

The Verivote Printer clearly identifies the ballot record as the record for a provisiond balot
when necessary.

The image created by the Verivote Printer clearly identifies when a paper record copy has been
spoiled and prevents a paper record copy from being spoiled after the voter has verified the
paper record copy is accurate and the ballot has been cast. The voter shdl have the opportunity
to affirmatively spoil their paper record copy no more than two times (an error in recording or
printing a paper record copy not caused by the voter shall not be counted as a spoiled paper
record copy. Upon spoiling their paper record copy the voter shdl be able to modify and verify
selections on the machine without having to resdlect al of their choices. Before the voter causes
athird and fina paper record copy to be printed, the voter shal be presented with awarning
notice that the selections made on screen will be final and the voter will see and verify a

printout of their vote, but will not be given additiona opportunities to change their vote.

The VeriVote printer provides equal protection to al voters by ensuring that dl voters are
protected with a paper printout of their selectionsthat is stored for use in amanua recount.
While sighted voters are prompted to visualy ingpect the paper printout, visualy impaired

voters can choose to hear an audio read-back of dl of the selections they have made. Thisaudio
review contains the same information presented visually to Sghted voters. Visudly impaired
votersthat rely on audio voting capabilities do not require externa assistance to cast their balot.
Votersthat rdy on the audio voting function are assured that the bdlot they cast will exist in

both eectronic and paper form — just asit does for Sghted voters that make their selections by
touching the screen.

The VeriVote printer is secured againgt tampering or unauthorized access through the use of
tamper-evident sed's and a continuous-form printed record which prevents the theft, loss or
frauduent introduction of individua paper ballot records.



4. Pre-Election Set-up and Testing
Complete testing of the voting machines and the centra system shdl be conducted before the
use of this equipment in an dection. Thistesting is required for equipment to be used in polling
places and in the counting center.

4.1. Loading the Ballot
Before aballot can be loaded onto the Edge, aresults cartridge must be loaded with the ball ot
definition data. Thisisafunction that is performed by the Centra System. The voting machine
must be powered up and at the maintenance diagnostics display. Then insart the results
cartridge in theresults port.

4.2. Election Verification
After the results cartridge is inserted, the ballot definition datais copied to the audit trail of the
voting machine and a series of tests are performed to verify the dection. Oncethe sdf testsare
completed and the balot loaded, the system will automaticaly enter the Pre-Election Logic and
Accuracy Test (Pre-LAT) mode.

4.3. Pre-Election Logic and Accuracy Test (Pre-LAT)
The loca dection officid shal have the entire system, both machines and centrd system, tested
to ascertain that it will properly count the votes cast for dl officesand dl questions. The test
shdl be conducted by manualy and/or dectronicaly marking balots through the use of aVote
Smulaion Cartridge in the Pre-Election Logic and Accuracy Test mode of the voting machine.
The test mugt utilize a pre-determined test script of at least one vote for each possible sdection
within an office of question. To test the centrd system, a number of results cartridges from the
machineswill betalied. The printed results from the centrd system are compared to both the
meachine results and the test script. If avoting machine or the centra system does not accurately
count the test script or test vote, the cause for the error shall be ascertained and corrected and an
errorless count shall be made before the system is gpproved for use of counting votes.

The test script used for testing each voting machine shal be atest script that properly tests dl
contests and questions for that balot style for that precinct in which the voting machineis used
on dection day.

The Pre-LAT begins by moving the polls switch to the open postion. The Edge automatically
verifies that the syslem parametersresding in interna memory are the same asin the results
catridge. When verification is complete, aPre-LAT Zero Proof Report is printed to show that
al candidate and measure counters are a zero when the Pre-LAT begins.

The technician activates the Edge, enters smulated voter sdlections, and casts votesin a
predetermined voting pattern. The voting pattern must insure each candidate receives at least
one vote, must test over-vating in each contest, and must test complex ballot features such as
recal dections, and primary dections.

After the Pre-LAT datais entered, palls are closed by moving the polls switch to the closed
position. The Edge prints the Pre-LAT results report. The results report shal be compared to
the controlled test data to verify the Edge is correctly counting votes.



When verification is complete, the technician signs the verification section on the results report
indicating successful completion.

The details of conducting aPre-LAT are described in the Edge’ s Operations Manual.

The Verivote Printer isintegrated into exiging Pre-LAT.

4.4. Vote Simulation (Option)
This feature provides for the automatic sdection of candidates and casting of votes during the
Pre-LAT to enable high volume and more extensive testing than is practicable through a purely
manua Pre-LAT.

Vote smulation is executed by avote smulation cartridge which is programmed by the Centra
System with a series of votes caled ascript. The script is created, using standard word
processing packages, for each ballot type and is used on severa machines.

Vote simulation isinitiated by pressing the screen display in Pre-LAT mode which states
“Start Vote Smulation.” The system then prompts you to insert the vote simulation
cartridge into the auxiliary port. The machine then casts the ballot stored on the vote
simulation cartridge and processes them exactly asif they had been cast through the
screen.

After completing the smulation script, the technician has an option to continue to vote
manualy. When the polls are closed, the Pre-LAT results report is printed.

Vote Smulation dso tests the Verivote Printer.

4.5. System Proofing
System proofing is the mandatory, preliminary, in-house testing of al phases of eection
preparations except the Logic and Accuracy tests of the computer hardware and software used
to tdly and summarize votes. System proofing shdl include, but is not limited to, verifying of
the correctness of the following:
assignment of jurisdictions participating in the election to ballot styles;
linkage of precinctsin which the election will be held to ballot style;
ballot content of each ballot style, including languages, offices, district designations,
candidate assignment and rotation, ballot measures, al in the proper sequence;
precinct identification coding (if used);
election night summary report format;
all phases of preparation of machines and results cartridges, as described herein;
testing of all cartridges to be used in the election.

4.6. Storage of Test Script
Following the Pre-LAT, the test script must be maintained by the local eection officid and
locked in secure storage until actua vote counting commences.

11



4.7. Sealing the Edge
After the Pre-LAT is completed, the Edge is ready to be seded for shipment to the polling site.
This process may include recording the protective counter number, sedling the results cartridge
in place and recording the seal number, seding the Poll Switch Door in place and recording the
sed number, and optiondly placing Pre-LAT zero proof report and results reports into the
meachine preparation envelope (if the Edge is equipped with a printer).

4.8. Early Voting
Votersvoting at early voting locations must have their identities authenticated prior to voting.
The county and state may jointly determine the specifics of voter authentication.

For early voting, poll workers would sedl the lid on the * Polls Open/Closed” switch &fter the
polls are opened in the first day of early voting. After each day of early voting, the power
switch isturned off, but the polls switch remains open (and sealed). For additional security, the
results cartridge is removed (voting cannot occur when the results cartridge is not present) and
placed in a sedled, securelocation. The machineis aso secured at the location. At the
beginning of each day, the poll worker retrieves the results cartridge and replacesit in the unit.
The power is then turned on, and voting may resume. The polls switch is closed at the end of
the Early Voting period.

4.9.Verivote Printer Procedures

Before shipment to the polling dte, the following criteria must be met for the Verivote Printer,
per the Verivote Printer Maintenance Manud:

the paper must be properly ingtdled;

the functiond test must be performed;

the VeriVote must be secured with atamper evident sedl, and

the Verivote Printer must be placed into its nylon case for transport.
For each datewide eection, the eections officid shdl provide a sufficient number of VeriVote
printers in each precinct to reasonably meet the needs of the votersin that precinct, using the
same standards as for paper balots, as defined under federa and state requirements.

12



5. Election Day

5.1. Opening the Polls
At least 15 minutes before the polls open, precinct workers shdl do the following:

(1)
(2)
3)
(4)
()
(6)
(")

(8)
(9)
(10)
(11)
(12)

(13)
(14)

(14)
(15
(16)
(17)

(18)

(19)
(20)

Determine the proper location of the Edges.

Place the unit on atable so that the bottom storage side is facing up.

Remove bottom storage cover.

Remove legs.

Remove power cord.

Replace bottom storage cover.

Asmblelegs:

- Turn eachindde leg 90 degreesto make 2 “X’s’.
Insert the 4 black button ends into the holes on the bottom storage case by pressing
theleg retention pins. Insert each of the 4 legsinto corresponding sockets on bottom
of unit. Make sure the leg brace assembly is at the rear of the unit.
Insert bottom legs and turn until slver button snapsinto place. Thiswill lock theleg
assembly securdly.

Rotate unit onto its Sde.

Turn the unit right Sde up and st on the floor.

Unlock the 4 |atches (2 are located next to the handle, 2 are on the other Side of the unit.)

Remove the top cover.

Stand in the front of the unit and gently raise the screen assembly. The black bar behind

the screen assembly will autometically dide into the first groove. Y ou may adjust the

screen assembly to any of 5 positions by repositioning this bar.

Open Privacy Panéls.

Mount the Verivote Printer onto the Edge, and connect it, per the Verivote Printer

Operators Manud. Then, sed/lock it to keep it securely mounted to the Edge.

Fug the power cord into the AC power reogatadein the back of the Edge, and an AC outiet.

Rasethe cover ontherman power on/aif unit.

Tuntheponve saitchtothe“ON” postion

Break or cut the sed on the Polls Switch Cover and raise the cover. Turn polls switch to

“Open, The Officid Election Zero Proof Report will be displayed on the screen or

printer in afew seconds.

If applicable, review the "Officid Zero Proof Report”. Check to ensure that each

candidate is a zero votes.

Close the Polls Switch Cover and sedl the cover.

Pace the sample balot where the voters can eesly seeit.

5.2. Voter Activation Card Programmer
Each polling place will be givenaVoter Activation Card Programmer and a number of Voter
Activation Cardsin their supplies. The Voter Activation Cards are used to activate the machine
for the voter. To set-up the Voter Activation Programmer:

Pug the Programmer into an AC outlet.
Turn the Power Switch on.
The programmer will be ready for inserting aVoter Activation Card.
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5.3. Demonstrating the Voting Procedures

When the voter enters the Polling Place, a poll worker, usng a sample balot, should demongtrate
the voting procedure by doing the following:

(1)
(2)

(3
(4)
(5)

(6)

(7)

(8)
(9)

(10)

Explain to each voter how to insert the voter activation card.

Show each voter what the screen will look like by using the sample or demondtration

balot.

Explain to the voter how the green checkmark to the right of the candidate's nameis
displayed when a sdlection is made.

Point out to the voter that a selected candidate may be canceled by pressing the checkmark
again. The green checkmark turns off.

Point out the “Next” and “Back” arrows on the screen, explaining to the voter that pressing
these arrows will dlow the voter to move to the next screen or back to the previous screen
(to review prior sdections).

Familiarize the voter with the “ Touch Here to Print and Review a Paper Record of Y our
Bdlot” button, and ingtruct them not to pressit until dl thelr selectionsare made. A

paper ballot record will print on the Verivote Printer, with their selections.

Tdl them that they need to review this paper record of their balot, to ensure that it is
correct.

If not, they may make changes by pressing the “Make Changes’ button.

Otherwise, they may pressthe “Cast Bdlot” button, which will cause their voter activation
card to automatically gect

Then, they will return their voter activator card to the poll worker.

5.4. Activating the Voting Machine
After the voter's name is checked off the list of voters, do the following:

)
2

3)
(4)
()
(6)

()
(8)

Insert aVoter Activation Card into the Programmer.

If gpplicable, enter the Ballot Code (e.g. ballot style number, precinct number, party, €tc.)
then press OK.

If gpplicable, the ballot code name will appeer.
Press Activate if correct.
The card will gect automaticaly after programming. Remove and hand to the voter.

Ingtruct the voter to proceed to an available machine and insert the Voter Card into the dot
in the lower left Sde of the unit.

After the voter inserts the card, the machine will immediately activete for the voter.
After the voter presses* Cagt Bdlot,” the Card will automaticaly gect. The voter then
returns the card to the poll worker. To avoid the possibility of avoter attempting to vote

twice, used Voter Activation Cards are rendered incapable of activating a machine until a
poll worker reprograms the card.

5.5.Operation of the Verivote Printer

@

After the voter has finished voting, and presses “ Touch Here to Print and Review a
Paper Record of Your Ballot,” A paper representation will print on the Verivote Printer,
with the selections made by the Voter.
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2 A pop-up window will dso be displayed, a thistime, teling the voter to “Please Review
the Paper Record of Your Bdlot,” and alowing them to “Make Changes’ or “Cast
Bdlot.”

©)] “Make Changes’ dlowsthe voter to make changes to the balot, and cast it again.
“Voided” is printed on the paper record copy. The voter may repeat steps (1) — (2).

(4  “CastBdlot” will print “Accepted” on the paper record copy, advanceit to the next
position, and cause the voter activator card to automatically gect.

Pease note that if the voter makes a second set of changes, a“Warning: Thiswill be your find
chance to make changes to your ballot. Press ‘ Return to Balot' to proceed” message will be

displayed.

If the paper supply in a printer is exhausted, if paper isjammed or if a printer mafunction prevents
the proper functioning of the unit, the printer should be replaced by poll workers with a back-up
printer that has aready been loaded with paper and sedled by the county dection office.

To replace a printer, the Edge should be powered off (without bresking the sedl or closing the
polls). The printer cable and printer power plug should be disconnected. Once the printer is
disconnected, it should be removed from the machine as described in the Edge’s VeriVote
operations manua and in poll closing/Edge disassembly ingtructions. The sedl protecting the paper
ingde printer shall not be broken by the poll worker.

The replacement printer should be attached to the Edge as described in the poll opening
procedures, shall be connected to the printer port and the power cable shal be plugged in before
the power to the machine is turned back on. Once the printer is replaced, the Edge should continue

to perform regularly.

The printer that was removed from the machine shal be stored in the polling place and returned
with other dection supplies and results cartridges on dection night.

The paper supplied in the VeriVote should be sufficient for approximately 150 ballots per machine
before a replacement printer with a fresh supply of paper is required.

5.6.Procedures for Malfunctions and “Voter Fled”

Procedures for investigating and resolving mafunctions, recovering votes in the case of a
mafunction, and “Voter Hed” are defined in the Edge’ s and V erivote Operations Manuals, and
the Verivote Maintenance Manual.

Verivote Printer paper may beinstalled ONLY by atrained technician: ALWAY S run
Printer Test, afterward. Otherwise, use another Verivote Printer, or another Edge. In all
cases, RETAIN the paper record copies with the rest of the election materials.

At no time before, during or after the close of poll shall precinct poll workers be permitted
to break the tamper evident seal that secures the contents of the VeriVote printer.
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Violations of California Election Code sections 18562 and 18563 regarding the secrecy of
the vote shall be referred to appropriate state and local law enforcement authorities.

5.7. Closing the Polls

After the lagt voter has exited the polling place, the polls may be closed by performing the
following procedure:

)
2

(39)

(30)

(3¢)

(4)

©)
(6)
()

(8)
)

(10)
(11)

(12)

Go to the back of the machine and cut the sedl on the Polls Switch Cover.

Lift the cover and close the palls by turning the Polls Switch to CLOSED.

If the Edge is equipped with a printer, it will begin printing the Officia Results Report.
Press the Results Report button (on the front screen) for any additiona copies.

If the Edge does not have a printer, the report will be displayed on screen or printed
directly tofile.

If the Edge is equipped with a andard externa printer (does not apply to units equipped
with a VeriVote printer).When the printer stops, tear off the tape. The poll workers must
sgn a the bottom of the officia eection results report on the lines provided at the end of
the printout. Place this printout in the officid results envelope. A second copy of the
report shall be printed and posted at the polling place.

If the Edge is equipped with a VeriVote printer the results will print on the paper behind
the clear plastic cover. Poll workers shdl write down the vote totals for each candidate
on each machine and post a copy of the tota's from each machine a the polling place.

If the Edgeis not equipped with a printer, poll workers shdl write down the totals for
each contest on each machine and post the results at the polling place. The process shdl
be completed again and the second copy of the machine totds shdl be returned in the
officia results envelope.

Cut the sedl on the cartridge door and remove the results cartridges. Place it in the cartridge
envelope.

Raise the power on/off cover and turn the Power Switch to “ Off.”

Unplug the power cord and remove it from the back of the machine.

Dismount the Verivote Printer from the Edge, and place it back into its nylon case. DO
NOT REMOVE THE TAMPER EVIDENT SEAL THAT PROTECTS THE VOTED
BALLOT RECORDS.

Lift the black bar in back of the screen and gently lower the screen down.

Close privacy panels. Place the top cover back on the machine and secure the four
latches on the Sides.

Turn the machine upside down and disassemble the legs (reverse step 7 on pg. 5).
Remove the bottom storage cover, and place the power cord and legs back into the
machine. Replace the bottom storage cover.

Poll workers return the Supply Bag, Printout Bag, Signs, Officid Results Envelope, and

Cartridge Envelope to the dections officid on Election Night, along with paper record
copies.
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6. Post Election Logic and Accuracy Test (Post-LAT)

Thisfeature is used to verify that both the Edge slogic and its ability to count votes accurately
have not been compromised since the Pre-LAT. The Post-LAT isfunctiondly smilar to the
Pre-LAT inasmuch as a zero proof sheet is created; the Edge is voted on; and aresultstapeis
printed to verify the test.

7. Aggregation of Precinct Totals in Counting Center
7.1. Election Night Procedures

Theloca dection officid shal prepare written procedures detailing the following:

@)
2

3

(4)
Q)

(6)
()

Assembly of the Cartridges returned from the polling places,

Tabulation of write-in votes, when gppropriate, as follows:

(& The Results Report produced by the Edge voting machine shdl indicate the number
of votes cast in each Write-in position for each contest. The Results Cartridge will
aso contain the actual Write-in candidates names cast by the voter and copy them to
the Centrd System.

(b) After dl cartridges from dl machines have been read, the Central System will
produce on its printer a Write-in Report which ligs dl Write-in votes for each office
in which aWrite-in was cast.

(¢ Thelocd dectionsofficid will tally and record the Write-in votes cast for Write-in
candidates from this Write-in Report.

(i) Thewrite-in resolution function in WINEDS shal not be used to resolve Write-in
votes.

(d) Thereporting of Write-in votes as part of the officia returns shal be conducted as
required by law or by directive of the Secretary of State, or both.

Tabulation of provisiona votes, when appropriate, as follows;

(@ The Results Report produced by the Edge voting machine shdl indicate the number
of provisond bdlots cast.

(b) After dl cartridges from dl machines have been read, the Central System will
produce a status report and worksheet for al provisond balots cast.

(©0 Thelocd dections officid will tally and record the provisond votes cast for
provisond votes from this Provisona Balot Report in accordance with Cdlifornia
Law.
() The “corrected precinct” provisond balot resolution function in WinEDS shdll
not be used to resolve provisona balotsin split precincts.

(d) Thereporting of provisond ballots as part of the officia returns shal be conducted
asrequired by law or by directive of the Secretary of State, or both.

Tabulation of votes from the Cartridges,

Review, ingpection, and tabulating the absentee ballots and the manua data entry or
electronic import of the absentee results into the Central System;

Aggregation of the vote count for the entire county, including both polling place and
absentee totals;

Security of the premises where vote tabulation and aggregation is being conducted,
including definition by the locd dections officid asto who shdl be admitted to the
premises while vote tabulation is taking place.
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(8) Post-election remova of paper balots records and proper storage of records for usein
manual recounts.

(i) Locd procedure must ensure the secure storage of the VeriVote printer units until
the seal's can be removed and the paper records retrieved.

(i) Individuaswho were present a either the opening or closing of any palling place
shall be prohibited from handling or reviewing the paper records retrieved from any
of the machines in the precinct they observed.

(iify Any attempt to review paper balot records in conjunction with information about
the order in which voters cast bdlots on a particular machine shal be gtrictly
prohibited. The violation or atempted violation of the secrecy of avoter’s balot
must be reported to local prosecutors as a possible violation of Election Code
Section 18562 and/or 18563.

7.2. Security of Materials Following Tabulation

Either on Election night during tabulation, or following tabulation, al of the event log, balot

images and summary totals from each cartridge used in the dection shall be backed up to the
tabulation database. The locd dection officid shdl provide for retention and storage of the
database containing the cartridge information and of any other data processing materiasrelated to
the vote counting in accordance with statutory retention requirements. After tabulation, al of these
materids shal be placed in locked storage in a secure location, and shdl remain there until the
expiration of the period for challenging elections and for aslong as required by law, unless a court
orderstheir release. During the period of storage, the local éections officia or the Secretary of
State may order the release of the materias for purposes of arecount or for eection verificaion,
after which they shdl be returned to storage.

7.3.Retention of Voter Verified Paper Record Copy

The voter verified paper record copy shdl be retained by the dections officid for the same
period of time as mandated by state and federd law for the retention of paper balots for that
election

The thermd paper rollswith voted paper ballot records created by the VeriVote printer shal be
retained in sorage under normd filing conditions. Optima conditions would include ardative
humidity between 45 percent and 65 percent, aswell as at atemperature below 77 degrees
Fahrenheit

8. One Percent Manual Recount
One percent of the precinctsin each eection shdl be recounted manudly from the VeriVote
paper records. The recounted results shall be compared with the AV C Edge results reports for
the chosen precincts, and aso with the tabulated results from WIinEDS.

A record shall be made of the recount, including the identity of the precincts or contests, or
both, recounted and the results of the recount.



In the case of a difference between the eectronic record and the paper record copy, the paper
record copy shall govern, unlessthereis clear evidence that the paper record copy is inaccurate,
incomplete or unreadable.

A paper record is deemed inaccurate if it does not correctly represent the choices made by the voter

and the voter notifies poll workers at the time the ballot record is displayed to the voter.

A paper record is deemed incomplete if only a portion of the paper record is visible and legible.

When a partid paper record is visble and legible, the portion of the record that can be clearly read

shdl be considered avalid record for purposes of the recount.

A paper record is deemed unreadable if, after visua ingpection, the dection officid cannot clearly
and convincingly ascertain the content of the printed record.

If apartid roll of paper records is deemed inaccurate, incomplete or unreadable, the county shall
ether, rely on the summary totals of the eectronic tally from the machine or the county may print
al of the ballot images stored on the results cartridge or stored in the centrd WInEDS database
from the results cartridge used in that machine. The printed balot images can then be used to
complete the manua recount.

9. System Management and Security

10.

Theloca dections officid has management control over al resources employed during the
voting and talying process until the contral is voluntarily relinquished when no longer needed.

If it becomes necessary to transfer control of any equipment back to the vendor for repairs,

operationa eections activity may not be carried out on the equipment while it is under the
vendor’s control.

Certification and Reporting Requirements

10.1. Vote Counting Programs to the Secretary of State

No later than seven days prior to each statewide eection, vote counting programs for Satewide
elections are to be deposited with the Secretary of State. The vote counting program must be
accompanied by the dections officid’ s certification of testing aswell asthelist of vote-

counting equipment used. If changes are required following certification submisson to the
Secretary of State, resubmission and re-certification is required.

10.2. Election Observer Panel

All procedures prescribed in these procedures shal be carried out in full view of the public
insofar asfeadble. 1n addition, the responsible dections officid sl devise a plan, subject to
the approva of the Voting Systems Pand, whereby dl critica procedures of the vote tdlying
process described herein are open to observation by an Election Observer Pandl.
Representatives of the qudified political parties and representatives of the news mediashall be
among those invited to serve on this Pand and shall be given the opportunity to observe that the
correct procedures have been followed in the operation of the Edge®.
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10.3. Biennial Certification of Hardware
Elections Code section 19220 requires eections officials to inspect and certify the accuracy of
their voting equipment at least once every two years. The dections officid shdl certify the
results of this ingpection to the Secretary of State.

10.4. Certification of Specialized Vote Counting Equipment
All specidized vote counting equipment must be certified for use in dections by the Secretary
of State prior to usein any dection.

10.5. Testing and Certification of the Verivote Printer
The Verivote Printer shal conform to federal and state testing requirements. Required testing
shdl include, but not be limited to; functiondity, security, durability, longevity and accessibility
testing.

The Verivote Printer must be certified for use by the State of Californiain conjunction with the
rest of the AVC Edge® Voting System.

10.6. Notification of EQuipment
For each statewide el ection, the responsible county eections officia shall cause to be prepared a
ligt, including quantities, of al equipment to be used to tabulate votes during the semi-officd
and officid canvass.

Seven days before each statewide eection, the eections officid shall certify to the Secretary of
State the results of the logic tests aswell as the accurate functioning of dl ballot counting
equipment. This certification shdl aso affirm the use of the same equipment for the Pre- LAT
test and for semi-officid and officid vote canvasses. In the event of a change to the vote
counting program &fter certification, an amended certificate shal be submitted no later than the
day before the eection.

In the event any equipment is repaired, atered or replaced following the certification specified
in this section, and prior to completion of the officid canvass of the vote, an amended
cetification of logic and accuracy testing and arevised list of equipment used must be
submitted to the Secretary of State no later than submission of officid canvass.

10.7. Public Education Program
Thelocd dection officia may develop and conduct a program of public education to ensure
understanding of the system by the community. The program may include, but not be limited to,
a pre-dection mailing to voters, with both written and graphic instructional materid regarding
the machine and its use, as well as a demondtration of the voting on the ballot face in the polling
place.

The public education program may aso be directed at candidates, campaign groups, schoals,
and news media. The Secretary of State shall be kept informed of the devel opment and conduct
of public education programs.

10.8. System Security
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Introduction:

Security is ablanket term that involves a variety of ements designed to mitigete potentid risks
and threats. In genera, secure systems will control, through use of specific features, accessto
information such that only properly authorized individuas, or processes operating on their
behdf, will have access to read, write, create, or delete information.

The design of a secure environment involves the use of three types of controls:

Preventative Controls: The purpose of this type of control isto PREVENT the occurrence
of one or more specific risks or threats. These controls can be use as ameans of redtricting
or limiting access to data, functiondity, or components. They may aso be used to directly
interdict potential threats or outside attack.

Detective Controls: ALL risks, threats, or attacks cannot be prevented — e.g., asystem
which permits outside did- up access can use preventative control to stop unauthorized
access, but it cannot prevent recurring attempts. In these cases, it isimportant to at least
detect or record that such an event occurred. Detective controls are intended to identify red,
potentia, or attempted breachesin security. They are also often used to record an audit trail
of activity which can be subsequently examined to identify potential problems or risks.

Corrective Controls: Even with preventative and detective controlsin place, it ispossble
that damage or loss could occur (e.g., an authorized person uses such authorization to
damage the system). Corrective controls are procedures or mechanisms which enable
recovery from the loss or damage.

The security of any system, organization, or environment is NOT the result of merely one or
two system components. It isthe result of avariety of festures, controls, architecturd decisions,
and procedures combining and building upon each other to produce a security infrastructure.

Security isfundamentd to the eection process. Security implies that the sysem must be
reliable, it must accurately record votes and it must maintain the integrity of those votes.
Security is achieved through festures and controls which are inherent in the system design and
through adminigtretive controls. The acceptable leve of security cannot be achieved with just
one. Both types of controls must be present. This document is an overview of the security
features and controlsin the design of the AVC Edge® Direct-Record Electronic voting
mechines.

This sub-chapter discusses the procedures for System Security. Please see the respective
Security Specifications for security features built into the AV C Edge and WInEDS systems.

General Procedures:

The WInEDS server and workstation should NEVER be connected to an unsecured public
network.

WInEDS Security:

Physica Security of PC:
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Should remain in a controlled, preferably locked area, with access limited to authorized
qeif.

Should not be left unattended without first activating one or more levels of password
protection.

Should be locked up between eections.

Should be dedicated to eection use.

Should be locked to provide security againgt unauthorized entry.

The magter ingalation disk should aso be locked up to prevent unauthorized access.
Controlled Accessto PC:

Measures should be taken to prevent unauthorized operating system access to the PC. This

is epecidly important if the room cannot be fully secured.

No more than two persons in the county shal have adminigrator level accessto the PC.
Passwords:

Windows passwords should be used to protect against unauthorized entry into the system.

Passwords shall, to the extent practicable, meet or exceed best practices for strong
passwords.

Passwords should be used for WinEDS software, to secure pre-set Roles, Users, and
Workstations.

Passwords should be changed before every dection.

Passwords and login IDs may not be used by anyone other than the individuas to whom
they have been issued.

A user should immediately change a password, if the password is suspected or known to be
disclosed to an unauthorized party.

Equipment and Data Security:

If the PC cannot be dedicated, reload al software and data files from secured backup copies
to assure an intact system.

Do not dlow unauthorized software to be run on the PC, particularly "shareware’.
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An gpproved virus-checking program must be ingtaled on the PC. 1t should be updated, and
avirus scan run immediately prior to each election, to protect againgt the introduction of
Viruses.

Externdly supplied floppy disks, CDs or DVDs shdl not be used unless they have first been
checked by the anti-virus software.

If the Centrd System is not on a standaone “closed” network, an approved firewal program
must be ingalled on the PC.

The vendor shdl provide the jurisdiction with alist of al software needed by the eection
management software. All other Third-party software must NOT be ingtdled, that has not
been previoudy approved for use by authorized personnd, to prevent the introduction of
software that may damage the PC.

Storage of the AVC Edge:

House the machines in an access-controlled area.

Keep dl spare parts, especialy CPU Board and firmware sets, locked up at al times.
Keep all cartridges (Results, Consolidation, etc.) locked up when not being used.

Limit access to the machines, cartridges, spare parts, etc. as much as possible.

Perform a full inpection of each machine, including validating the firmware verson, before
election use.

L oading the Ballot onto the AVC Edge:

The ballot load and Pre-LAT operations shoud be performed by AV C Edge technicians,
with the machines dill in the storage warehouse.

Transportation:
Sedl the Results Cartridge in place with a numbered sed and record the seal number.
Sed the POLLS OPEN/CLOSED cover with anumbered Sedl and record the sed number.
Sedled Verivote Printer(s) will be placed in their nylon case for transport.
Conducting the Election:
During the Election, the Results Cartridge must dways be inserted inthe AVC Edge. If itis

removed, the AVC Edge® will stop its normal operations, generate an error indication and
make an entry in the Event Log.
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The Auxiliary Port must be kept empty. Attempting to insert ANY cartridge type into this
port will also stop normal operations, generate an error condition and make an Event Log
entry.

A numbered sed should be ingtdled to physicaly ensure that the Results Cartridge is not
removed. This sedl is recorded on eection paperwork, and cannot be removed without
destroying it.

Seal on POLLS OPEN/CLOSED cover must NOT be cut until machine has been assembled,

and Polls are Open. Then &fter turning the POLLS switch to OPEN, the POLLS
OPEN/CLOSED cover must be sedled with a replacement Sedl

The Verivote Printer should be sedled/locked to keep the contents secure and the unit
securely mounted to the Edge.

Tallying Results:
Remova and transport of the Results Cartridge, to the centra tabulation center, must be
done in a secure manner - the cartridges must be placed in a sedled case and transported by
at least two poll workers.
Paper record copies must be handled in the same manner.

For Questions about Integrity or Accuracy of Election Night Tally:

If aquestion arises about the integrity or accuracy of the election night tally, severd safeguards
can berelied upon:

The cryptographic signatures of the totals information can be re-validated.

Thereis ill aredundant copy of the vote data, and ballot, on each AVC Edge. AnAVC
Edge' s Results Cartridge can be returned to the AV C Edge, and the two copies verified to
dill maich.

The data that WinEDS tdlied from the Results Cartridge can be verified againg the Results
Report generated by the AV C Edge when polls closed.

WINEDS can print data directly from a Results Cartridge. Results Reports, Balot Image
details, and the Event Log can dl be printed.

Additiond copies of the Results Report can be printed from the AV C Edge' s Audit Trall
memory.

For Lost or Damaged Results Cartridge, whilein Trangt to WinEDS:

There are four backup methods for dedling with this Stuation:
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Use WINEDS to manudly enter the vote datafor the AV C Edge, from the printed Results
Report.

Useaspecid “Audit Trall Transfer” Cartridge. This cartridge, in conjunction with a
firmware function only available a polls closed, dlows for trandferring an exact copy of the
AV C Edge s Audit Trall memory to the cartridge. WInEDS can then do itstaly from this

cartridge.

Additiond copies of the Results Report can be printed from the AV C Edge' s Audit Trall
memory.

The corresponding paper record copy may be used as a backup.
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