Debra Bowen

California Secretary of State
1500 11th. St.

Sacramento, CA 95814
7/28/07

Dear Secretary Bowen,
I think Electronic Voting is a bad idea.

I voted in the last few elections using the Ink-A-Vote card system with
Electronic Verification. The card is both the ballot and the paper trail all in
one. The electronic verifier machine tells me immediately of any card
errors. The cards represent a distributed, simple, open voting system, and
very difficult to influence or damage.

Electronic voting systems suffer from vendors that won’t tell us how they
work, no simple paper trail, shaky security tools, and now, as of the New
York Times article by Christopher Drew dated July 28th, vulnerable to
computer hacking.

P'm perfectly willing to wait for ballot transportation and a card reader to

count the votes. I don’t need instant access to what may easily be a
compromised tally.

Thank you, |

Greg Kozikowski




From: Mclean, Marianne

Sent: Monday, July 30, 200/ 11:Uo A
To: Voting Systems
Subject: Appalled

I was appalled to hear that hackers were able to break through the security
of voting machines here in CA. How can I trust that my vote really counts
when it could be arbitrarily changed by someone with their own agenda. I
would rather go back to the old way of voting than feel more discouraged
about my government than I already do. Please fix this problem.

Sincerely,
Marianne McLean
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From: Barb Bruns

Sent:  Sunday, July 29, 2007 5:16 PM
To: Voting Systems

Subject: No Dre's

With respect, | urge you to not allow Dre's for casting votes. We need a transparent, counted, paper ballot
system - essential for our democracy.

Barbara Bruns

07/30/2007
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From: Allegra

Sent:  Sunday, July 29, 2007 12:05 PM

To: Voting Systems

Subject: Meeting on voting machines on Friday

Ms. Bowen was voted in to solve the voting machine problems. She must argue to have the voting machines
decertified. It is the most important issue because the rest of the country will be watching California, so we need
to get this right. Go for it Ms. Bowen. We're counting on you.

07/30/2007
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From: Bob Elyea

Sent:  Sunday, July 29, 2007 9:46 PM

To: Voting Systems

Subject: Hackers Break Into California Voting Machines

Dear Ms. Bowen,

Thank you for investigating these machines and finding this out at this time. Obviously this
strengthens our case of what happened in the 2004 election in Ohio and other places. |
hope everyone on Capital Hill will take note of what has been exposed by you in California.

Keep up the good work!
Sincerely,

Robert Elyea

07/30/2007
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From: Nicole Holland

Sent:  Sunday, July 29, 2007 4:59 PM
To: Voting Systems

Subject: hacked

I'm appalled that our voting machines can be hacked into and votes altered. We need a paper trail. There should
always be a paper ballot to verify that the correct vote was entered into the tally.

Nicole Holland

07/30/2007
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From: smhslgdg

Sent:  Sunday, July 29, 2007 8:05 PM
To: Voting Systems

Subject: Electronic voting machines

To Deborah Bowen:

I support any moves to go to paper ballots, and to the decertification of the touch screen and other
electronic voting machines. The recent tests showing that these machines are 'hackable' weaken any
remaining confidence in our election results.

Please give us paper ballots, with the ability to recount if necessary. There is no need to declare winners
the morning after an election; use exit polls as indicators and give final results a day or two later if

necessary.

As our system now exists, there can be little joy in exercising our right to vote when results have been so
questionable and so harmful to our country in recent years.

Thank you for your hard work - my vote for you was one success!

Jonna Allen

AOL now offers free email to everyone. Find out more about what's free from AOL at AQL.com.

07/30/2007



From: Joan Mason

Sent: Sunday, July 29, 2007 12:08 PM
To: Voting Systems
Subject: DRE Decertification

Dear Secretary Bowen:

We are very happy that you have had an independent "Top to Bottom
Review" of the California voting systems. For too long a cloud has
hung over the voting system used in recent elections in California as
well as other states. In light of the fact that these independent,
state approved teams of analysts were able "to bypass both physical
and software security measures in every system tested" , we call on you
to decertify these machines in the state of California.

Perhaps it 1is time for a transparent, counted paper ballot (not a
ballot with a paper trail) to be used in future elections. It is time
to bring confidence in the voting process to California. Thank you for
your time.

Joan Mason
Walter Mason
Victoria Mason
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From: Chuck Garner'

Sent:  Monday, July 30, 2007 8:37 AM

To: Voting Systems

Subject: Diebold optical scanners in Lassen County

Dear Secretary of State Bowen:

Here in Lassen County we are forced to use Diebold voting machines, and the only way we can get rid
of this corruption is for you to deny certification for their use. I've been writing letters to our local
weekly, the Lassen County Times advocating a return to hand counted paper ballots at the precinct level
but without your denial of certification nothing will get done. Thank you in advance for any
consideration you may give to this request.

Sincerely,

Chuck Garner

07/30/2007



From: JOANNE N NAGY

Sent: Monday, July 30, 2007 4:22 Aw
To: Voting Systems
Subject: decertify

Dear Secretary of State Bowen

We need to have the votes counted as voted. We need to know that those
elected in California voting are the ones actually preferred by the
people who bother to vote.

The voting turnout for non-presidential voting days is so low that a
little hacking could bring us results not chosen by the voters in
Calkifornia.

There is still time for all the precincts to implement a paper ballot
for all 3 of next year's elections.

In my opinion, there is no need to rush with the results of an election.
A few days later would be fine since no one will take office right away
anyway.

So, revert to paper ballots and let us get on with rebuilding our
democracy by honestly chosen representatives.

Joanne Nagv
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From: Ann Stiles

Sent:  Sunday, July 29, 2007 11:35 PM
To: Voting Systems

Subject: Decertify voting machines!

Dear Ms Bowen,

Thank you for all the work time and effort you have given to us citizens. Please decertify all electronic voting
machines. Many people do not know or understand that our most important civil right our vote has been
privatized.

Our government has required us to purchase cheap hackable machines at high prices. A win for the corporations
and we lose, the right to count our votes. Our country has voted on paper ballots counted by the people for over
200 years. If we need more counters many citizens will volunteer.

Sincerely, Ann Stiles

07/30/2007



From: Richard Duncan

Sent: Sunday, July 29, 2007 6:50 PM
To: Voting Systems
Subject: Decertify the machines!!!!

I want you to know that I was greatly heartened when
you ran for office with the professed goal of
determining the reliability of the touch-screen voting
machines. I am doubly heartened to learn the results
of your recent tests of same and to detrmine that the
voting machines are indeed "easily hackable." Count on
me as a San Diego resident to back you 100% should you
take the courageous step of de-certifying the use of
those machines for the upcoming election. Those
machines have made a mockery of our once grand
election process.

I realize you will be under great pressure to retreat
from your election goal, but keep in mind that those
who are likely to want to keep the machines MUST be
limited to one vote each (rather than the hundreds or
perhaps thousands they will have, if the machines are
used.)

Frankly, I recommend we use paper ballots this next
election, as a check and balance on any electioneering
fraud possibility. Lets have an honest,
straightforward election this next time. The stakes
are too high to risk any system which can be
manipulated behind the scenes.

You are to be commended on your actions and you are
making the title "Public Servant" once again an
accurate statement. No matter what you may be
threatened with, stand firm in the face of adversity.

Rev. Dr. Richard Duncan

Get the free Yahoo! toolbar and rest assured with the added security of spyware
protection.
http://new.toolbar.yahoo.com/toolbar/features/norton/index.php



From: margarita

Sent: Sunday, July 29, 2007 12:25 PM
To: Voting Systems
Subject: De-certify for Democracy

Esteemed Secretary Bowen,
Please de-certify the touch-screen voting machines.

Matt Bishop's report (albeit incomplete) confirms what many California
voters have long suspected--the machines are easily manipulated by perons
with the know-how and the intent to subvert the will of the voters.

Paper ballots are the only verifiable means of ascertaining the wil of the
voters. A so-called "paper trail" is a misleading ploy that attempts to
infuse public confidence in a voting system that can still be manipluated.

Tha manufacturers of these machines (such as Diebold, Hart, and Seqouia)
should NOT be given a second chance. They are not trustworthy. Thus,
condictional re-certification is not an option that will assauge public
confidence.

Please stand up to these powerful interests and fight for the cornerstone of
democracy--votes that are counted as they were cast. Regardless of
political stripe.

Thank you very much for your dedication to democracy.

Margarita
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From: | Marilyn Cummings

Sent:  Monday, July 30, 2007 12:33 PM

To: Voting Systems

Subject: decertification of HACKABLE voting machines

Dear Ms. Bowen,

Why do we even need any discussion?

The right to vote and to have our votes counted accurately is the very foundation of our Freedoms.
There is nothing else if we lose these rights.

I feel our last 2 elections were fixed and look at us now. The Constitution is in shreds.
I know of violations myself which I reported and never received any return calls, etc.

Unbelievable!

Please do not let us be the generation who brought an end to our wonderful freedoms outlined in the
Constitution given to us by our Founding Fathers.

We have lost the media, ethics, most of representative government, please let us at least have an honest
vote for our children's sake so we can preserve the "government of the people”.

Keep America alive! Decertify and let us go back to paper which served us well for 200 years and is
still used on most, if not all, other countries.

Don't be naive, these corporatists are bent on owning the country.

Marilyn Cummings
San Diego

07/30/2007



From: Jim Eldon

Sent: Monday, guly su, zuur .44 Am
To: Voting Systems
Subject: complete transparency required

Honorable Secretary of State Bowen,

You were quoted in the L.A. Times saying, "Our very existence as a democracy
is dependent on our having voting systems that are secure, reliable and
accurate." '

No system is as secure, reliable and accurate as a system using paper
ballots, publicly hand-counted at the precinct.

For the sake of our Democracy, I urge you to decertify all computerized
voting and vote-counting machines and establish such a paper ballot system.

Jim Eldon



Page 1 of 1

From: Stephanie Remington

Sent:  Sunday, July 29, 2007 9:35 PM
To: Voting Systems

Subject: ban DREs -- require paper ballots

Dear Ms. Bowen,

Thank you for requesting a study of DRE voting machines. The results of this and other studies makes
it abundantly clear that these machines can be (and have been) compromised all over the United States.
The integrity of our democracy, therefore, has been similarly corrupted.

It is also obvious that in most situations there is no remedy for fraudulent totals resulting from
manipulated machines, because evidence of it can be erased during their rigging. A paper trail produced
by a corrupted machine is as fraudulent as the electronic result. And it is impossible for a voter to verify
whether the vote s/he casts by this method is counted by the machine as the voter intends. It’s insane to
have to guess or hope that vote totals are accurate.

The key is to determine election results by counting verifiable paper ballots to determine election
results. Storing a “trail” of unverifiable totals produced by potentially corrupted DREs, in case anyone
demands that a few of them be counted makes a sham out of democracy.

I will not trust the results of any future election until DRE voting machines are banned and votes are cast
on paper ballots — either mechanically marked or produced by a non-tabulating electronic voting
machine that prints a ballot which is submitted for counting.

Please ensure that California mandates paper ballots — not a paper trail - for all upcoming elections.
Thank you.

Sincerely,

Stephanie Remington

07/30/2007
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From: DEMOREP1

Sent: Saturday, July 28, 2007 11:49 AM
To: Voting Systems

Subject: PAPER MAIL BALLOTS NOW

PAPER MAIL BALLOTS NOW -- regardless of ALL of the MORONS who love
having hackable E-voting systems (loved also by the domestic and foreign hacker
ENEMIES of Democracy -- especially Stalin and Hitler type tyrants).

Oregon Vote by Mail ---- NO lines on Election Day (with NO rigged UNEQUAL
voters per E-voting machine -- such as in Ohio 2004).

http://www.sos.state.or.us/executive/votebymail.htm
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Get a sneak peek of the all-new AOL at http://discover.aol.com/memed/aolcom30tour

07/30/2007
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From: Dedavis123

Sent:  Sunday, July 29, 2007 4:11 PM

To: Voting Systems

Subject: Please decertify
Dear Sec. of State Bowen:
Cannot urge you strongly enough to please banish electronic, computerized voting machines in California --- P
L E A S E | --especially since a Univ. of Calif. Berkely study, reported in the San Diego Union-Tribune Friday
7/27/07 (FRONT page), found the machines are easily hackable, even by meddlers with low computer skills. If
Canada can do it, why can't we -- completely PAPER balloting and hand counting or at least thoroughly reliable,
verifiable OCRs (optical character readers) with complete papertrail, PLEASE!
Nothing is of more importance to the rescue of democracy in California and our country.
REGISTERED DEMOCRAT WHO VOTED FOR YOU 11/06 >

David E. Davis

e dodedededoke ke deodeok dedek kekokedekedede ko ke dededkodedek dekdekedek

Get a sneak peek of the all-new AOL at http://discover.aol.com/memed/aolcom30tour

07/30/2007
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From: Gary Smitt

Sent:  Sunday, July 29, 2007 3:38 PM

To: Voting Systems

Subject: Written Comment, Top-to-Bottom Review

Gary Smith

Greetings:
Please find my enclosed written comment below, Thanks.

The Secretary of State (SOS) Top-to-Bottom Review is a good idea but unfortunately is leaving
a huge hole. This review of our voting process will further ensure California voters their votes are
counted accurately and securely when completed. I just wonder when the Top portion of the Top-to-
Bottom Review is going to take place? The SOS is currently reviewing the bottom level, the voting
machine at the polls, and the middle level, the vote counting computers at the 58 county elections
offices. Hacking at the bottom level would gain some votes but probably would not change a state or
national election. The hacker could use the voting machine at the bottom level to get at the middle level,
county vote counting server. The middle level county computer could maybe change the outcome of a
statewide or national race, definitely not acceptable even if the outcome was not changed. But the big
prize is the top level, the SOS vote counting computer in Sacramento with 8 million votes. Change
those results and now you have a real chance of affecting the outcome of a big election and you might
not get caught due to the large numbers. This could make the risk of going to real federal prison for
rigging an election worth it. Is the SOS vote counting computer secure? Will there be red team testing
of the SOS vote counting system? Will the code review team be looking at the SOS system? How do
the counties get their data into the state computer? The top level of the voting system, (SOS) should be
looked at just as closely as the bottom and middle level. Secretary Bowen stated that "My goal is to
have election results that are beyond question or doubt". I hope the complete review gets done before
the February Presidential Primary election so the voters can have full confidence in our voting system
and our officials.

07/30/2007
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From: John
Sent:  Sunday, July 29, 2007 10:05 PM

To: Voting Systems
Subject: Voting

"Dear Sec. of State Bowen:
I cannot urge you strongly enough to please banish electronic, computerized voting machines in

California --- PLEASE! Especially since a University of California / Berkeley study, as reported in the
San Diego Union-Tribune on Friday, 7/27/07 (Front page), foound the machines are easily hackable,
even by meddlers with low computer skills. If Canada can do it, why can't we? -- Completely PAPER
balloting and hand counting, or at least thoroughly reliable, verifiable OCRs (optical character readers)
with complete paper trail. PLEASE!

Nothing is of more importance to the rescue of democracy in California and our country.
Signed: John F. Thomas, A REGISTERED DEMOCRAT

07/30/2007



From: hacheson26¢

Sent: Monday, July 30, 2007 11:39 AM
To: Voting Systems
Subject: Voting Systems

Ms.Bower,

Please Decertify the electronic voting machines. I want paper ballots only in
California elections.



.

From: kathyF

Sent: Sunday, July 29, 2007 11:10 PM
To: Voting Systems
Subject: voting systems

Honorable Debra Bowen,

We are being asked to trust our elections to computers found to have
numerous security and reliability problems, run on secret, proprietary
software, written and owned by private corporations with no way to
independently verify our votes.

You know what happened in 2006: Voting machines not working at precincts
nationwide creating hours-long waits to vote, verified vote switching in
many areas, in Sarasota, Fl alone --- 18,000 votes LOST in the
congressional election due to problems with paperless, electronic voting
machines (DRE's). We can't afford any more of these catastrophes, we cannot
let that happen in '08, there must be a ban on Direct Electronic Direct
Recording Electronic (DRE) touch-screen voting machines

a.. Paper Ballots --- ALL voting machines must produce a paper BALLOT, not
just an unverifiable paper trail

b.. Audits --- ALL voting machines must be audit-able and audits mandated
in close races.

c.. No Secret Source Code --- ALL voting machine vendors MUST make the
machines' software available for inspection

d.. Ban on Wireless Devices --- Prohibits wireless technology in voting
machines

ALL VOTES MUST BE COUNTED CORRECTLY IN EVERY ELECTION, including all mail in
and absentee ballots.

Kathleen Percy
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From: Jeffrey Vance

Sent: Monday, July 30, 2007 4:17 AM
To: Voting Systems
Subject: voting system test result

Dear Ms Bowen,

Thank you for doing this. Its why we elected you. If we can't even
have faith in our voting system, our democracy becomes a farce.

But be strong! Huge pressures from the interested parties will never
be as powerful as the millions who believe in the importance of what
you are doing. Stay strong and we will NEVER leave you!

If decertification is the only way to ensure secure voting, DECERTIFY.

Pencils and paper are fine. We're behind you. We've got your back. Go
Girl!

Jeffrey Vance



From: Elisaveta Wrangell

Sent: Monday, July 30, 2007 6:55 AM
To: Voting Systems
Subject: Voting machines

Dear Secretary of State Bowen:

Many thanks for holding a hearing on electronic
voting machines. They have been a concern to many
of us citizens for some time.

Any system that can be altered by the touch of
one corrupt hand is not a viable system for a
democracy. Psychologically and logistically, it
is far more difficult to persuade a group of vote
counters to falsify vote rseults (and openly
acknowledge their trespass among themselves) than
it is to persuade one predisposed soul to falsify
results on his own and in secret.

Hand counting is not a long process, it is
infinitely less costly, and for it now seems to
be the only system that remains true to the
spirit of checks and balances.

Sincerely,

Elisaveta Wrangell
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From: Skip Estes

Sent:  Sunday, July 29, 2007 11:55 AM
To: Voting Systems

Subject: voting machines

Please de-certify these voting machines! We need a hand counted paper ballot period. We should never again
have Corporate control of our elections...

Ellis Estes

07/30/2007



From: Dolores Bialecki

Sent: Sunday, July 29, 200/ 7:21 PM
To: Voting Systems

Cc: Dolores Bialecki

Subject: Voting machines

Secretary of State:

We the citizens are extremely concerned that we have lost our vote. I
implore you to get rid of these hackable machines so we can regain some
confidence in the integrity of the vote.
Thank you for your work toward that goal.

Dolores M. Bialecki
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From: David
Sent:  Monday, July 30, 2007 12:07 PM
To: Voting Systems
Subject: Voting Int egrity
Dear Secretary Bowen:
My message is simple and straightforward.
Decertify all the DRE’s existing in California.

Demand hand-counted paper ballots.

The monies the Counties set aside for the purchase of the DRE's can be used to pay for staff to count the ballots
per precinct.

Or, simply ask for volunteers to give some of

their time to count the ballots in each County and have the count monitored by a neutral third party, not the
ROV’s. They simply declare the winners and losers.

I reside in San Diego County. The ROV was a long-time employee of Diebold Corp. The Deputy ROV was
involved in the Cuyahoga County, Ohio voting fiasco. | do not trust their impartiality and honesty in the coming
elections.

Thank you,

David Zegler

07/30/2007
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From: debsip

Sent:  Monday, July 30, 2007 10:49 AM
To: Voting Systems

Subiject: voting fraud

Dear Ms Bowen

Pleeeeeze stand on principle-not politics and DE-Certify these machines-use the science and not the politics-our
democracy depends on people with the courage of their convictions-even if they might be convicted for their
courage-do the right thing.

Sincerely,
Deborah Storton

07/30/2007
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From: Larry & Vivian Sherrill

Sent:  Sunday, July 29, 2007 8:07 PM
To: Voting Systems

Subject: Verifiable voting machines

Dear Ms. Bowen:
| voted for you in 2006, and | feel confident that you must feel as | do about the recent

University of California study regarding computerized voting machines. They've been shown
to be hackable by even people who have limited computer skills. These machines are NOT
dependable.

Our democracy must be protected, and that means protecting the integrity, verifiability, and
secrecy of our vote.

Please decertify these suspect electronic, computerized voting machines, including (but not
limited to) Diebold.

| support completely paper balloting, and even hand counting. If machines must be used,
they should be thoroughly reliable, verifiable OCRs with a complete paper trail.

Please.....act to protect our vote.
Thank you,
Vivian Sherrill

07/30/2007



From: Wren Osborn

Sent: Sunday, July 29, 2007 9:41 PM
To: Voting Systems
Subject: Use of electronic voting machines

Nothing is more important to our democracy than our knowledge that our
vote is counted and counted correctly. We must have faith that our
voice will be heard. For years now we have read reports and seen
videos documenting problems with electronic voting machines. Secretary
of State Bowen has just told us that the machines can be hacked into.
So I really don't understand why we are still talking about using
electronic voting machines. Yes, paper ballots can go missing, but
it's a lot harder to rig an election with paper than with computer
chips.

In addition to their vulnerability, electronic voting machines are
expensive to buy, are prone to having problems during an election,
require expensive maintenance and storage, and cause difficulties for
poll workers. (And poll workers cannot prevent hacking, especially
when their attention is on helping people vote.) And electronic voting
machines do not, contrary to popular belief, follow the HAVA rule of
access for the disabled. For what they cost they should guarantee
accuracy. They don't and can't so I'm for using paper ballots. They're
a lot cheaper. They are a paper record in and of themselves. 2And I am
for hand counting.

Wren Osborn



From: Gary Fariss

Sent: Saturday, July 25, zuur 4:u£ PV
To: Voting Systems
Subject: Top To Bottom Review Public Hearing comment

It's a mess!

The introduction of electronic voting machines to our elections has opened a pandora's box
of complexity that defies cost=~effective, hacker-free solution. My suggestion:

Throw them out! Call a computer recycle company and have them hauled away.

Move to all mail-in elections. You already have to print absentee ballots for 42% of the
voters. You already have the machines to read and tally those ballots.

Get rid of the Diebolds, Harts, and Sequoias. They'll be obsolete in a few years anyway.
Shut down the polling places, they belong to an earlier century.

Insure that the absentee ballot reading machines are open-sourced. All specifications and
software should be available for anyone to examine, analyze, and reproduce.

Insist that all counties implement the same process and procedures.

Setup glass rooms on the stages of auditoriums so that anyone can watch the ballot
counting machines being fed and the results being produced.

Close the loop by creating a website wherein a voter can submit his ballot number and
insure that his ballot has been counted.

It's a no-brainer!

Regards,
Gary B. Fariss
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From: carolynmyhre

Sent:  Sunday, July 29, 2007 12:49 PM
To: Voting Systems

Subject: Remove Touch Screens

Dear Deborah Bowen,

As a voter (for you) | would like to thank you for following up on your promise to investigate voting machines. |
would like to encourage you to outlaw touch screen machines at this time, and possibly forever. Please bring
back paper ballots.

In the last election, | chose to vote by absentee ballot in order to be sure that my vote would count. Then | heard
that not all the absentee ballots in San Diego had been counted. | don't know whether that rumor was true, but it
would ndot surprise me if it were.

In my elstimation, we need public financing of elections and paper ballots.
Carolyn Myhre

07/30/2007
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From: Lansing Sloan

Sent:  Monday, July 30, 2007 11:45 AM

To: Voting Systems

Subject: remarks in view of July 2007 top to bottom review report

Hello,

I lack time to read the July 2007 reports of the top to bottom review
before the comment deadline of July 30. I have looked at the first
few pages of the overview by Matt Bishop and it looks reasonable.

The shortage of time, and the lack of cooperation described in
Bishop's report, are somewhat dismaying; and it would have been
nice to have been able to pursue the additional leads mentioned.
But even with much more time, I doubt that all problems would
have been detected. Still, the top to bottom review has to have
been valuable. Well done. I expect that similar such reviews

will be appropriate and will be conducted in the future.

Given that problems were found with all of the evaluated
systems, I have no objection to decertifying all of them.

My main desire is to improve the election system in the

long run, and (as I have said previously) I consider it acceptable
to take some risks in the 2008 elections if those risks are likely
to result in safer future elections.

Best of luck to you in acting upon the results of the review.

-- Lansing Sloan

P.S. I formerly communicated to you using the email address

That address still works, but not for much longer.
I have sent this comment using my current email address

07/30/2007
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From: DreamCatcherSS

Sent:  Saturday, July 28, 2007 11:40 PM
To: Voting Systems

Subject: Question

Why do you have to put everything in PDF (adobe) format? Everytime I open a
PDF I slows my computer considerably then I have to reboot and clean. I it takes
more time to put things on the internet in HTML but please, PLEASE make the
effort.

Yes I know it's not your fault but you could be more helpful for those of us who
can't afford the lastest computers with more storage compacity.

Thanks
Chandra

07/30/2007
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From: Marselle Sloane’

Sent:  Monday, July 30, 2007 8:18 AM
To: Voting Systems

Subject: Please do away with the DREs

We really must have ballots we can trust or we'll never again have an election whose results we can trust.
Thank you.

Marselle Sloane

"War against a foreign country only happens when the moneyed class think they are going to profit from it." -
George Orwell

"Brevity is the soul of lingerie" - D. Parker

07/30/2007



From: Robin Steele

Sent: Monday, July 3u, zuur 1u.co s
To: Voting Systems
Subject: Scrap the E-Machines!

Dear Secretary Bowen:

It is far more than apparent that electronic voting machines will be the death of American
democracy —-- unnecessary, unreliable, untrustworthy, there is absolutely no compelling
reason to compromise our most sacred franchise for whatever "modernization" or convenience
these wolves-in-sheeps-clothing these things may claim to offer.

Scrap the e-machines!!

Robin Steele

[
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From: Julia Kauffmann

Sent: Monday, July 30, 2007 10:17 AM
To: Voting Systems

Subject: De-certify electronic voting machines

My name is Julia Kauffmann. I have been a resident of California since 1980. I feel we should de-certify all
electronic voting machines that have proprietary software and no paper ballot.

Actually, T think we should return to paper ballots only - the low tech solution is the best in this case. Even
the optical scan tallies can be manipulated, although at least the optical scanned ballots can be counted if

needed.

We should cut our losses and get out - the electronic machines are designed for election rigging.

Julia Kauffmann

07/30/2007
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From: Doug Lenier

Sent:  Monday, July 30, 2007 1:40 PM
To: Voting Systems

Subject: Voting Machines

Privatizing the vote in this country by allowing electronic voting on machines made by private corporations,
who hold that the public, due to their privacy concerns and patent law, are not allowed to know the source
code of the software used, MUST be prevented from counting our votes.

The very beating heart of democracy cannot be controlled by for-profit corporations that have a direct stake in
the outcome of contests. This was painfully evident in the ‘04 presidential campaign, when the chairman of
Diebold systems vowed publicly to do: “whatever it takes”, to bring in the election for Bush and the
Republicans. This was a direct affront to the voting rights that we have fought so long and so hard for, and
the result bore out the veracity of suspicions by those who would like the vote count in this country to remain
above partisan politics.

I am calling upon you, as Secretary of State to remove all electronic voting systems in California, with or
without paper trails, and return to the types of systems that have served this state for well over 100 years. In
my county of Los Angeles, for example, the “Inka-Vote” system with optical scanning equipment used to
tabulate results, has worked well for us, and could be reliably used in any precinct in the state for very quick
and unassailable tabulations.

Please move post-haste to implement this change and guarantee a future of public vote-counting in
California, as a workable model for the entire nation.

Respectfully,

Doua | enier

07/30/2007
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From: Gary Mudrick

Sent: Monday, July 30, 2007 1:04 PM

To: Voting Systems

Subject: FRAUD AND COMPUTER VOTING

Please do all you can to save us from false voting machines. Go back to paper pencil voting only, and hand
counting. Thanks. gary.

07/30/2007
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From: cschaefer7(

Sent:  Monday, July 30, 2007 1:08 PM
To: Voting Systems

Subject: Electronic voting systems

Dear Debra Bowen, please continue to fight for the rights of voters by discarding the hackable electronic
voting machines and returning to a paper ballot, with a paper trail. We need to believe in the voting

system and be assured that there will be one vote counted per qualified voter. Thank you, Craig
Schaefer,

AOL now offers free email to everyone. Find out more about what's free from AOL at AQL.com.
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From: Salsadall(

Sent:  Monday, July 30, 2007 1:08 PM
To: Voting Systems

Subject: Please DECERTIFY!

Dear Madam Secretary,

I voted for you because of the voting machine issue. It's imperative that you decertify these evil devices, owned
and operated by Republicans/neocons, con being the operative word..

We have so few of our Constitutional rights left, and the vote has been rigged at least since the Supremes
appointed W in 2000. | fear California will become the next FL or OH.

The flawed argument that we can't use a paper ballot won't fly. It worked before, and works in other countries.
One of the major problems (aside from rigging) with electronic votes is that the electronic winner wins, even if
later proven to have lost. We can wait a day to actually count votes before announcing the real winner.
Obviously, this may be moot if W declares martial law and decides to be dictator for life. In that case, California
must secede from this evil empire. Were | young and healthy and had means, | would hotfoot it to Costa Rica,
but it appears | will die here. I'm dying every day of a broken heart over the loss of our Constitution, and hold on
only to the hope that my vote will be counted.

I'l do anything you ask to help you overturn this travesty of justice.

Most sincerely,

kathleen wyrill

07/30/2007
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From: Martin Morrow

Sent:  Monday, July 30, 2007 1:13 PM
To: Voting Systems

Subject: crooked machines

Whatever it takes, please decertify these crooked machines
M. L. Morrow

07/30/2007
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From: Karena & Michael

Sent:  Monday, July 30, 2007 9:00 AM
To: Voting Systems

Subject: Voting machines review

Dear Secretary of State Bowen,

| am a California voter born and raised and | vote consistantly. | am sending you my opinion that

we scrap the electronic voting systems forever. I have so little faith in these machines that |
now vote by absentee ballot, votes which | can only hope are not tallied, then entered into the

same questionable voting machines! While | am amazed by the technical advances of some very helpful
computerized equipment, these voting machines will never be secure as long as people design them and
elections are so heated. Politicians are just people and in every group of people there have always been some
honest ones and dishonest ones. Elections can mean more to some people as to sway them towards dishonesty
and unfortunately, unscrupulous downright corruption. [ have hopefully made myself quite clear in my disapproval

in the continued use of these machines in any Californian and US election...I repeat, SCRAP THEM
ALL!!!

Thank you for the research which has been done and | look forward to the reults of the public hearing. | have
bookmarked your web page. Signed, Karena Vance, Santa Cruz, California

07/30/2007
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From: Tarta Smitheman

Sent: Monday, July 30, 2007 9:14 AM
To: Voting Systems

Subject: Paper trail, please!

Please, PLEASE return all of California to paper ballots. And let the voting machines be owned and operated by
the State! Thank you for your investigation. And I fervently hope that you opt for an unbiased, hacker-free
method by which to hold future elections, even if that method is slower and less high-tech.

The Federal Election Commission wants to use privately owned, electronic machines. That are owned by two
companies, that are run by two brothers, who are both involved with Republican campaigns; This is hardly an
exercise of democracy. Please don't take pointers from the Feds.

Sincerely,
Tarta Smitheman

Don't get caught with egg on your face.  Play Chicktionary!

07/30/2007



From: Lori Mason

Sent: Monday, July su, zuus ¥:06 AM
To: Voting Systems
Subject: hackable voting machines

Dear Sec. of State Bowen:

The right to vote is the cornerstone of a democracy. Without the assurance of the integrity of the counting of
our votes, the act of voting becomes a pointless sham. Therefore, to ensure that every vote is counted, we must
get rid of electronic, computerized voting machines in California. A University of California Berkeley study, as
reported in the San Diego Union-Tribune on Friday, 7/27/07 (front page), found the machines are easily
hackable, even by meddlers with low computer skills. If Canada can do it, why can't we? -- Completely PAPER
balloting and hand counting, or at least thoroughly reliable, verifiable OCRs (optical character readers) with
complete paper trail. PLEASE!

Nothing is of more importance to the rescue of democracy in California and our country. This change MUST
happen BEFORE the election in 2008.

Thank you,

Lori Mason
Head Handmaid

StrictlyHandmade.com
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From: Debbie Fritsch

Sent: Monday, July 30, 2007 9:14 AM

To: Voting Systems

Subject: Please decertify electronic machines!

Dear Ms. Bowen:

| voted for you in large part so that you could restore integrity to the voting process in California. Hopefully the
rest of the country will follow, because my vote doesn't count unless every vote is counted accurately. Please
decertify the electronic voting machines so that democracy has a fighting chance in the US-this is truly a
desperate situation.

San Diego somehow ended up with a discredited former Ohio election official and a Diebold saleswoman running

our elections. These people pose a sufficient challenge to accurate vote counting without easily hackable
machines.

DEMOCRACY DEPENDS ON YOU - PLEASE DECERTIFY THE ELECTRONIC VOTING MACHINES IN
CALIFORNIA!

Thank you.

Deborah K Fritsch

07/30/2007
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From: adele cabot

Sent:  Monday, July 30, 2007 9:22 AM
To: Voting Systems

Subject: No voting machines

Dir Sir,

In light of the news that hackers broke into voting machines, won't you please go to paper ballots. Voting is the
sacred right of Americans and we need to know, especially now, that every vote counts and is being counting as
it was cast. Please protect our precious freedoms and find the voting machine that is not hackable and is
recountable.

thank you
Adele Cabot

PC Magazine’s 2007 editors’ choice for best web mail—award-winning Windows Live Hotmail. Check it out!

07/30/2007
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From: Warner, Cathleen (ABA)

Sent:  Monday, July 30, 2007 9:42 AM
To: Voting Systems

Subject: Diebold machines

Dear Deborah Bowen,

I am complete against these easily hackable voting machines being used in any election in California. As a voter
in San Diego County where these machines are used (and as a poll worker in the last election in charge of these
machines) | urge you to de-certify them for the integrity of all elections in the state of California.

Thank you,

Cathy Warner
Loan Officer Assistant

"Please be aware that e-mail is NOT a secured communication vehicle, and that others may in certain
circumstances be able to view its contents. As a result, while we are happy to provide this information by e-mail,
we do NOT conduct actual business transactions by e-mail. Please contact the sender directly if you have any
concerns about this message. All loans subject to credit approval and property appraisal. Equal Housing Lender.

This communication is a confidential and proprietary business communication. It is intended solely for the use of
the designated recipient(s). If this communication is received in error, please contact the sender and delete this
communication."

Please be aware that e-mail is NOT a secured communication vehicle, and that others may in certain
circumstances be able to view its contents. As a result, while we are happy to provide this information
by e-mail, we do NOT conduct actual business transactions by e-mail. Please contact the sender directly
if you have any concerns about this message. All loans subject to credit approval and property appraisal.
Equal Housing Lender. This communication is a confidential and proprietary business communication.
It is intended solely for the use of the designated recipient(s). If this communication is received in error,
please contact the sender and delete this communication.

07/30/2007



From: Andrew Pavelchek

Sent: Monday, July 30, 2007 9:44 AM
To: Voting Systems
Subject: Electronic voting machines are counterproductive in a democracy.

Dear Madame Secretary,

Let me first preface my comments with some of my background. I
have worked as a hardware designer and as a computer programmer for
most of my career and now manage development teams. I have worked on
the development of secure and classified military systems and
commercial telecommunication systems. I wouldn't consider my self an
expert in any one of these fields but have a broad breadth of
experience at a reasonably deep level. Also, as a long time voter, I
remember longing for electronic machines so that I wouldn't have to
vote with the apprehension of spoiling a ballot and having to either
forsake a vote or start over. At one time I considered voting
machines a panacea. But I was relatively inexperienced and
politically naive. I have come to the conclusion that hand marked
physical ballots are the only way to protect the voting process and
consequently keep the voters faith in democracy. Paper ballots are
the only current solution that fits the bill. I was recently
convinced that even a paper trail equipped voting machine is not
adequately secure against fraud.

Fair, honest elections require constant vigilance and your office is
tasked with that. Please immediately halt the use of any voting
machines that lack a paper audit trail and move to return to paper
ballots at the earliest feasible date.

A. Pav.
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From: Lokensgard, David

Sent:  Monday, July 30, 2007 10:.01 AM

To: Voting Systems

Subject: Direct Recording Electronic Voting - Against

I want to add myself to the large number of people who object to non-verifiable DRE voting systems. As a voter,
[ have zero faith that my vote can be correctly cast and counted and, equally importantly, re-counted when the
situation calls for a recount if these systems are used. A "paper trail" or audit trail is not enough protection, since
these things are not ballots nor recorded votes subject to recount.

What we voters want is a physical ballot that we mark to correspond with our intended vote, is subject to physical

scrutiny, and cannot be changed by electronic means. If we have that, we have a hope of preserving the integrity
of this fundamental democratic right. Without that, there is no way of ensuring that electronic manipulation cannot
occur.

David Lokensgard

07/30/2007
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From: sempreciao

Sent: Monday, July 30, 2007 1:50 PM
To: Voting Systems

Subject: Voting Machines

Dear Secretary of State,

I would like to strongly urge you to take a stand in support of HONEST VOTING RESULTS for
California. Don't acquiesce to the voting machine manufacturers' pressures to certify machines that
could be tampered with. Let's go back to paper balloting if that is necessary...for any upcoming
elections and all elections in the future....anything is better than fraudulent results.

This is one of the most basic and important issues in order for us to preserve what little is left of our
democratic Republic. Your campaigned on this big time.....I voted for you because of this important
issue and worked for your campaign and urged everyone I knew to vote for you....DON'T LET US
DOWN.

Sincerely,
JoAnn Hastings

AOL now offers free email to everyone. Find out more about what's free from AOL at AQL.com.
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From: Patricia Wrangell

Sent:  Monday, July 30, 2007 4:41 PM

To: Voting Systems

Subject: Scrapping current electronic voting systems in California

I am a voter in Riverside County (Sequoia II electronic voting system). Not ggod enough. You have my
vote for scrapping it.

Patricia D. Wrangell

Take the Internet to Go: Yahoo!Go puts the Internet in your pocket: mail, news, photos & more.

07/30/2007



From: annz

Sent: Monaay, July su, 2007 4:09 PM
To: Voting Systems
Subject: AlterNet: In Violation of Federal Law, Ohio's 2004 Presidential Election Records Are

Destroyed or Missing

This story has been forwarded to you from
http://www.alternet.org by annz@nethere.com

Debra Bowen,

This is why the media and the public must be allowed to observe the vote count of hand
counted paper ballots. The Registrar and their staff need to be watched also.

Ann Zegler, ’

In Violation of Federal Law, Ohio's 2004 Presidential Election Records Are Destroyed or
Missing
http://www.alternet.org/story/58328

In 56 of Ohio's 88 counties, ballots and election records from 2004 have been
"accidentally" destroyed, despite a federal order to preserve them -- it was crucial
evidence which would have revealed whether the election was stolen.
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From: Gloed98

Sent:  Monday, July 30, 2007 4:05 PM
To: Voting Systems

Subject: voting:paper trail

Our most precious right in our democracy is the act of voting. In recent years this has been turned into a
cheating, unacceptable situation. It is imperative that we have a paper trail, when we vote. We cannot
accept any other system.

Get a sneak peek of the all-new AOL.com.

07/30/2007



From: Lou Newell'

Sent: Monday, July 3U, zuur o.40 rw
To: Voting Systems
Subject: Top Down review

As I watched the proceedings on TV today, it occurred to me that the
major efforts have been related to physical security and hacking.While
these are real concerns, it seem to me that the real problem is
verifying that the machines are properly programed. In the case of punch
card or optical scan systems, the programing (and the machine) can be
tested by the use of a "test deck" and comparing the results with the
expected result. Multiple passes would convince the most skeptical
observer The same method will not work with direct entry machines as
there is no way to insure that the person entering the data does it the
same way each time especially on a complicated ballot.

Lou Newell



From: DJ Leif

Sent: Monday, July 30, 200/ 3:39 PM
To: Voting Systems
Subject: Voting machines need better oversight

I am glad to hear that you are looking into our voting machine systems. I am appalled
that this is still an unresolved problem...and a grave problem it is.

The success of democracy is dependent on the wisdom of citizens being transmitted through
the vote. The desire to vote is based on the knowledge that our vote makes a difference.
If the issue of vote security is not completely andunequivocally addressed, even the
suspect of voting impropriety can seriously jeopardize our fragile democracy.

Based on what we already know, votes that turn out to be statistically extremely close, as
with our past two elections, are highly improbable. How can we vote for change, if our
votes cannot be verified?

Please address this problem, and broadcast it so as to get national attention.

This is the singlemost important reform we need to make in this country.

Thanks,

Leif
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From: Rebecca WWWWW

Sent:  Monday, July 30, 2007 3:23 PM
To: Voting Systems

Subject: voting systems

How can we ever trust voting machines if there is no paper trail to back up the so-called results?

Ready for the edge of your seat? Check out tonight's top picks on Yahoo! TV.

07/30/2007



July 28, 2007

The Honorable Secretary of State Debfa Bowen
1500 11" Street
Sacramento, CA 95814

Re: Top to bottom review of voting systems

Dear Honorable Secretary,

Thank you on behalf the people of the State of California for your work on ensuring the
security and validity of the election process in California. Your top to bottom evaluation
of electronic voting systems is an important step in the re-democratization of the electoral
system in California and, indeed, the nation. The example you have set will, hopefully,
inspire other Secretaries of State to follow suit to examine the voting machines in such a
way as to rebuild the public trust we need restored to the electoral system.

Your critics have much to hide as they may have financial interest in the adoption of !
these devices but you have stood up to them. Thank you.

In one last thought, I ask you to consider the official adoption of the requirement of all
State election machinery to use open source software. As you already know, open source
software does not compromise the data (votes) in the machinery; it allows an open,
democratized review of the logic used to count the votes. Please help educate the
electorate of this important step.

Respectfully yours,

==

Jay L. Cobb

!




27 Tagy 2G0T

Debra Bowen

California Secretary of State
1500 11th Street
Sacramento, CA 95814

Dear Ms. Bowen,

I am one of your many admirers, and I was a bit angered by Stephen Weir, the
registrar of voters of Contra Costa County, in his response to your insistence on a
paper trail. Mr. Weir also has a history of suppressing votes. I witnessed this myself in
the October 2006 election and wrote to Michelle Gabriel about it at that time.

One important way to win an election is to discourage your opponents from voting. -
believe there were strong examples of this in West Contra Costa Country in 2007.

In Richmond and El Cerrito polling places were changed in such a way that less people
voted. In the heavily Democratic cities of Richmond and El Cerrito voters were sent to
new polling locations.

In one case the polling place was set in the heart of what is known as The Iron Triangle.
This is where many of the murders occur in Richmond, and voters were frankly afraid
of going there. In many, many cases voters did not know how to reach the polling
place and had to be given directions over the telephone. There was no public trans-
portation linking voters to the Triangle Community Center. The distance to the
Triangle Community Center was too far for most of people to walk. The Community
Center can be reached only from the south, and it requires crossing under railroad
tracks and in many cases going miles and miles. Voters who did not drive and could
not afford taxis were effectively prevented from voting. A very few were contacted by
the Democratic Party and offered rides, but they were very few. This same story
occurred in another Richmond precinct where people from Hilltop were sent across the
railroad tracks through relatively isolated areas to another crime-ridden section of

the city, Parchester Village.

In yet another Richmond district voters received postcards from the County telling
them to vote in Pleasant Hill, a city miles away from Richmond. When contacted about
this error, Contra Costa County election officials promised to correct the error by
sending new notification that would tell the voters they could vote in their own city of
Richmond. Not all voters received these notifications and were surprised to learn on
election night that they really could vote in their own city.




is difficult to locate. For people in Precinct 6 it is 5 trek up along steep hill from San
Pablo Avenuye to Arlington Boulevard. It is a long distance away from their home--at
least a forty minute walk for some. There are no buses linking them to the school.
Many people in the precinct live in retirement homes and could not be expected to

elections €very vote counts, and many people were effectively disenfranchised by the \

Yours truly,

sivonne M. Steffen
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From: Sheila Parks
Sent: Saturday, July 28, 2007 7:38 PM
To: Voting Systems

Subject: ON-SITE OBSERVATIONS OF THE HAND-COUNTING OF PAPER BALLOTS AND
RECOMMENDATIONS FOR THE GENERAL ELECTION OF 2008, published on
opednews.com and elsewhere

Importance: High

Dear Secretary of State Bowen and Lowell Finley:

I hope you will read this paper I just wrote and had published on opednews.com (and several other
places then picked it up) about hand-counting of paper ballots and do the same in CA as they do in
Acton, ME, as described in this paper.

http://www.opednews.com/articles/opedne sheila p 070718 on_site observations.htm

It would be very doable.

See also, my article, Hand-Counted Paper Ballots Now. A version of this article first appeared in the

April 2006 issue of Tikkun, http://www.tikkun.org/magazine/specials/article.2006-04-10.1693298872 .
An updated version can be found at http://electionfraudnews.com/News/HCPBNow.htm.

Please, contact me if you feel I could be of any service to you in this wonderful work you are doing in
CA.

I am also attaching a word doc copy of the ON-SITE OBSERVATIONS paper, for your convenience.
Thanks.

Sheila Parks, Ed.D.

07/30/2007
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From: Sybertel

Sent:  Sunday, July 29, 2007 1:38 PM
To: Voting Systems

Subject: No DRE

Dear Secretary of State, Debra Bowen:

Please decertify all electronic and touch screen voting machines in California. These
machines can never provide an accurate verifiable audit trail for any vote recount. As such the
integrity of our vote will be seriously compromised as it is humanly impossible for average
citizens to verify any electronic election resuits. Devoid of election credibility, those who would
vote are much less likely to vote as they have even less confidence that their vote will make a
difference.

Election integrity is the essential hallmark of a democracy and protection of voting is the road
upon which it travels. Without election integrity results can and will be subject to manipulation
by the unscrupulous acolytes who are more faithful to party agenda than to our constitution.
We have seen ample evidence of their election frauds and know that these scoundrels will not
be deterred by exposure or prosecutions.

Even in San Diego County, the Board of Supervisors has ignored public protestations and
hired the most controversial and suspect individuals that it can find to control our elections.
They have employ highly partisan David Haas from Cuyahoga County, Ohio, and Deborah
Seiler who has strong ties to Deibold Corp. as Registrar of Voters. These placements have
gone forward despite citizen complaints and given their dubious histories one must wonder if
"the fix is in".

Our democracy will be imperiled by electronic voting as no one can count electrons. And the
early news predictions of "winners" via DRE or Touch Screen machines can be readily
manipulated to install unearned claims of election to an elected office. Thus Californians
need to cast their votes on Paper Ballots, not on DRE machines or Touch Screen voting
machines! We need verifiable, re-countable, and observable paper ballots which yield
hard copy voting records that any citizen can readily examine!!

Thank you for all your hard work to protect our democracy:

Deborah Mecum

Get a sneak peek of the all-new AOL.com.

07/30/2007
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From: Jack McCurdy

Sent:  Sunday, July 29, 2007 12:38 PM
To: Voting Systems

Subject: Need response

The following is from at an article on July 28, 2007, in the Eureka Times-Standard.
Please provide a response to the insinuation that the study may not have taken
into account any security measures instituted by McPerson. In any event, be
prepared for this kind of defense against the findings of your study.

Jack McCurdy

Humboldt County Registrar of Voters Carolyn Crnich said it's unclear under what
conditions the tests were prepared.

“It's my understanding that the red team attacks that were made during the top-
to-bottom review did not take into consideration the security efforts or guidelines
that had been added by former Secretary of State Bruce McPherson -- so whether
or not the systems could be penetrated with those other security guidelines in
place, I don't know,” Crnich said.

Entire article:

Local election systems may be vulnerable to hackers
James Faulk/The Times-Standard

Article Launched: 07/28/2007 04:21:31 AM PDT

EUREKA -- A team of University of California computer scientists were able to hack
into several voting systems used by California counties, including the two systems
currently used in Humboldt County, the secretary of state announced Friday.

Matthew Bishop and David Wagner, computer science and cryptography experts,
were able to hack into both the Diebold Accuvote system, and the Hart InterCivic
system. The main vote counting system in Humboldt County is the Diebold

07/30/2007
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Accuvote machine, and the Hart device is used to improve accessibility for people
with disabilities.

The hacking test was done as part of a top-to-bottom review conducted by
Secretary of State Debra Bowen.

"The top-to-bottom review is designed to look at the security, accuracy, reliability
and accessibility of the voting systems certified for use in California in a way that's
never been done before on a state or national level,” said Bowen, the state's chief
elections officer.

“Every voter has the right to have his or her vote counted as it was cast, and
voters want to know if the very tools of our democracy are secure, accurate,
reliable and accessible,” she said.

The independent UC reports are available on the secretary of state's Web site at
http://www.sos.ca.gov/elections/elections_vs.htm/.

In addition to the hack tests, the secretary of state will also be holding a public
meeting

Advertisement

on Monday and possibly Tuesday to get public input on the situation. A final
decision on what this means -- and whether it could lead to a decertification of
Humboldt County's voting systems shortly before a string of four closely packed
elections -- will likely be announced Friday.

"The UC teams went through a thoughtful, methodical, analytical process in
conducting their examinations of these systems,” Bowen said. “It is my intent to
go through a similarly thoughtful, methodical and analytical process in determining
what we do next.”

Humboldt County Registrar of Voters Carolyn Crnich said it's unclear under what
conditions the tests were prepared.

"It's my understanding that the red team attacks that were made during the top-
to-bottom review did not take into consideration the security efforts or guidelines
that had been added by former Secretary of State Bruce McPherson -- so whether

07/30/2007
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or not the systems could be penetrated with those other security guidelines in
place, I don't know,” Crnich said.

On the Web: The independent UC reports are available at
http://www.sos.ca.gov/elections/elections_vs.htm/.

James Faulk

07/30/2007
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From: Ann

Sent:  Monday, July 30, 2007 12:48 PM

To: Voting Systems

Subject: My right as a U.S. citizen to a fair and honest election in 2008

To: California Secretary of State Debra Bowen
From: Ann Zegler, California resident and voter who has no faith in any election conducted by private
corporations using secret electronic vote counting machines.

Hand Counted Paper ballots are cheaper and allow us (the public) to conduct our own elections with
transparency and public confidence. Since we supposedly have a

government of WE THE PEOPLE, it would logically follow that WE THE PEOPLE fully participate in all
areas of governing, including elections and vote counting, and

participating in the reporting of election resuits. When our elections are run by Diebold and other private
voting machine corporations, WE THE PEOPLE are excluded from our

own elections and democracy is silenced and destroyed. Since the passage of HAVA in 2002, with the
introduction of electronic voting supposedly for the benefit of the

disabled community, fair elections have been stolen from the American public under a false premise.

As a disabled person myself, | feel the stated goals of HAVA were false claims, and that the intent all

along was primarily to legitimize electronic voting in the eyes of the public. A concise summary of the

facts behind my distrust of HAVA and electronic voting in general

are at www.bradblog.com/?p=2262 .

I'm forwarding some recent thoughts of Paul Lehto, California attorney and voting rights activist. | share
these thoughts because they are of fremendous concern to many of

us in San Diego. Our new San Diego Registrar of Voters, Deborah Seiler, comes to us having been a
sales rep for Diebold from 1999-2004 and before that, a sales rep for

Sequoia. Seiler is known as one of the best PR people or apologists for secret vote counting that exists
in the nation, Paul Lehto tells us.

www.signonsandiego.com/news/metro/20070512-9999-7m12seiler.htmi

We also have a new San Diego Assistant Registrar, Michael Vu, who was the director of elections in
Cuyahoga County, Ohio during the 2004 and 2006 elections. His handling

of problems with Diebold and vote counting in the 2004 presidential election were controversial. In a
2006 election audit, more than 1 in 4 Diebold systems were found to have recorded votes
INCORRECTLY in Cuyahoga County under the supervision of Michael Vu. He found nothing wrong with
that election, and that is of great concern to many of us in San Diego. For details, see “THE VIEW ON
vu”

at www.secureeletions.org , a local voting rights organization.

We have all learned to follow the money to fine tune the picture, no matter what program we are
watching. I’'m not implying that any particular person, local Registrar or otherwise, is corrupt but | am
concerned that the profit in electronic voting is huge and therefore the chance of fraud increases with the
rise in profit at stake. | know that the Electronic voting machine companies involved in California
elections will spend large amounts of money and employ many lobbyists to convince you this week to let
them continue running our elections in California. | am just a retired California public school teacher with
very little money and no lobbyist. | have nothing to bargain or promise you, other than my hope that you
can make a bold decision in favor of WE THE PEOPLE and my gratitude for all you have done so far to
restore my hope for a better future for democracy.

With the growing number of deaths, both American and Iraqi, sacrificed to bring freedom and democracy
to Irag, | would hope we could restore the very thing our soldiers are giving their lives for, representative
democracy, to our own country, and this week, to California.

I look forward to your decision on electronic voting for California. | know the rest of the nation is
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watching with me. Below are some thoughts from Paul Lehto, attorney and voting rights proponent, that
I would like to pass on to you. He is one of the founders of PSEPHOS. www.psephos-us.org He
expresses so well what | have been thinking for some time now.

Thank you again for your willingness to stand up for WE THE PEOPLE in California. | look forward to
your decision on Friday, when | will know if my voice has been
handed over to Diebold, or if it will be allowed to be heard once again at the ballot box.

From: ca50-bounces- ' #sn Behalf Of Paul Lehto
Sent: Sunday, July 29, Z0u7 il:57 PiM

To: annz@nethere.com

Cc: CEPN

Subject: [CA50] Re: [CalifElectionProtection] link to online stopwatch totime your testimony

Key point for testimony (IMHO)

A lot of talk, red team reports included, misleadingly focuses on OUTSIDER attacks. However, there's
no serious computer scientist that's honest that won't admit that all bets are off if there is a criminal
insider. And there's every reason to believe there will be one because a successful hacker or rigger gets
to be the election official or at least to influence election "security" policy for the next election. This
means that if you are looking for an election criminal, or the good friend of one, LOOK IN OFFICE.

But even Bowen's red team folks wants to ignore the insider threat in terms of its true level of
seriousness.

Instead, the protocols and procedures of local election servants are supposed to "mitigate" or save us to a
little extent or to a great extent. We're supposed to now debate just how much said procedures will save
our butts from Sequoia, Diebold and company, based on how the reports are structured, this is naturally
the kind of debate it leads to....

The fact is, it's not a question of whether local officials mitigate the risk by 10% or by 90% through their
vaunted (BS) procedures. The election officials ARE THE CORE PROBLEM. The computers can not
possibly be made secure, as against these insiders.

So that means we don't have the power as voters to kick out criminal politicians and criminal election
officials. That's totally unacceptable. That's when we need our votes and our power the very most.

Heck, if there were a way to ensure that somebody truly was a saint and worked with all saints, we could
use the honor system or something. But the true test of an election system is how it performs when in
control of, or penetrated by, people that want to cheat.

Computers in possession of those who want to cheat = hopeless battle. Unacceptable risk, totally
unacceptable. And that's the fair test of a system, because as i said if saints are in charge, we don't need
security. We need the system to stand up when it is pressured the most

I will not be in Sacramento.

Paul Rfehto, Juris Doctor
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From: Brad Friedman :

Sent:  Sunday, July 29, 2007 11:01 AM
To: Voting Systems

Subject: My Only Comment on T2B Review

Thank you all for this landmark analysis.

I suspect you know what I think, so I'll not bother to give details, other than this:

Transparency, transparency, transparency. That's the only thing that allows a *chance* of security and restoring
confidence in elections.

DREs need to go. Period. A paper trail does nothing. Even with an audit (as shown by Brennan Center. Call me if
you're unfamiliar with their hack that would NOT BE FOUND IN AN AUDIT

So, my MINIMUM recommendation (if you should still allow use of DREs for some reason):

1) Every voter must be asked whether they prefer to vote on paper or plastic before they are given a ballot.
2) Every paper ballot must be COUNTED BEFORE any unofficial tabulation results are released to media.

3) Public hand-audits must be made on the mathematical basis of assuring 99% Scientific certainty that the
originally reported results are accurate. (And proper protocols, remedies must be in place to determine what to do
when counts don't match. Not left up to the auditers as in Holt's bill!)

Thank you all, again.

Brad

Brad Friedman
Publisher/Editor, The BRAD BLOG
http://www.BradBlog.com
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From: YerEditors

Sent: Sunday, July 29, 2007 11:28 PM
To: Voting Systems

Cc: Elections - El Dorado County
Subject: Message for Secretary Bowen

My Dear Secretary Bowen -

| am so pleased to be able to contact you again, and cheer you on again - | just read that you will be deciding by
this Friday how you will decide to proceed on certifying California's electronic voting systems for the 2008 cycle.
Victory may come in small, yet crucial spurts these days ... But your courage in the face of daunting odds and a
deaf press will never be forgotten by those of us who were so glad to find out about you - no one knows that more
than the citizens, both in California and from all over the country, who followed and contributed (as | so proudly
did) to your campaign. Imagine a public official willing to stand up and scrap not just for a nomination, but for the
citizens' right to vote. How refreshing !

Now, as you press on to take up the mantle you were given, congratulations!!! May | now offer my opinion on the
most honest, legal, and cheapest way to make sure that the vote in California will be valid: paper ballots at the
precinct level, tallied at the precinct level, and then handed up to the county AND state level simultaneously. The
only way for citizens to trust that their votes count again is for that tally to be certified at the precinct level by the
judges on site - | know, | worked the polls as a volunteer in 2004. | don't see why ANY poll volunteer would mind
counting the ballots by hand (even pairing up "opposing" party member judges to count each ballot cast) -
certifying, along with their fellow poll workers, what the tallies are on the spot, then handing up the resuits. All
precinct results would be published the next day on the Internet and in the newspapers, leaving no chance for
contradiction. The only thing "wrong" with this approach is that it works - it always has.

I can think of no legitimate argument for computer involvement at this time on the part of any legitimately
concerned citizens, just those with vested interests in continued uncertainty, and worse, voting fraud. California
now, thanks to your leadership and stewardship, has the chance to lead the nation out of this deliberate morass.
You were a lonely voice at a very critical time, but we heard you.

Optical character readers would be fine for a backup JPEG-type file, but | would NOT trust any sort of
computerized system, which necessarily would include OCRs, to play any part in tallying any totals - as you know,
it is too easy for those totals to change. That's why the chain of evidence needs to be so clear from the ground
up, without the daisy-chained machines that somehow need to be networked together.

Secretary Bowen, PLEASE lead the nation in showing how your state can so easily ensure that every vote counts
on the crucial day. Of course, making sure voter names aren't erroneously purged is a separate part of the
problem ...

Thank you for everything you're doing - keep up the good fight!!!

Sincerely,

Catherine McDermott

Fekekdokdokdokdekdhkdkkkikkkdkkkkkkdhhkkkikikk

Get a sneak peek of the all-new AOL at http://discover.aol.com/memed/aolcom30tour
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From: Brina-Rae Schuchman

Sent: Monday, July 30, 2007 1:47 AM
To: Voting Systems; Goldberg, Evan
Subject: GIVE US GOOD VOTING SYSTEMS ONLY please

Dear Secretary of State Bowen,

We know that you are under heavy pressure from greedy election computer
vendors and misguided election officials to keep the phony computer
election machines.

All we ask is that you think of all the OTHER CITIZENS who are at work or
school and not at the Hearing, who want to be able to vote and have their
votes accurately counted. That is the earmark of citizenship.

PLEASE--- Retain Democracy in the nation. It is almost all gone.

The VOTE is the VOICE of the People. With phony computer machines it is
almost silenced.

Sincerely,

Brina-Rae Schuchman
Chair, TrueVoteSanDiego



From: David Griscom

Sent: Monday, July 30, 2007 8:14 AM
To: Voting Systems
Subject: Fwd: [peoplecount] Here is the Email Address to Send Comments and Suggestions to CA

[peoplecount] Here 330446114-Election
is the Emai... Wars in Pim...
FYI I'm attaching a personal account of election

theft in Tucson, AZ, in 2004 buttressed by my own
original research. This essay is slated to be a
chapter in a new book edited by Mark Crispin Miller
entitled "How to Steal an Election: The Bush Regime's
Subversion of Democracy, 2002-2008," coming out in
January.

In short, this fraud required, in addition to hackable
voting machines, many insiders to accomplish. So
beware of election officials bearing the soothing
message that the election server is isolated in a
sealed room. The crooked election officials make sure
the Trojan horses are in there with them (or
pre-planted in the memory cards of the voting
machines).

Dave

Note: forwarded message attached.

David L. Griscom



Election Wars in Pima County, Arizona:
A Microcosm of Nationwide Election Theft?

David L. Griscom Ph.D.
http://www.impactglassresearchinternational.com/
26 July 2007

I. John Brakey, Master Sleuth of Election Fraud

On 2 November 2004, John R. Brakey was Democratic Cluster Captain for four precincts
in Arizona Legislative District (LD) 27, a part of the predominately-Hispanic, 80% non-
Republican Congressional District (CD) 7. LD 27 encompasses a part of Pima Country
including the southwest corner of the city of Tucson. John was new to the job, but he
knew that part of his duties — and prerogative — was to pick up “tear sheets,” which are
carbon copies of the list of voters who had already cast their ballots hand-printed by the
poll workers on a form called the Consecutive Number Register (CNR). Poll workers in
three of these precincts greeted him with hostility, and in one case they attempted to
conceal the existence of several completed CNR pages for which he was requesting
copies.

As Election Day wore on, John became increasingly suspicious that the poll workers in
those three precincts were up to something. So, over an hour after the polls had closed,
he returned to his home polling place, a school located in Precinct 324, to see what
evidence he might pick out of the trash. To the mutual shock of everyone present, he
walked in on the poll workers apparently in the act of altering the CNR (which should
have been completed at the time of the arrival of the last voter). He also observed the
vault of the Diebold optical-scan voting machine to be wide open, instead of being locked
shut as it should always be. The poll workers rose to their feet in unison, cursing Brakey
and telling him to get back out of the room; (see p. 132 of Mark Crispin Miller’s book
“Fooled Again™). He did so quickly after a woman poll worker began to circle behind
him brandishing a club-like cane as though a weapon.

From that moment on, getting to the bottom of what was going on became John’s all-
consuming passion. He abandoned his bread-winning job and began working unpaid 18-
hour days gathering and entering on Excel spreadsheets all available records bearing on
the voting at Tucson Precinct 324 on Election Day 2004. I was privileged to be able to
aid John in the forensic analysis of these records, the results of which I ended up
presenting as PowerPoint lectures at the National Election Reform Conference in
Nashville, TN, April 9, 2005, the Election Assessment Hearing in Houston, TX, June 29,
2005, the Election Integrity Workshop held at the quarterly meeting of the Arizona
Democratic Committee, Flagstaff, AZ, August 20, 2005, and a session entitled “Are We a
Democracy? Vote Counting in the United States” at the 2007 Annual Meeting of the
American Association for the Advancement of Science (AAAS), in San Francisco,
February 16, 2007.



II. Evidence for Poll-Worker Fraud in Tucson Presented at a National
Meeting of the Premier Science Organization in the United States

The following is slightly modified version of my abstract for the 2007 AAAS meeting:

As Cluster Captain on 2 November 2004, John Brakey returned to one of his
assigned Tucson polling stations an hour after the polls had closed, surprising poll
workers apparently altering the poll books. Brakey began an audit of this precinct
(#324) based on copies of all public records: (1) a list of all voters registered in
precinct, (2) all Signature Rosters (SRs), (3) the Consecutive Number Register
(CNR) with 884 poll-worker-printed voter names, (4) the Official Ballot Report
and Certificate of Performance signed by all 7 poll workers, and (5) a list voters
who signed affidavits on the envelopes conveying Provisional Ballots (PBs) to the
county Recorder. Brakey recovered from the morning-after trash (6) the poll-
worker-annotated “Advice to Voter” slips. Records (2) and (6) indicated which
voters were required to vote on PBs (which are only accepted by the Recorder if
she ascertains that the voter is registered and had not mailed in an Early Ballot).
Record (4) could not be reproduced by from the public data without assuming 39
PBs were illegally fed into the optical-scan ballot box on Election Day. The CNR
contained 11 fewer unique names than the number of ballots in the ballot box
according to (4), implying 11 felony double votes. The poll workers issued 11
extra ballots as alleged spoil replacements, possibly to cover up (but failing to
disprove) these double votes. There were also exactly 11 voters who signed a
“regular” SR but whose names are not listed on the CNR, 11 voters who signed
the PB SR but are not on the CNR, 11 voters who signed both the “regular” and
PB SRs, 11 registered voters listed on CNR who failed to sign any roster at all,
and 11 phantom voter names appearing on 11 of the signed envelopes of PBs
received by the Recorder that do not match any signature on any SR - nor any
entry on the CNR! The probability of any one of these irregularities occurring 11
times is much less than 1/11. The odds of all 7 occurring exactly 11 times as
independent random accidents (e.g., due to incompetence) are much, much less
than one chance in 11 raised to the 7th power = 19.5 million. Three voters had
their names inscribed a second time on the CNR exactly 100 places after the first,
with one-chance-in-131-million probability. Despite their complete control of the
CNR, the poll workers wouldn’t have been able to contrive such statistical rarities
without a “system.” Indeed, (6) revealed a non-standard hand-numbering scheme
which would have fit the purpose. We conclude that 22 valid Kerry votes could
have been discarded (as 11 allegedly spoiled ballots and the 11 PBs rejected by
the Recorder, likely because of 11 forged signatures) and 61 Bush votes could
have been forged (as 39 PBs illegally fed into the ballot box on Election Day, 11
double votes, and 11 alleged spoil replacements) — a shift of 9.4%. Still, the
inferred “system” would have deposited paper ballots in the ballot box exactly
matching the number claimed in (4), and voter choices on these ballots would
match the official tally, thus appearing honest in the event of a hand recount — and
thereby covering up demonstrably possible hacking the 1.94w memory cards in
optical-scanner precincts where the poll workers were honest.



My actual AAAS PowerPoint is available for downloading [1].

I should mention that the estimated vote shift given above (9.4%) differs from that which
I erroneously stated in the original abstract as 8% and is based on the assumption that the
poll workers had no more blank ballots than the 926 officially issued to them. In fact,
extra ballots would have been easy enough to obtain, since in Pima Country anyone can
request up to two replacement mail-in ballots before the Election without returning a
spoiled one; (John Brakey’s wife actually spoiled hers and was sent another, no questions
asked). In my PowerPoint I infer a possible 12.8% shift, which if correct would require
the poll workers to have handed out 30 additional ballots and subsequently physically
destroyed 30 ballots after voters had marked them.

All AAAS abstracts are forbidden to exceed 500 words, and even by adding 50 more in
the above version, much important background is obscured. So let me use a few more
words below to fill in some of this background.

As far as I know, John Brakey was the first to discover (by surfing the internet) that the
1.94w memory card used on the Diebold optical-scanners contains “interpreted code” and
is thus capable of running programs that could in principle be used to alter the vote totals.

This principle was ultimately confirmed in practice by Finnish computer expert Harri
Hursti [2,3].

So John had demonstrated poll-worker fraud in Pima County, and had also realized that
elections could be stolen by hacking of the memory cards. He called the combination of
these two attack vectors the “Hack and Stack” [4] (with “Stacking” having the same
meaning as ballot-box “stuffing”).

II1. Evidence for Nationwide Election Fraud

Thanks to Harri Hursti and others, we now know for a fact that elections can be
electronically stolen by hacking (e.g., by inserting vote-flipping programs the 1.94w
memory cards) and John Brakey and I have shown that some poll workers may actually
be stuffing ballot boxes.

So the remaining question is: Are entire elections actually being stolen by these (and
likely other) methods? Based on the national exit poll statistics, the answer is a
resounding, yes: This was done nationwide in both 2004 and 2006. For anyone in doubt,
I list below some reading assignments.

Election 2004:

(1) “Was the 2004 Presidential Election Stolen?” by Steven F. Freeman and Joel Bleifuss
(Seven Stories Press, New York, 2006).

(2) Robert F. Kennedy’s piece in Rolling Stone Magazine [5].



(3) And here’s a real “hair raiser”! Actually presented as a kind of ghost story, Michael
Collins describes the unbelievable consequences of the practice of “forcing” exit polls to
agree with the official ballot tallies — a bizarre “see no fraud” gimmick used for the first
time in 2004 but never explained to you by the so-called mainstream media [6].

Election 2006:

“Landslide Denied” by Jonathan Simon and Bruce O’Dell: A short barnburner of a read
(even though mathematically correct!), this piece examines some different, but equally
bizarre consequences of “forcing” the 2006 exit polls to “see no fraud” [7].

But if for some reason you might be reluctant to believe this statistical evidence (like
maybe you don’t do math and/or the conclusions of these scholarly studies are way too
horrifying to accept), please read Pokey Anderson’s trenchant exposition of how and why
all electronic voting technology is not merely subject to hacking, but presents a clear and
present “open door” just begging to be exploited by insiders [8].

IV. Mail-In Ballots: An Invitation to the Perfect Crime

I have been told that only two States in the Union have laws on their books allowing for
recounts of mail-in ballots. Obviously, if mail-in votes should be stolen, it would be the
perfect crime.

So who witnesses or otherwise assures the integrity of the mail-in ballots we cast? I
don’t know about other places, but every Election Day for a decade or so prior to 2004,
the 8" floor of the Pima County Building, where the Mail-In ballots have been stored,
was closed by the police bomb squad at the time of their unwitnessed counting,
presumably by Pima County election officials. This old Pima County “tradition” is an
eerie precedent for what happened in Warren County, Ohio, on Election Night 2004 [9].

Below is a table of the official Election Day 2004 voting at John Brakey’s Arizona LD
27, representing a 74% turnout of some 80,000 registered voters:

Table 1. (Awerages of 63 Precincts of AZ LD 27 KerryTDem Bush/Repub: Other
E2004 At-Precinct Voting 61.9% 37.0% 1.0%
E2004 Early/Mail-In Voting 64.6% 34.6% 0.9%
Party Registration 48.8% 20.6% 29.0%

Note that the ever-vulnerable mail-in vote exhibits 2.4% fewer Bush votes than was the
case for the At-the-Precinct voting. Could this be deliberate, given that those in the know
would automatically look for anomalies in the Mail-In totals as possible prima-facie
evidence of election theft?



V. New Evidence that They Hacked the Az-the-Precinct Vote in 2004

After nearly 2 years of assuming I had done all I could by way of exposing Election-2004
fraud in Pima County, I was inspired to return to the Excel spreadsheets of Election 2004
data compiled John Brakey for all 63 precincts of Arizona LD 27, which comprises about
80,000 predominately-Hispanic, 80%-non-Republican registered voters ...who somehow
seemed to vote 36% for Bush, even with an amazing 74% turnout!

Since John’s data were broken out by precincts, I could do crude statistics on them.
(Some of my esteemed colleagues in the EI community who practice full-blown statistics
could certainly improve on what I have done by taking into account the variable
uncertainties associated with varying precinct sizes.)

My starting premise was this: On average, for voting across a large district (59,752
voters actually voting in the present case), the ratios of At-Precinct to Mail-In to
Provisional-Ballot of the vote shares of a major-party presidential candidate should be
accurately 1:1: 1.

In fact the data don’t obey that rule here. Of the 31,595 voters voting at their respective
precincts, 37.0% went for Bush, whereas "just" 34.6% of the 25,886 Mail-In voters went
for Bush. This is actually a huge discrepancy, with a low probability of happening by
accident.

I will now show you that (at least in AZ LD 27) it appears that someone hacked the Ar-
the-Precinct vote but left the Mail-Ins untouched ...mostly.

Recall that John Brakey and I succeeded in proving that at Pct 324 of LD 27, colluding
poll workers had stuffed ("Stacked") the ballot box against the possibility that a random
recount should have been triggered. In such a case crooked election officials would have
been standing by to "randomly" select Pct 324, and other similarly conspirator-infiltrated
precincts, for auditing. In this event, we would be back again to the perfect crime.

This was John Brakey’s great insight: the "Hack and Stack!"

John also caught the religious right-wing nuts at Pct 324 in the act of “Stacking” the
ballot box there. And now thanks to John’s compiled data for the entire LD, I was able to
take a deeper look at the relative voting patterns of Provisional, At-the-Precinct, and
Mail-In voting — which I suppose should occur in the ratios 1:1:1 within 95% statistical
confidence for large enough voting units ...provided the election was not Hacked in one
or two of these categories.

Here is how I approached the problem:
First, I assumed that the Provisional Ballots actually accepted by the County Registrar

are virtually 100% honest, since each was sealed in an envelope with a voter signature
and printed name and address on the affidavit affixed to the outside. For such a ballot to



have been accepted, the Recorder must recognize the signer of the affidavit to have been
a voter registered to vote in the correct precinct who had not voted early (or elsewhere on
Election Day). And, why even try to steal this component of the vote, given that the
accepted Provisionals accounted for mere 3.8% of the total?

Unfortunately though, forensic analyses the Provisional-Ballot data are subject to large
statistically uncertainties owing to the relatively small sample sizes (average 36
Provisional ballots officially accepted per precinct in AZ LD 27). Still, when I took the
ratios of the Provisional to the Mail-In data, precinct-by-precinct, and used the
mathematical curve-fitting software the came with my graph-making program, the
continuous horizontal lines that fitted the data in the graphs of Figures 1 and 2 each
agreed with the “null hypothesis™ that the ratio should equal 1.00 (represented by the
horizontal dashed line), within the bounds of the 95% confidence limits concomitantly
generated by my software (pair of curved lines above and below the fitted straight line).

Figure 1 displays the individual-precinct Provisional-Ballot-to-Mail-In ratios of the Bush
shares, while Figure 2 shows the corresponding ratios for the Kerry shares. Note that in
both cases the black dashed line (the “null hypothesis) falls between the two 95%
confidence curves associated with the fitted horizontal line.
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Conclusion: The vast majority of the Mail-Ins are likely unHacked.

Next, I took the ratios of the At-the-Precinct data to the (statistically-significant, and now
shown to be mostly honest) Mail-In data. And, guess what? We see in Fig. 3 that Bush’s
ratios of his At-the-Precinct votes to his Mail-Ins are shifted on average 11.5% in his
favor, and this shift is well outside the 95% confidence limits of the fitted horizontal line!
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And in Fig. 4 the ratios of Kerry’s At-the-Precinct votes to his Mail-In votes are seen to
be shifted an average of 5% against him, again outside the 95% confidence limits.

My tentative conclusion is that the A¢-the-Precinct vote at AZ LD 27 was Hacked!

The alternates to this interpretation would be that all precincts were operated by poll
workers as crooked as Rev. Kahn and his wife at Pct. 324, but far more competent (note
that the data points for Pct 324 in Figs. 3 and 4 appear favorable to Kerry) ...or else the
voters in Arizona LD 27 inexplicably wanted to keep Bush in office.

VL. Doing the Numbers: Reasons to Doubt that the No-Party-Preference
Voters of AZ LD 27 Were Strongly Pro Bush

A critical reader might well ask the question: Couldn’t the Pct 324 poll workers have
been stealing votes on Kerry’s behalf, given the positions of the data points in the graphs
above? Well, the data points above are ratios, so they reveal nothing more than the
relative differences between the At-the-Precinct voting and the Mail-In voting. Here is a
table of the actual 2004 At-the-Precinct and Mail-In vote shares at Pct 324.

Table 2.  Precinct 324 of AZ LD 27 Kemy/DemBush/Repub, _ Other
E2004 At-Precinct Voting 56.9% 41.6% 1.6%
E2004 Early/Mail-in Voting 53.6% 45.1% 1.3%
Party Registration 47.1% 21.5% 31.5%




By subtracting the LD-wide-average data shown in Table 1 from Table 2, we see in the
resulting Table 3 that Kerry did stunningly worse (and Bush correspondingly much
better) at Pct 324 than the average for the entire Legislative District 27 — particularly in
the case of the Mail-Ins: a net 19.1% shift in Bush’s favor (after correction for the
lower-than-average Democratic party registration)!

Table 3. Difference (Pct 324) - (LD-27 Average) |Kerry/Dem BusiVRepub| _ Other
'E2004 At-Precinct Voting 5.0% 4.5% 0.5%
E2004 Early/Mail-In Voting -11.0% 10.6% 0.4%
Party Registration 1.7% 0.8% 2.4%

Let me explain this kind of “vote shift” calculation by using the Pct-324 At-the-Precinct
vote shares as the next example. In the first row of Table 3 we see that at Pct 324 Kerry
has 5.0% smaller (negative) At-the-Precinct vote share than the LD-27-wide average.
We also see that Bush has a 4.5% larger At-the-Precinct share than the LD-27-wide
average. To get the net shift of votes from Kerry to Bush, we subtract the number in the
Kerry column from the number on the same row in the Bush column. For the At-the-
Precinct voting we get a 9.5% shift. Again, by using the numbers of Table 3, we are
measuring this shift relative to the LD-27-wide average.

But now if we want to improve our accuracy, we really ought to correct for the fact that
there was 1.7% fewer registered Democrats at Pct 324 and 0.8% more registered
Republicans relative to the LD-27-wide average. For purposes of making any
“correction” at all we have no choice but to first make a modest assumption; the simplest
unbiased assumption we can make is that all registered Dems voted for Kerry and all
registered Repubs voted for Bush. Thus, we take the net shift of party registration (in this
case in Bush’s favor) at Pct 324 relative to the LD-wide average (2.5%) and subtract it
from the net At-the-Precinct Kerry-to-Bush vote-share shift relative to the LD-27-wide
average (9.5%) to get a the part of the shift that might be the result of fraud (“just” 7%).
A corollary of our assumption is that 100% of the “corrected red shift” must derive from
the votes of third-party or no-party-preference (NOP) voters in the precinct ...if the
election was honest.

A few words about my jargon and acronyms. A “red shift” in my short-hand notation is a
net shift favoring Bush, and a “blue shift” is one that favors Kerry. Also, from now on I
will use the acronym “NOP” to include any third party voters, in addition to those voters
who expressed no party preference.

Under the assumption I just described, one may calculate the corresponding percentages
of NOP voters who cast their votes for either candidate. Consider Bush’s Pct-324 At-the-
Precinct share of 41.6% in Table 2. If we subtract from that the Republican party
registration of 21.5%, we get a number, 20.1%, which is the percentage of all voters at
Pct 324 on Election Day 2004 who both voted for Bush and but (under our assumption)
were neither Republicans nor Democrats. Therefore, this number of voters must have
been registered NOP. Next we can take the ratio of this number to the percentage of all
voters (no matter who they voted for) who were registered NOP, seen from Table 2 to be



31.5%. Expressed as a percentage, 20.1% divided by 31.5% is 64% -- an unexpectedly
large number in my view.

Still, the devil’s advocate (and Karl Rove) would argue that all red shifts resulted from
NOP voters at Pct 324 — and LD-wide — who simply decided to vote for Bush in large
numbers. (Their reasons for this might have been as trivial as having watched a “Swift
Boat” attack on Kerry the night before or as visceral as a deep fear that Kerry would
defend them less well from “the terrorists” than Bush did on 9/11).

So, were the NOPs in John Brakey’s predominately-Hispanic precinct rabidly pro-Bush
in that moment? Not according to the canvasses that John and I and others carried out
just a few days before the election. I recall encountering very few Bush voters among
those NOPs and infrequently voting (“turnout”) Dems that I canvassed. Unfortunately,
however, our canvass sheets were lost before we totaled them up. So we have no
objective pre-polling numbers for that part of Tucson.

Nevertheless, I did retain the results of my own canvass (for MoveOn) of several more-
affluent, less-Hispanic, and roughly-50% Republican neighborhoods of Arizona CD 8, in
the Catalina foothills 18 miles to the northeast of Pct 324. Of the 115 individual NOPs
and “turnout” Democrats I interviewed, 95 were certain of, or leaning toward, voting for
Kerry, while only 6 had any intentions of voting for Bush!

Now let me put these numbers in perspective. I conducted what would probably be
regarded as a statistically significant poll of a predominately-WASP upper-middle-class
Tucson neighborhood and found that 83% of the NOPs and turnout Dems planned to
vote for Kerry and only 5% planned to vote for Bush!

So if you should insist on believing that 64% (At-the-Precinct) and 75% (Mail-In) of the
predominately-Hispanic NOP and turnout-Dem voters of less-affluent Pct 324 really
voted for Bush (with a 75.9% turnout no less!), I'll sell you the Brooklyn Bridge.

VI. Some Very Odd Numbers

The huge discrepancy between the At-Precinct and Mail-In votes at Pct 324 noted above
has to be way outside normal statistical error. While statisticians will needed to
demonstrate just how improbable the above numbers are, I conclude that the Mail-In
votes — at least for Pct 324 — have to have been Hacked. If I am right, the next question
is: In how many other precincts could the Mail-In vote have been Hacked? It cannot
have been too many, given that Figures 1 and 2 show that the LD-wide average Bush and
Kerry shares of the Provisional Ballots (presumed honest) are equal to their
corresponding average shares of the Mail-In ballots with greater than 95% statistical
confidence.

I decided that two of the prime candidates for investigation had to be the other two
precincts (numbers 271 and 235), where John Brakey encountered poll workers behaving



peculiarly and/or displaying hostility on Election Day 2004. Tables 4 and 5 show the
official results for Precincts 271 and 235, respectively, presented in terms of their

differences from the LD-wide averages (exactly analogous to Table 3).

Table 4. Difference (Pct 271) - (LD-27 Average) | Kerry/Dem | Bush/Repub| _ Other
'E2004 At-Precinct Voting 1.9% 1.2% 0.7%
'£2004 Early/Mail-in Voting 2.6% 2.8% 0.2%
Party Registration 5.0% -2.1% -0.8%

We see in Table 4 a 3.1% “blue shift” in the At-the-Precinct voting and 5.4% red shift in
the Mail-Ins. But when I took into account the net 7.7% party registration advantage
enjoyed by the Democrats over the Republicans of Pct 271, I arrived at the following
corrected numbers for Pct 271 relative to the average for LD 27: a 4.6% At-the-Precinct
red shift (no longer blue) and a hefty 13.1% red shift in the Mail-Ins!

Now let’s look at Pct 235. In Table 5 we see a 2.3% red shift in the At-the-Precinct
voting and whopping 13.8% red shift in the Mail-Ins (both taking into account the tiny
0.2% correction for party registration).

Table 5. [Difference (Pct 235) - (LD-27 Average) | Kerry/Dem | Bush/Repub | Other
E2004 At-Precinct Voting 1.5% 0.6% 0.9%
E2004 Early/Mail-In Voting -7.5% 6.1% 1.4%
Party Registration 0.0% -0.2% 1.7%

Here is my hypothesis for what went down in LD 27 of Tucson CD 7 on Election Day
2004. There was a conspiracy comprising (1) insiders with access to the 1.94w memory
cards in the Diebold AccuVote OS optical scanners (or alternatively to the GEMS central
tabulators) and (2) a cadre of colluding poll-worker crews, including the one headed by
Rev. Kahn at Pct 324. The overall plan was to Hack the At-the-Precinct vote at all
precincts except the ones manned by colluding poll workers, whose job it was to Stack
(stuff) the ballot boxes at those polling places. However, the evidence shows that
someone likely decided to Hack the Mail-In Ballots in these Stacked precincts — perhaps
to shield the crooked poll workers there from suspicion, knowing that forensic
investigators might compare the Mail-In votes with the At-the-Precinct votes as a
possible sign of ballot-box stuffing. (If that was their objective, they badly overdid it,
with a 19.1% red shift in the Mail-Ins vis-a-vis a red shift of “just” 7% managed by the
Kahn team.)

Or maybe it was pure greed: Leave no precinct left unHacked.

VII. Another Way to the See the Fraud in a Forest of Data

One of the things that I have learned in my 41 years as a research physicist, is that the
meaning of one’s data is best comprehended — and explained to others — by finding the
most telling way(s) to graph them. So, I tried something else with the AZ LD 27



Election-2004 data. It is a very different way to display the same information, one that
affords a more dramatic (if not yet statistically analyzed) visual impression of the
Election-Day-2004 shenanigans in Pima County, AZ. In Figure 5 I have plotted Kerry’s
At-the-Precinct vote shares minus his Mail-In shares (in percent) on the y axis versus the
corresponding subtraction of data for Bush’s shares on the x axis.

Figure 5 Election 2004, 63 Precincts of Arizona LD 27:
At-Precinct Presidential Vote Shares Differ Greatly from Early Vote!
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Normally one expects the Mail-In vote share to be very close to the At-the-Precinct share
for the same presidential candidate if the precincts are large enough. In AZ LD 27, the
two smallest precincts had 87 and 208 voters actually voting and the remainder of the
precincts ranged from 265 upward to 3,453. (The 87-voter precinct is indeed an odd
fellow, appearing well off the main curve in the upper left quadrant.)

The fitted curve in Figure 5 is a straight line with slope of -0.98, which is close enough to
the expected slope of -1.00 that would pertain when 100% of the votes are divided
between just two candidates and there are enough total voters that the laws of average are
fully expressed. However, this fit doesn’t quite pass through the origin (x=0, y=0), as I
believe it should even when there are third-party candidates. My guess is that when some
statistical simulations are done, it will be found that greater than half of all precincts of
these sizes will be found fall within an ellipse centered on the origin with its major axis
extending about 2.5% to both the upper left and lower right along a line of slope -1.00.



For present purposes, I’ve placed a circle of radius 2.25 about the origin in Figure 5. It
encloses 15 precincts that might be considered “normal” ...except for the fact that only 2
of the enclosed ones are blue shifted, while 13 are red shifted. Outside of this circle there
are 13 blue-shifted precincts in the upper left quadrant and 35 red-shifted precincts in the
lower right quadrant. And, not only are there 2.7 times more red-shifted precincts than
blue-shifted ones outside the circle, but the average magnitude of these red shifts is
roughly double the average magnitude of the blue-shifted ones.

While it will be necessary to do some “Monte Carlo” computer simulations to estimate
just how improbable these numbers are as random happenstance, such a lopsided
outcome certainly has to be extremely rare (I would guess less than one chance in a
million). And if the lopsided nature of the data of Figure 5 should be the result of fraud, I
infer this fraud was committed mostly against the At-the-Precinct balloting, since Figures
1 and 2 have suggested that the Mail-In votes were accurately counted ...with the
exceptions that I will now single out.

Notice that the Precincts that I suspect (or know) were Stacked — represented by the
hollow squares in the upper left quadrant of Figure 5 — are mildly blue shifted. I
wondered what they might look like if I were to subtract the LD-wide average Mail-In
shares rather than the actual ones for these precincts (which I suspect were influenced by
Hacking). When I did that, all three of these data points became moderately red shifted.
Then, to improve my accuracy, I thought I should correct the LD-wide-average used in
these respective subtractions to take into account the differences in party registration in
these three precincts with respect to the LD-wide average registration. This correction
actually moved these data points deeper into the lower right quadrant ...to the positions
indicated in Figure 5 by hollow squares and labeled with the precinct numbers followed
by asterisks. This exercise seems to confirm that the Mail-In ballot tabulation for Pct 324
was indeed Hacked ...even as the At-the-Precinct ballot box was being Stacked by Rev.
Kahn’s crew. Furthermore, it also provides circumstantial evidence that Pcts 271 and
325 may, as John Brakey suspected from day one, also have become victims of the same
double-barreled brand of vote theft as was evidently inflicted on Pct 324.

Finally, out of curiosity, I took a closer look at the data for the two extreme outlier
precincts on Figure 5, that is, Pct 325 on the extreme upper left and Pct 373 on the
extreme lower right. It turns out that they both had interesting stories to tell.

The Pct 325 polling place was the Pascua Yaqui Tribe Tribal Council Chambers, where |
would guess that many of the 373 voters were Native Americans. In any event, 65.1%
were registered Democratic and only 3.6% were registered Republican. The official
Provisional and At-the-Precinct tallies were respectively 88.5% and 83.4% for Kerry. It
was a veritable landslide, with 58.3% of the NOPs joining the Dems in voting for Kerry
at the Precinct. But wait! The official Mail-In count was just 76.0% for Kerry. This
anomalously low value translates into a 10.7% red shift relative to the LD-27-wide Mail-
In average. And we can infer from these numbers that the NOPs who voted by Mail went
63.1% for Bush! Do you believe that? If you do, I want you to know that I’ve marked
down the Brooklyn Bridge for quick sale...



So they Hacked the Yaquis too. These vote thieves were equal-opportunity stealers of
our inalienable rights.

As for Pct 373, with its data point way down in the lower right corner of Figure 5, I
calculate from the official 2004 Election returns that fully 72.8% of the NOPs voting by
Mail-In cast their ballots for Kerry. But, get this! 62.8% of the NOPs who voted at the
Precinct were recorded as voting for Bush! This is the diametric opposite of the
behavior of the NOPs in Pct 325. This cannot be an accident.

A very large number of electors in AZ LD 27 were denied their constitutional right to
have their every vote count.

Factoid: The polling places of three of the five precincts where I have found startling
skewing of the votes from normal expectation have been two churches and a church
school, while a fourth one at a public school had a reverend and his wife as the head pole
workers. This may not be accidental. Both John Brakey and Mark Crispin Miller have
done extensive research revealing the involvement of legions of Christian zealots in the
campaign to steal Election 2004, and 2006, and 2008...

VIIL The Pima County Democratic Party’s Suit against Pima County

One wonders if John Brakey ever sleeps. Last year John decided to teach himself the
“geck Greek” of the Diebold GEMS central tabulator. To do this he got the State
Democratic Party to bring in one of the best Election Geeks in the Country, Jim March.
Jim is an experienced computer tech specialist with 17 years in the IT industry. In 2003
he first heard of Bev Harris' work exposing problems with the Diebold voting systems as
used here in Pima County, and he began helping Ms. Harris analyze the 40,000 files she
had obtained from a Diebold website lacking any security. Jim was lead plaintiff (along
with Ms. Harris) in a California consumer protection suit against Diebold netting that
state a $2.6 million refund, and he now sits on the board of directors of Black Box
Voting, a national non-profit. He was brought to Pima by the State Democratic Party to
help monitor the primaries and General Elections and is now a tech consultant on the
public records lawsuits fought by the county as part of the aftermath.

By Freedom of Information Act (FOIA) requests, John obtained the computer logs of the
Pima County tabulators for the past several years. He quickly discovered that ever since
the arrival of Brad Nelson as the Pima County Director of Elections, someone at the
Elections Department has been printing summary reports of Mail-In ballots counts up to a
week or more before the election. This is strictly illegal under Arizona law: “...there shall
be no preferential counting of ballots for the purpose of projecting the outcome of the
election.” And, obviously, anyone in possession of such information would have highly
accurate advance information to calibrate any Trojan Horses present in the At-the-
Precinct 1.94w memory cards so as to infallibly flip sufficient votes to change the
outcome of a race on Election Day without causing undue suspicion by overdoing it.



Although merely printing illegal summary reports of early balloting is not prima-facie
evidence of election fraud, on 1 February 2007 the Pima County Democratic Party filed a
(civil) public records lawsuit in Pima County Superior Court against the Pima County
Board of Supervisors and the County Treasurer seeking the production of summary
reports of early ballots that were printed without election observers present and allegedly
sealed in the Pima County Treasurer’s vault [10].

Then John spotted something else. Back in 2006 there was a ballot initiative to impose a
half-cent sales tax to pay for a 20-year, $2 billion Regional Transportation Authority plan
ultimately approved at the same election. After the first day’s Mail-In returns, the
computer operator had backed up the election and the very next morning backed it up
again, whereupon he immediately printed another summary report. John recognized
instantly that the operator had it within his power to take home a copy of the first day’s
voting, alter it using Microsoft Access (for example to flip votes in the event that the
RTA tax was being rejected) and then save this altered version the next morning. (Thus,
the purpose of the new summary report might have been to assure that the manipulations
he had inserted had actually “stuck”).

Enter Attorney and Democratic activist William J. (Bill) Risner. As an “officer of the
court” bound to report any evidence of possible criminal activity that comes to his
attention, Bill immediately filed a criminal complaint with the AZ Attorney General. In
response, the Pima County Board of Supervisors went to court asking for a stay on civil
case until the civil case is settled. However, the judge recently ruled in favor of Bill
Risner’s arguments that the civil and criminal cases are not barred by law from
proceeding separately. And another piece of good news is that the local media have not
shied from reporting this story [11, 12].

Still, John Brakey and Bill Risner, so far as [ know, haven’t been paid a red cent for their
efforts or court costs, even by the Democratic Party.

XI. The Author’s Thoughts about All of This

For the most part, in this article I have been clinically dispassionate ...as though I were
writing just another scientific paper. On occasion I have been flip and have made a bit of
black humor, though this has been just an artifice to hold the reader’s attention. In the
end, as I reread what I’ve written, I keep returning to the thought of the nearly 60,000
Americans from all walks of life and ethnic heritages belonging to Arizona Legislative
District 27 who turned out on Election Day 2004 to exercise their constitutional right to
“throw the bum out.” What happened to these Tucsonans that day is surely a microcosm
of what was simultaneously happening to Americans all across our country. I reflect on
the facts that not only were these good folks’ wills — and their inalienable rights —
subverted, but they are not even told by the mainstream media what was done to them.
So they have no choice but to blame themselves for “the bum” still being at the helm
...still driving Titanic America toward the not-too-distant icebergs, full speed ahead. And
all the while, the evil ones who contrived this heinous crime against our Republic go



about consolidating their power and wealth and pursuing their illegal wars at the expense
of the good people they stealthily disenfranchise.

“Cry, the Beloved Country!” — Alan Paton
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From: bbcatt

Sent: Monday, Jury su, 2007 8:00 AM
To: Voting Systems
Subject: Decertification

Dear Debra Bowen,

I am asking you to please de-certify the current use of voting machines in California.
Here in San Diego last election, I was a precinct inspector close to my neighborhood. We
were trying to be reassuring to the voters that came in that their vote was safe, but were
not convinced ourselves.

There is one incident that continues to haunt me. An elderly gentleman came to me worried
that his vote was not counted correctly because the touch screen skipped over a portion of
the ballot. This man was very concerned. He was a naturalized citizen after WWII and has
voted in every election since that time. I tried to research the possibilities by talking
not only to the troubleshooter (who was very nice but had no answers) and the registrars
office to no avail. This man held voting sacred as do I, and we could not tell him that
his vote was most likely sacrificed to the glitch of the machine because we could NEVER BE
SURE! Please de-certify these machines, there are too many uncertainties that cannot be
addressed.

Sincerely,

Barb Cattedra
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From: John Fillums

Sent:  Monday, July 30, 2007 10:37 AM
To: Voting Systems

Subject: question for FAQ

re additional questions for the FAQ:

Is there a subsystem in place whereby team members can

report conditions/incidences of external pressures placed on their investigating
activities?

(If such system were in place and reports available to the public, voters might have
more confidence that the review was fairly conducted.)

Sincerely,

R John Rogers

San Diego, CA

P.S.

I voted for Debra Bowen and am delighted to see that

she is following thru on her promise, and that finally this issue

is being taken seriously!

Congratulations to all of us who are concerned about voting integrity.

Luggage? GPS? Comic books?
Check out fitting gifts for grads at Yahoo! Search.

07/30/2007
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From: Tom Courbat

Sent: Monday, July 30, 2007 3:27 AM
To: Voting Systems

Cc:

Subject: Public Hearing Comments for today, July 30, 2007
Importance: High

7-30-07
From Tom Courbat in Riverside County, CA.

Dear Secretary of State Bowen,

COUNTIES AND VENDORS WON’T COMPLY WITH
CERTIFICATION CONDITIONS

Please do not allow continued certification of E-voting machines by adding requirements of actions that
counties must take to shore up security of the system or of changes that vendors must make to assure
compliance.

As a former high-level executive recruiter, I found one particularly telling truism in our industry. This
is, “Past performance is the best indicator of future performance.”

Counties track record is to resist direction from Secretary of State

The counties have clearly demonstrated they will ignore both the law and directives from the Secretary
of State. In Riverside County, the county refused to post precinct results at the precincts, even after
requesting a waiver of that requirement from the SOS and being denied the waiver. Not until media
coverage of their transgressions, sparked by continued efforts of election integrity advocates to expose
their disregard for the law, did they finally comply.

Indeed, our Board of Supervisors chairman, Mr. John Tavaglione has stated, on film “I think she’s nuts,
quite frankly, and I don’t mind telling that to her face.” He was referring to you, Madame Secretary.
And Supervisor Jeff Stone has asked the question “Does the Secretary of State have the authority, by
herself, to decertify a system based purely on a political decision rather than on a data-backed

decision?” You can view this 3minute and 45 second film of our Board of Supervisors in action at
http://tinyurl.com/2cuzpf.

The President of the California Association of Clerks and Election Officials (CACEO), Steven Weir was

quoted as saying, “... clerks could decide to ignore Bowen's findings and continue to use their
systems, which are already federally qualified.” Such a decision which would almost certainly create a

legal standoff according to the article in the Contra Costa Times dated July 23, 2007.

Given the above examples, of which there are hundreds more, there is no reason to believe they will
suddenly have an epiphany and decide that whatever conditions are imposed by the Secretary of State
are righteous and will be implemented without delay.

07/30/2007
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Vendors have never exhibited good faith and cannot be trusted to do so now

The review of your team of computer scientists has pointed out numerous instances of electronic voting
machine (EVM) companies stating one thing and doing another. Just one of dozens of examples (this
one regarding Sequoia): Vendor statement: “The lack of [WinEDS SQL] server access by individual
users provides the application with a secure client-server environment.” Team findings:
Unfortunately, this is not true. In fact it is possible to connect to the database and completely
compromise the MS SQL server host without using the WinEDS application.” “The MS SQL server

delivered with the Sequoia system enables users to execute arbitrary commands.” Thus, any
election can be compromised at any time by any user. Unbelievable!

Please decertify the Sequoia system, including the central tabulator which can be compromised by arbitrary
commands by any user. Our votes are too important to be entrusted to such an unsecure environment. Our
Registrar of Voters, Barbara Dunmore, responded to a question from Supervisor Jeff Stone in the affirmative
when asked if she would be able to successfully administer a paper-based election in February, 2008 if the
machines are decertified. So | guess Riverside is good to go without the Sequoia system. And | suspect that
despite all the hoopla, all the other counties can count ballots on paper as well, since we have done it for over 100
years in this state.

Best regards,
Tom Courbat
SAVE RVOTE

P.S. As you know, our BOS appointed a “Blue Ribbon” Elections Review Committee to review our system and
make recommendations. Their number one recommendation — get rid of the DREs as quickly as possible. And
they studied our situation for six months.

The degree of willingness of a government to open itself up to public scrutiny and
public audit foretells the quality and integrity of that government.

07/30/2007
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Heyes, Jason

From: Washburn, John

Sent:  Monday, July 30, 2007 4.07 AM
To: Voting Systems

Subject: Public Comment to the Top-to-Bottom Review

Dear Ms. Secretary:

Please find attached my public comments on the Top-to-Bottom Review of voting systems.

07/30/2007



Public Comments of John Washburn

Top to Bottom Review of Voting Systems used in California.

Secretary Bowen, | thank you for this opportunity to make a public comment on the results of the top to
bottom review. My name is John Washburn. | am a resident of Germantown, Wisconsin. | have
worked as a software tester and in the field of quality assurance since 1994. | currently am certified by
the American Society for Quality as a CSQE; certified software quality engineer. It is a certification |
have held continuously and proudly since 1998. | have read the documents found on the website of the
California Secretary of State and would like to submit the following comments.

| read with fascination the various attack scenarios. Many are elegant applications to voting systems of
well understood attack vectors used against other computerized systems. The results are important,
disturbing, and must be addressed. But, as disturbing and import as these technical findings are, | do
not believe they are the most disturbing information uncovered by the top to bottom review. The most
disturbing findings are:

1. The systems are inaccessible and, in some cases, is an active obstacle to voting accessibility.

2. The revelation that vendor representations may be fraudulent.

3. The continuing evidence the NASED/ITA model for certification has failed and is not worth the

paper it is written on.
4. The continuing evidence voting systems are defect-dense.



The Systems are not Accessible

The Accessibility Review by Noel Runyan and Jim Tobias is thorough, detailed, and precise in its
findings. None of the three systems reviewed meets the minimum accessibility of the Help America
Vote Act (HAVA) or the 2005 Voluntary Voting System Guidelines (2005 VVSG). Direct Recording
Electronic (DRE) systems compared to precinct based optical scanning are more expensive to
purchase, more expensive to test, more expensive to maintain and, by all indications, are more
insecure. The justification for why American elections must endure the addition insecurity and expense
of DRE systems is that DRE systems allow disabled voters and voters in language minorities the
opportunity to vote privately and independently. This accessibility review refutes this justification in
exceptional detail. For the first time, someone has enumerated all of the accessibility requirements of
the both HAVA and the 2005 VVSG and objectively tested for conformance. Moreover, under some
conditions the DRE system is an active impediment to voting.

If the person is voting in a language other than English and which uses a non-Roman alphabet such
has Chinese, the DRE screen does not render characters at all. Even if the translation were well done,
it is worthless if the translated text cannot be rendered for display. This is an active impediment to
voting by these language minorities.

If the person is has normal vision, normal hearing, and normal upper body strength and dexterity, but is
confined to a wheel chair, the DRE system is inaccessible because the forward approach is blocked by
the narrow legs of the stand, hard to reach because of the height, and subject to parallax errors. For
this class of voters, the DRE either prevents voting or make voting uncomfortably arduous because of
the need for a side approach. Since Wisconsin has paper ballots which are tallied by optical scanner or
are hand counted, voters who are wheel chair bound can be accommodated with a clip board or a
suitably low table. If the polling location has only DRE equipment though, then the DRE equipment
introduces a barrier to voting which did not exist before.



Representations of the Systems May be Fraudulent

The Red Team Report for Sequoia by Vigna, Kemmerer, et. al. includes several comments where the

properties of the Sequoia Voting System where misrepresented to the security testing team by

Sequoia. Section 4.4 and 4.8 are two such examples. Section 4.4 of the security assessment report

states:
There is no way to determine which version of the firmware is running on an Edge device. The
Sequoia documentation states that the firmware is stored in ROM and that checksum-based
mechanisms are used to determine if the firmware has been modified maliciously. However, in
reality there is no secure, hardware based mechanism to ensure that no corrupted firmware
gets loaded and executed. In addition, the Edge firmware is stored on a flash memory card and can
be easily overwritten. Hardware support for trusted software execution and the use of non-writable
memory would protect the Edge device from a large range of attacks from both insiders and
outsiders.

Section 4.8 of the security assessment reads:
In the documentation ([10], p. 3-1), it is stated that: “WinEDS currently does NOT utilize code
outside of MS SQL Server and no connections or permissions are required on the server (besides
SQL Client.) The lack of server access by individual users provides the application with a secure
client-server environment. The election data stored on the server can only be modified by
authorized users only through the application.”
Unfortunately, this is not true. In fact, it is possible to connect to the database and completely
compromise the MS SQL server host without using the WinEDS application. This is achieved by
exploiting two security problems. First of all, the WinEDS access control procedures can be
bypassed. Second, the MS SQL server delivered with the Sequoia system enables users to execute
arbitrary commands.

The emphasis of the quoted sections above is mine and highlights the diplomatic language of the
assessment team. The representations of section 4.8 were made by Sequoia to the Wisconsin State
Elections Board during the May 16, 2007 of the Elections board. To me this indicates the
representation by Sequoia Voting Systems of the security of WinEDS is a consistent representation.

Another consistent representation is that the firmware of the system is in read-only memory (ROM).
Instead the security team found the firmware is stored on EEPROM/Flash memory. Flash memory is
the same type of memory used in a portable flash drive or an iPOD. Read-only memory is just that;
read-only. Once created the contents cannot be re-written, but can only be read. While flash memory
retains its contents when the power is off (non-volatile), it is can be re-written (mutable). Read-only
memory is both non-volatile and immutable. Flash memory is not.

Both of these representations (ROM based firmware and secured SQL architecture) are false. Since, |
am not an attorney, | cannot judge whether such false representations constituted fraud. But, the
misrepresentations to me are fundamental and hard to classify as anything other than an effort to
deceive.



The NASED/ITA Testing Model has Failed

The security reports as a whole present more evidence that the NASED/ITA framework for testing and
certification has been an utter failure. This is a significant problem which stretches across the whole
country. The NASED/ITA model was used to as the basis for certification of EVERY voting system
currently in use in the United States. With the exception of lever machines in New York, only
equipment qualified by the NASED/ITA process was used in the most recent Federal election held on
November 7, 2006. That this testing and certification model is ineffective and flaw is a concern for the
whole country not just the State of California.

The NASED/ITA testing framework failed to find any of the findings of these three reports during
repeated rounds of testing conducted over the course of several years. The results of these three
reports from the Top-To-Bottom Review on the other hand were all uncovered in less than one month
of examination. Each of the findings in the security reports are evidence of the failure of the
NASED/ITA process. For illustration [ will focus on only two of the findings from the Sequoia security
assessment. The NASED/ITA testing and certification system failed to find:
» There is no way to determine which version of the firmware is running on an Edge device.
Section 4.4 of the Sequoia Security Assessment Report.
e The Edge firmware was discovered to include a shell-like scripting language interpreter.
Section 4.5 of the Sequoia Security Assessment Report.

The inability to identify the system under test is a violation of Section 8.6.d, Volume |, Section 8.7.1,
Volume |, and Appendix B.3 Volume |l of the 2002 VVSG.
Section 8.6.d Volume | states:
The vendor shall establish such procedures and related conventions, providing a complete description of
those used to:
a. Perform a first release of the system to an ITA;
b. Perform a subsequent maintenance or upgrade release of the system, or a particular components, to
an ITA;
c. Perform the initial delivery and installation of the system to a customer, including confirmation that the
installed version of the system matches exactly the qualified system version; and
d. Perform a subsequent maintenance or upgrade release of the system, or a particular component, to a
customer, including confirmation that the installed version of the system matches exactly the
qualified system version.
Section 8.7.1 Volume | states:
8.7.1  Physical Configuration Audit
The PCA is conducted by the ITA to compare the voting system components submitted for qualification to the
vendor's technical documentation. For the PCA, a vendor shall provide:
a. Identification of all items that are to be a part of the software release;
Section B.3 Volume Il (System Identification) states:
B.3 System Identification
This section gives information about the tested software and supporting hardware, including:
a. System name and major subsystems (or equivalent);
b. System Version;
¢. Test Support Hardware; and
d. Specific documentation provided in the vendor's TDP used to support testing.




Since, “There is no way to determine which version of the firmware is running on an Edge device’, it is
not possible to meet any of these three requirements of the 2002 VVSG. How was failure to conform
this missed by the vendor funded test labs during repeated rounds? Paul Craft, Steven V. Freeman,
and Britt Williams of the technical subcommittee of the NASED Voting Systems Board reviewed every
report generated by the vendor funded ITA labs. How it that they failed to notice that the labs were not
testing for conformance to the system identification requirements? One possibility is that these three
granted a waiver to Sequoia Voting Systems on the matter of conformance to standard. Such waivers
to conformance are permitted by Appendix B.5 Volume Il of the 2002 and 2005 VVSG. The relevant
paragraph of Appendix B.5 of the 2002 VVSG reads:

Of note, any uncorrected deficiency that does not involve the loss or corruption of voting data shall not
necessarily be cause for rejection. Deficiencies of this type may include failure to fully achieve the levels of
performance specified in Volume I, Sections 3 and 4 of the Standards, or failure to fully implement formal
programs for qualify[sic] assurance and configuration management described in Volume I, Sections 7 and 8.
The nature of the deficiency is described in detail sufficient to support the recommendation either to accept or
to reject the system, and the recommendation is based on consideration of the probable effect the deficiency
will have on safe and efficient system operation during all phases of election use.

As the security assessment report states interpreters are prohibited by the 2002 VVSG. Again, how is
that the vendor funded ITA labs failed to notice the presence of a prohibited interpreter during any of
several rounds of testing? The problem for California on this matter is more acute. In December of
2005 it became public knowledge that the voting systems from Diebold Election Systems Inc. used
prohibited interpreters and interpreted code. In response, Bruce McDannold, Interim Director of the
Office of Voting System Technology Assessment, specifically asked Paul Craft and Steven V. Freeman
if there were any other voting systems used in California which also had interpreters and interpreted
code. In this email exchange, Mr. McDannold states reveals the State of California is “picking on”
Diebold over the interpreted code issue. At the time Mr. Craft and Mr. Freeman stated no other voting
system used in California used interpreters or interpreted code. lt is ironic that the security assessment
team has vindicated Diebold Election Systems. There were two voting systems in California using
interpreters, but only Diebold was singled out for investigation.

Paul Craft and Steven V. Freeman are 2 of the 3 people on the technical subcommittee of the NASED
Voting Systems Board. How is it they were unaware of the interpreter found in the Edge voting
systems from Sequoia? Mr. Craft and Mr. Freeman were hired because of their connection with the
NASED process and their expert knowledge of voting systems. The State of California specifically and
directly asked both Mr. Craft and Mr. Freeman if about interpreters in California Voting Systems. They
stated Diebold was unique. Mr. Craft and Mr. Freeman failed the State of California when they
provided this incorrect answer. One may ask what other work product from Mr. Craft and Mr. Freeman
may also defective.



The Systems are Defect-Dense

Over the years, every time a vendor independent team investigates a voting machine the team finds
new, significant, and possibly election-altering defects. An incomplete list of these past studies is:

e The 2003 john Hopkins report,

e The 2003 RABA report from Maryland,

e The 2003 Compuware report from Ohio,

e The 2004 follow ups reports by Compuware to the initial 2003 Ohio report,

e The 2005 examinations by Hugh Thompson in Leon County,

e The 2005 examinations of Hari Hursti in Leon County, Florida,

* The 2006 examinations by Hari Hursti in Emery County, Utah,

e The 2006 Princeton report on the TSx,

* The 2007 report from the University of Connecticut on the AccuVote OS, and

e The 2007 report from the University of Connecticut on the AccuVote TSx.

These three security assessments again find new and significant defects which are distinct than those
found in these prior reports. In my expert opinion this is a symptom of the software that the software in
these systems is defect-dense. A defect-dense system is one where the number of defects per line of
code is high. Other measures of software size such as function points may be used to describe defect
density. Defect-dense systems are marked by the same properties as exhibited by voting systems:

1. Different testers find different defects. In defect-sparse systems, different testers tend to find
the same defects over and over. This is because there are so few defects to find that effective
testing by different groups repeatedly find the few defects present.

2. The defects found are generally severe. This is because severe defects are usually found
before minor defects. Major defects are easier to detect because the behavior is manifestly
incorrect and major defect tend to hide or obscure the presence of more minor defects.

Consider a line of automobiles from the fictional manufacturer Washburn Motors. What if every time a
mechanic or engineer not hire by Washburn Motors examines one of my cars and find something new
which is wrong and that something found is serious? One mechanic fines the engines stalls at 60 miles
per hour. A second discovers the axles tend to break. A third notices the brakes fail intermittently in
warm weather. A fourth discovers the lock on the doors can be bypassed by unscrewing the door from
its hinges. A fifth discovers the odometer does not sometimes loses 18,000 miles. Would you by a car
from Washburn Motors? Most would not. This is because even though they do not use the term
defect-dense, most people instinctively recognize the symptoms and would rationally avoid buying a
lemon from Washburn Motors.

Voting systems currently exhibit the same behavior as the fictional cars from Washburn Motors. Every
time someone not hired by the manufacturer examines the product they find something new which is
wrong and that something found is serious.



Conclusion

Secretary Bowen faces some hard choices which must be made in a short time frame. | wish | could
offer more than the following suggestions.

1.

Do not rely on the results of the NASED/ITA model. It has failed and the certifications issued
under the program may not be worth the paper they are written on. | would urge the Secretary
to consider creating a multi-state testing consortium. This idea was first presented to the state
by Eric Lazarus during the Voting Testing Summit sponsored by the State of California in 2005.
His paper is found here:
http://www.sos.ca.gov/elections/vstsummit/presentations/a_vision for testing election systems
lazarus.ppt. An expansion on the framework proposed by Mr. Lazarus is found here:
http://votetrustusa.org/index.php?option=com content&task=view&id=870&Itemid=26. | have
misgivings that the EAC/NIST/VSTL model currently under construction is little more than the
NASED/ITA model with different acronyms.
To the extent possible limit the expansion of this unreliable and inaccessible voting technology.
Consider technology which actually expands accessibility such as non-tallying ballot marking
devices (e.g. Automark or Vote-PAD) or systems which print ballots on demand under the
direction of voters. Expanding the franchise to those with disabilities or who are in a language
minority is goal which resonates with the deepest aspirations of the American ideal. We should
select technology which is both appropriate and effective in realizing this ideal.
Sequoia was asked by Bruce McDannold in December of 2005 if there were interpreters or
interpreted code found on voting systems from Sequoia. What was the company response to
this question? The representations made by Sequoia which have been contradicted by the
security assessment team must be assessed to determine if those representations constitute
fraud. :
Where the non-conformances found by the top-to-bottom review also found by the NASED/ITA?
Testing results are under the NASED/ITA model are consider trade secrets held by the
equipment manufacturer. Thus it is possible the reported non-conformances were discovered by
the NASED/ITA process and granted waivers, but the disclosure of such waivers has be
blocked by the assertion of trade secrets.
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From: TemeculaPaul(

Sent:  Sunday, July 29, 2007 1:54 AM

To: ‘oting Systems

Cc: ’

Subject: Public Comment Testimony for 7/30/07 Re Sequoia

Dear Secretary Bowen:

You have my heartfelt respect for finally questioning this machinery we have unquestionably accepted to run
the elections that decide the fate and legitimacy of our democracy.

From review of the initial red team reports, it seems that every component of the Sequoia equipment tested
was vulnerable to tampering. The report on Sequoia appeared more damning than the reports on Diebold and
Hart voting equipment.

In previous correspondence, | have sent you video stills that | personally captured of multiple poll workers
handling Results Cartridges in a Sam's Club parking lot in Riverside County that was designated by the ROV as
an election collection center in November, 2006. Riverside County introduced the nation to electronic voting in
2000 yet in 6 years of use, rudimentary control of the chain of custody has not been established -- or ever
initiated by the Registrar of Voters office. In fact, you will find few counties coming close to being the
champions of privatized, computerized voting as you will find in Riverside County .

Your office has been contacted repeatedly by local hound dog Tom Courbat to pressure the ROV to comply
with existing election law. Thankfully, your office has prompted our registrar and elected supervisors to take
some resistant steps toward election integrity, but the secrecy and resistance this county has taken toward
public inquiry of the election system is suffice to determine that Sequoia voting equipment cannot be
adequately safeguarded in this or any county in the state.

With all due respect, if Sequoia voting equipment is certified as legitimate, then our democracy is not.

Paul Jacobs

07/30/2007
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From: Mark E. Smitt

Sent:  Sunday, July 29, 2007 3:23 AM

To: Voting Systems

Subject: Public Comment on Top-To-Bottom Review

To: California Secretary of State Debra Bowen and the panel
From: Mark E. Smith,

I took Mikel Haas, then the San Diego Registrar of Voters, to court prior to the 2006 election due to the
fact that he had not been selecting the precincts for recounts randomly as required, there was no proper
chain of custody on the voting machines, the so-called "security seals" presented no deterrent to hackers,
and other violations. Although the judge appeared convinced that my allegations were well-founded, he
did not require the ROV to obey the law or penalize him in any way, and merely suggested that he
consider abiding by the laws in the future.

I had been appointed as an official election observer by the San Diego County Green Party and, in what
the judge said appeared to be retaliation for my having taken him to court, Mr. Haas had me removed as
an observer on the basis that I was not an engineer or computer expert, although the Democratic Party
observers were not either, and he did not remove them. To do this, Mr. Haas personally phoned the then
co-chair of the S. D. Country Greens, and spent a long time on the phone explaining why I could not be
an observer. When the election came, however, Mr. Haas had apparently forgotten all about the
observers and did not bother to notify them when the bulk of the votes were counted, so the only people
present were Haas, his staff, and the Diebold technician.

Mr. Haas has now been promoted to head S.D. elections, the new Registrar is a former Diebold
salesperson, and the Assistant ROV is Michael Vu, two of whose elections officials are in jail for
violations of election laws involving rigging the precincts for recounts, and Vu stated publicly that he
believes that they did "nothing wrong."

San Diego elected Councilmember Donna Frye to be mayor, but the previous ROV threw out over 5,000
votes (the notorious bubble-ballot scandal), and the next two elections were apparently rigged, the first
one being where Jim March was arrested for demanding the right to watch the GEMS screen, and the
second where no observers were notified when the bulk of the votes were counted. In the two precincts
downstairs from me, the tapes showed Donna winning two to one and three to one, but the official
results said that Donna lost.

Because I believe that San Diego elections have been rigged, I donated money to and supported the
CAS50 lawsuit which was recently dismissed by the CA Supreme Court. We were never allowed to see
any proof that Brian Bilbray had been elected, and he was sworn into Congress while more than 68,000
votes remained uncounted.

An electronic vote count is a secret vote count, as no human can observe in real time what goes on
inside a computer. I concur with the comments below, which were written by San Diego resident and
voting activist Bruce Sims:

. ....the 'task force' McPherson empaneled in 2006 (that found that the 'Hursti Hack' was reproducible
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(AND AGAIN VERIFIED BY THE 'RED TEAM)) gave 'mitigating actions' to be taken for the
Diebold systems.

The very first recommendation from that ‘task force' gave was to NEVER allow the machines to be in
the possession of a sole individual.

McPherson deleted that recommendation from his procedures -surely because of pressure from
election officials- and thus was born the 'sleepover' issue from a 'news' standpoint,

Add to that (from the report) "The results presented in this study should be seen as a "lower bound";
all team members felt that they lacked sufficient time to conduct a thorough examination, and
consequently may have missed other serious vulnerabilities."

SHOULD result in the machines being de-certified.
If they are not,well......

The following points from the Diebold report are particularly significant:

GEMS Server Vulnerabilities

"Primarily, these vulnerabilities existed because the Windows 2000 server (configured by the Diebold
technicians) was not properly patched. After noting these vulnerabilities, the Red Team was able to
download an exploit from a free public repository of well-known and documented exploits. This
exploit gave the Red Team access of a Windows Administrator on the GEMS server."

This -the access of a Windows Administrator- is especially notable because of what the audit log from
the June 2006 election indicates. If the 'Connection Everett ' was not to Diebold's Everett, WA location
-as the ROV claims- but reflects a ROV employee named Everett Giles -as the ROV claims- he had
Windows Administrator capabilities on the GEMS server.

From the Diebold report:

"GEMS Databases

The Red Team used Windows Administrator access on the GEMS server to manipulate and corrupt
GEMS databases. These actions could result in manipulated vote totals or in the inability to read
previously-generated ballot definitions if no valid database backups were available (whether because
the backups were not made or because the backups had also been corrupted)."

"GEMS Audit Logs

The Red Team found methods for executing actions from within the GEMS server that could not be
tracked by the GEMS audit logs, allowing malicious GEMS users to conceal actions they had taken
while logged in."

(As an aside, I just did another comparison between what was initially provided to me as the GEMS
audit log back in June 2006 and what has just been provided me this month (after Seiler's statement
about what was being provided me was a 'copied,edited,etc. version, not the original'); what was
recently provided to me has had the 'connection Everett' and some other transactions time stamped at
the same time deleted from the log; the logs ARE the same size but this latest version given to me has
obviously been manipulated.)

Now this is the same election that gave rise to the Busby/Bilbray lawsuit(s) and also ,perhaps, is the
reason why the 'pushback’ relative to 'other documents' demanded by Gail Jacobson was denied.

"TSx: Physical Security
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The Red Team was able to violate the physical security OF EVERY ASPECT of the TSx unit, using
only tools that could be found in a typical office. This guaranteed the access necessary to execute
physical and electronic attacks."

Also, please keep in mind that the ROV does NO background checking on poll workers so a political
party operative could be someone acting as a 'poll worker' who had the machine(s) provided them
prior to an election.

What happened in Volusia County, Florida in 2000, and Cuyahoga County Ohio in 2004, is now about
to happen in San Diego County, California in 2008. The criminals are running the election bureaucracy
and there is no possible oversight. Because the DLC wants Bush and Cheney to be pardoned by the
incoming Democratic President (in keeping with the precedent maintained by Bill Clinton with the Iran-
Contra felons), and wants the war to continue, they will not allow honest elections or honest candidates.

Many election reform activists told me that they voted for Debra Bowen because they believed that
Bowen would decertify the uncertifiable and the previously decertified voting machines. I told them that
I did not believe that the Democratic Party would allow Bowen to do so, and that even if the machines
were decertified, the SOS would issue waivers to all elections officials who asked for them so that the
election could be rigged.

I would like to be proven wrong. I'm 67 years old and have rarely been wrong about anything because I
have a tendency not to go on record without first doing a lot of research and giving matters a lot of
thought.

Respectfully,

Mark E. Smith

07/30/2007
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From: Valerie Sanfilippo

Sent:  Monday, July 30, 2007 1:52 PM
To: Voting Systems

Subject: Vote Computer Fraud 2000-2007

My vote has been cheated by voting computer companies for the past 7 years, making America a
dictatorship. Please see details of vote fraud below. We have proof by virture of exit polls, and they
have no proof they won. This affects my mayor, governor, president and Congress, all stolen from me.
Resulting in my brother almost being murdered at 9-11, my job being deleted by tax cuts, and my being
disabled from polluted products. Thank you.

VOTES Cheated by neocons

11-06 US DOIJ blocked 250,000 brown/black/blue voters with "wrong" ID
11-06 US Reps- exit poll 240 at 11 pm; tally 227 at 7 am; final 233.

11-06 Dems won Congress exit polls by 11%; tally gave win of 7%, 4% cheated
11-06 CA Gov Phil Angelides poll 47 to AS 40; tally 39-56

11-06 CA 145K Dems purged, 43% L.A. Dems purged; Riverside 30% paper uncounted
11-06 CA Rep Busby- polling 46, gained 11 pts; tally 40, exit poll +6 pt

11-06 CA Rep Roth - 75K Absentee uncounted

11-06 CT Sen Lamont - tallied 59, dropped to 43

11-06 FL Rep Jennings - polled 53%; 16% undervote, 18K uncounted, sent to GAO
11-06 FL Rep Clint Curtis - polled leading 45 + 11% Indep.

11-06 FL Reps Russell & Gonzalez protests dismissed by Dem Hse Admin Cte
11-06 GA Gov/Rep McKinney - Defeated after 6 terms/150 yrs Dem with paperless
11-06 LA Rep. Cox, protest dismissed by Dem Hse Admin Cte

11-06 NC Rep Kissell - 1500 paper ballots uncounted, lost by 329 votes

11-06 NM Rep Madrid - 3700 uncounted, lost by 0.4%

11-06 OH State Auditor Sykes polled +10, lost -1, 16% votes lost

11-06 OH Atty Gen Taylor polled ahead, 10% vote lost

11-06 OH Rep Schmidt - paper ballots uncounted

11-06 OH Rep Kilroy - thousands uncounted

11-06 OH Rep Wulsin - 19,000 ballots uncounted

11-06 SD Prop Repro Rights - polled 66%, tallied 10%

11-06 TN Sen Ford - lost by less than 3 percent

11-06 TX Rep Rodriguez -

11-06 Nicaragua - Ortega wins; aid threatened, intimidation/war threat

10-06 13 States suing HAVA e-vote/Diebold:

AK, AZ, CA, CO, FL,IL, NJ,NM, NY, OH, PA, WV.

8-06 GA Rep. Donzella James sues paperless primary

8-06 CT Sen. Ned Lamont polls 54-41, tallies 52-48 primary

7-06 Mexico-Pres Obrador-4 M votes not counted, 10%, exit poll 36-35.

6-06 SD- Supervisor Barrera lost in Democrat-majority primary

6-06 Guerrero, Mexico - PDR polled 359K, tallied 182K, Choice Point data.
6-06 IA - Several Moderate Republican losses reversed by hand count.

6-06 AL- Gov. Siegelman prosecuted to prevent return to office.

6-06 CA - Rep Francine Busby polled/tallied 50, switched to 42.

4-06 NB/IN - Early voters have no paper ballots, not printed by ESS.
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11-05 MI Detroit City Elec Mgr is denied 5% recount by state.
11-05 OH Absentee vote/campaign finance reform polled 59/61, lost 36/33.
11-05 CA Mayor Frye polled 50, tallied 46, false polls 52-40, absentee 59-40, city majority Democratic.

8-05 OH Rep. Paul Hackett polled 50, tallied 48, "Breakdown," overvote.
7-05 CA Mayor Donna Frye- Exit poll showed won by 50.2%, tallied 46.
2-05 CA SOS Kevin Shelley prosecuted to prevent decertifying touchscreens.

11-04 OH Pres. John Kerry exit poll 51-48, accurate to 0.1%, 300K registrations cancelled, registered 10
M more voters, 5 M purged (reg/challenge/prov/absentee)

won 11 addtl swing states: AR, AZ, CO, FL, IA, IN, NC, OH, OK, NM, NV.

11-04 IN - 46 machines withheld, long lines.

11-04 AZ - FBI subpoenaed ballots for fraud.

11-04 FL - Vote worker/whistleblower Ray Lemme murdered.

11-04 SD - Sen. Tom Daschle, majority leader, defeated in computer state.

11-04 CA Mayor Donna Frye won by write-ins, 3K disqualified, 2K filled/added.

3-04 CA Props State Budget/Fair Tax, Land Protection, Health Ins and Prison reform polled high 51,
lost low, votes added later to defeat.

3-04 OH - Truvote voting systems president Athan Gibbs murdered on highway.

1-04 NH - Gov. Howard Dean frontrunner polled 35, lost 15 with Diebold.

10-03 CA - Gov. Gray Davis/Cruz Bustamente polled 51, lost 36.
(7-05 Diebold convicted uncertified software in CA recall.)

11-02 (10 SENATORS) - MN Walter Mondale polled 47-39, lost 47-50;

11-02 MN Sen. Paul Wellstone crashed, FBI took black box.

11-02 MO Sen. Carnahan killed/ wife elected.

11-02 GA Sen. Max Cleland polled 49-44, lost 46-53.

11-02 South- 5 Dem Senators polled high, lost low, paperless states, votes added later.

11-02 NH - Sen. Jeanne Shaheen - White House jammed phones.

11-02, 11-04 - FL Reps. Fisher, Wexler, Jacobs, GA Rep Cynthia McKinney,

TX 7 US Reps + probably 30 US Reps won but were cheated by illegal redistricting, paperless votes.

11-02 (7 GOVERNORS) - AL Gov Al Siegleman, MS Gov Mosgrove,
KY Gov, MD Goyv, all polled high, tallied low, votes added later.
11-02 - FL Janet Reno - computer shift.

11-02 GA Gov Roy Barnes polled 48-39, lost 45-52.

11-00 FL - Pres. Al Gore won exit poll by 3%, 2 M votes purged nationwide,
55K purged fraudulently in FL, Civil Svec Commission sued Jeb Bush, still pending before Supreme
Court.

1986 NB Sen. Chuck Hagel owns ESS, wins by 86%, unheard of.

1981 and 1986 - Republicans caught caging voters

CRIMINAL VOTING COMPANIES - Advanced, Danaher, Dominion, Diebold, ESS, Guardian, Hart,
Liberty, Microvote, Populex, Sequoia, Triad, Unilect.

HONEST VOTING COMPANIES - Avante (Democratic), Accupoll (bankrupt); TruVote (murdered);
Smartmatic (Venezuela Leftist).
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REFERENCES - GOVERNMENT OFFICIALS & ATTORNEYS:

Deforest Soaries, Federal Election Action Commission

GAO (General Accounting Office) report says 2004 election cheated.

Rep. John Conyers report (ranking Judiciary) says 2004 election cheated.

Sen. Boxer & 20 Reps. protested 2004 electoral votes and election.

Civil Service Commission sued over 2000 election, still pending in Sup. Ct.
Rep. Rush Holt has introduced Voter Verified Paper Trail law in Congress.
Republican Rep. Jim March is part of Black Box Voting to observe elections.
Sen. John Kerry introduced bill Count Every Vote Act for registration at polls.
David Jefferson, CA Secy State office, says scanners also vulnerable.

Rep. Donna Frye started Election Task Force in San Diego City Council.
Judges Susan Dlott, James Carr and Alernon Marbley opposed illegal challenges.
Brennan Ctr Justice, NYU Law; Atty Lowell Finley, SD; Atty John Boyd, NM
REFERENCES - COMPUTER ENGINEERS & UNIV PROFESSORS:

Cal Poly/MIT Voting Technology Project evaluates testing

Computer Professionals for Social Responsibility

Prof/Drs David Dill/Stanford, Verified Voting for paper trail laws

Prof. Avi Rubin/Johns Hopkins, Prof. Rebecca Mercuri/Harvard and

Prof. Harri Hursti of Finland, computer security experts

Prof. David Wagner, UC Berkeley; Prof. Ed Felten, Princteon

Pentagon computer scientists, NJ computer consultant Bruce Schneier

Prof. Steve Freeman, statitician/Ohio State, book, "Was Pres Elec 04 Stolen?"
Prof. Ron Baiman, Loyola Math, Natl Elec Data Archive

Prof. Dan Tokaji, Ohio State Law; election scholar Dr. Allyson Washburn
Tova Wang, Election expert, opposed misuse of provisional ballots

Herbert Thompson, Ohio Computer Security expert; Dr. Dan Lopresti

Prof. David Jones, Univ. lowa; Dr. David Loo, Cal Poly Pomona,

Prof. Michael Shamos, Carnegie Mellon; David Jefferson, Livermore Labs;
Barbara Simons, IBS research; Dr. David Wagner, UC Berkeley

Princeton Univ computer experts; voting expert Marian Schneider

Bruce O'Dell, computer security; Victoria Lovegren, Case Western statistician
REFERENCES - JOURNALISTS & ACTIVISTS:

Bev Harris, Black Box Voting; Kim Alexander, Cal Voter

John Gideon, Vote Trust; Lynn Landes, Ban Voting Machines

Greg Palast, BBC; Lou Dobbs, CNN; Catherine Crier, Court TV,

Wayne Madsen; Jrnl Robert Steinbeck, Miami Herald

Ms. Valerie Sanfilippo (Medical-Legal Transcriber)
(SEIU, Sierra Club, Moveon)

Need a vacation? Get great deals to amazing places on Yahoo! Travel.
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From: Ellen Theisen

Sent:  Monday, July 30, 2007 9:14 AM

To: Voting Systems

Subject: Testimony for July 30 Hearing on TTBR

This is my public testimony for the hearing held today, July 30, 2007, regarding the results of the Top to
Bottom Review.

In July of 2006, Secretary McPherson's staff conducted certification testing on the Vote-PAD, using the
same consulting group he used to test the voting systems that failed so miserably during the Top to
Bottom Review. The accessibility testing done on the Vote-PAD was significantly different from the
testing done on any other system, before or since. In fact, no other system was tested for accessibility by
the California Secretary of State - until now.

After the Vote-PAD testing last summer, we filed a claim against the Secretary's office, Bruce
McPherson, Bruce McDannold, and Susan Lapsley for breach of contract, unequal treatment, abuse of
discretion in the Secretary's authority to certify voting systems, and other violations.

It arrived in Secretary Bowen's office in February, and we were expecting her to treat our claim
seriously and respectfully. She did not. She dismissed it in a two page report that failed to address
even one of our concerns and appeared to have had much input from Mr. McDannold, one of those
named in our claim.

Several counties had been eager to offer the Vote-PAD to their voters with disabilities. Instead they
were forced to offer one of the systems recently shown to be inaccessible by Secretary Bowen's own
testing.

But Secretary Bowen's testing was also significantly different from the testing conducted on the Vote-
PAD. Secretary Bowen used qualified usability testers who designed and administered a professional,
thoughtful test. Secretary McPherson used unqualified testers who designed and administered an
inappropriate test - according to testimony written by Noel Runyan, the lead accessibility
investigator hired by Secretary Bowen.

Would Vote-PAD have shown better than the Direct Recording Electronic (DRE) voting systems if the
same testing had been applied? We believe so, but there is currently no proof since the testing was so
different. (http:/ /www.vote-pad.us/ CA-BOEClaim Attachment.asp).

Here are a few comparisons of the testing processes and results:

Environment

DREs: A private cubicle was provided for each voter, with three video cameras filming from
different angles. A test monitor was on hand to answer questions and give instructions before and
after the free form voting.

Vote-PAD: Six tables were set up for voters, with one video camera on each voter. All tables were in
the same open room, along with the observers, poll worker s, test administrators, and visitors,
milling around and talking. A test monitor sat across the table from the voter giving instructions
from the script and occasionally engaging in casual conversation, banter, and even criticism of the
voter.
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Test Scripts
DRE Test Script:

Vote your choices and call out your selections as you make them.
If the review does not start automatically, select and start the review.

If possible, review to the first Senate race and modify your choice. If you have not made a
choice in that race, make a choice and then change it.

Go back to the first House of Representatives race and change to write-in "Joe Smith".
VotePAD Test Script:

Begin voting.

Skip the third contest, and continue voting.
Vote the sixth contest as a write-in.

Return to the third contest and vote it.
Resume voting where you left off.

Vote the eighth contest as a write-in.

Vote the eleventh contest as a write-in.
Vote the sixteenth contest as a write-in.
Skip the 23rd and 24th contests, vote the 25th and 26th.
Return to the 23rd contest and vote it.
Resume voting where you left off.

Accuracy
DRE Error Rate: (voluntary write-ins and one scripted write-in) 6.6%

Vote-PAD Error Rate (with voluntary write-ins only): 5.5%
(with voluntary and four scripted write-ins): 10.3%

Positioning for Wheelchair Users

DREs: The VVSG requires a minimum of 30 inches of toe and knee clearance. No machine provided
that clearance. This deficit posed a problem to almost every wheelchair-using voter in this study.
[Note that the use of the DREs presented an accessibility obstacle for fully-sighted wheelchair users
with full manual dexterity, who do not require assistance to mark a paper ballot. This means that
the technology itself actually causes some accessibility problems for people who would otherwise
be able to vote without assistance.]

Vote-PAD: People in wheelchairs moved up to the table with ease. If the table were too low, they
could place the Vote-PAD on their lap. There were no problems accessing the ballot. Positioning for
wheelchair users was not mentioned in the staff report.

Adjustability for Standing and Seated Use

DREs: "The systems we tested had little or no height adjustment capability; two were able to adjust
the angle at which the screen was presented. This lack of adjustability posed a problem principally
for voters who would prefer to sit, but also posed a problem for voters who wanted to stand but
were limited in their ability to bend over to read the screen and/or VVPAT."

07/30/2007



Page 3 of 4

Vote-PAD: Fully adjustable to any height. This was not mentioned in the staff report.

Physical Controls
DRESs: All physical controls pose some degree of difficulty for people with impaired dexterity.
Controls are not ergonomic, were confusing, and non-intuitive. Some voters expressed confusion
and difficulty using them.

Vote-PAD: The only controls are the pushbuttons on the tape player and the large button on the
verification wand. No subjects had difficulty with them, not even the voter with no arms. Physical
controls were not mentioned in the staff report.

Touch Screen Controls

DREs: The two touch screen systems pose a reach/range problem for voters with impaired range of
motion, and reduced strength near the limits of their range.

Vote-PAD: Those with limited reach were able to adjust the Vote-PAD's position so they could
reach all the selections. This convenience was not mentioned in the staff report.

Visual Display Concerns

DREs: Touch screen parallax decreased visibility of the screen for some voters. Screen refresh times
were long and could confuse or frustrate voters. "Several voters in our testing found that some of
the voting systems require so many repeated button presses or wheel movements that they were
feeling exhausted and sore."

Vote-PAD: There are no similar concerns since voters mark a paper ballot.

Speech Rate for Audio

DREs: eSlate is not adjustable. Sequoia is minimally adjustable and does not comply with federal
standards. Diebold complies. Sequoia and Diebold present noticeable "chipmunk" speech at faster
speeds.

Vote-PAD: Speech rate is nearly double normal speech and can be slowed to less than normal
speech rate. No "chipmunk" voice. Speech rate was not mentioned in the staff report.

Voter-Verified Paper Record
DREs: Visually impaired voters were unable to verify the paper record.

Vote-PAD: Visually-impaired voters could verify their selections with the verification wand. Those
who used it to verify their own votes did so successfully, even occasionally using it to find their
place on the ballot during the scripted voting.

Audio Interface in Complex Tasks

DREs: "Audio interface users found the more complex tasks such as reviewing, making changes,
write-in voting, verifying, and casting the ballot very confusing. Although moving from race to race
and making selections is somewhat intuitive, the acts of reviewing, modifying, verifying, and
casting are not.

Vote-PAD: More complex tasks are more difficult for blind voters using the Vote-PAD, though they
are still intuitive. However, the staff did not distinguish between these complex tasks and the
simpler task of "moving from race to race and making selections.” Thus the standard script called
for 10 separate instances of moving from one place on the ballot to another and finding the
corresponding place in the audio instructions.

07/30/2007



Page 4 of 4

Exhaustion

DREs: "if the voter got too frustrated with the voting task and decided to skip voting on the later
portion of the ballot, those undervoted races were not considered to be errors for the accuracy
score. Actually, when the voter skipped the final races, that was considered to be the voting
system's failure, not a user failure."

Vote-PAD: Only two voters didn't complete the ballot. Both were developmentally disabled. One
was a blind man whom the monitor described as falling asleep during the test.

Write-Ins

DREs: Write-ins required many keystrokes for "Joe Smith". 103 keystrokes for the eSlate, 32 for the
Diebold, 130 for the Edge. Write-ins were challenging and tedious for most of the voters.

Vote-PAD: Write-ins were difficult for visually-impaired voters, not for others. Two of the eleven
pages of the staff's testing results were devoted to discussing the difficulties of write-ins for
visually-impaired voters.

Privacy
DREs: "Eavesdropping on the visual display” is a potential problem, especially for those who
increase the text size on the screen.

Vote-PAD: The same privacy can be provided as is provided to any voter marking a paper ballot.

Reliability Concerns

DREs: Eight different machine malfunctions occurred, each one multiple times, to interfere with the
voter's ability to continue voting.

Vote-PAD: There were no equipment malfunctions. Reliability concerns were not mentioned in the
staff report.

Security of the Vote

DREs: Red teams showed that these machines provide no assurance that votes were recorded as
cast.

Vote-PAD: Since all voters hand-mark their ballots, votes are always recorded as cast.

Secretary Bowen has now shown that no "accessible" voting system in use in California complies with
the law, and it is imperative to find truly accessible systems that can be offered legally in the state.
Vote-PAD could be of assistance.

We ask again that the Secretary right the wrong committed by her predecessor and, at the state's
expense, test the Vote-PAD using the same test protocol used for the other systems. A fair test is all we
have ever asked for.

Ellen Theisen
President, Vote-PAD Inc.
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From: AHoiberg

Sent:  Monday, July 30, 2007 9:01 AM
To: Voting Systems

Subject: Support for paper balloting!

Dear Secretary Bowen:

On behalf of the members of the Women's Equity Council of the United Nations Association, | urge you to
support the use of paper balloting and to reject the infamous machines.

During the past ten years, | have served as an election observer and supervisor in emerging countries. At all of
these elections, paper ballots were used, which we counted at the close of the polling station. Of greatest
importance was the fact that at the end of the counting session all of us were confident that there was no fraud-
-and we enjoyed being a significant part of the democratic system. We all knew that every ballot had been
counted and verified; we felt very good about the purity of our work.

Please give paper balloting back to the people!
Sincerely yours,

Anne Hoiberg
Director, Women's Equity Council, UNA of San Diego
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From: palmerhouse

Sent: Monday, July 30, 2007 9:20 AM
To: Voting Systems

Subject: System Intergrity

Dear Secretary Bowen;

I was concerned enough about this that I volunteered several years ago and became an election judge. I'm a CPA and I have
experience in investigative auditing in the brokerage industry, and I wanted to help.

Since then, I've seen a very partisan Secretary of State fire his own commission and chain the hearing doors shut, then certify
electronic systems without resolving serious questions about the system.

Meanwhile, Neil Kelly, our new Orange County Registrar of Voters, gave the names of signers of a petition to recall a local
school board to the chief executive of the school district. The school district used the list as a black list for retaliation.
Litigation now surrounds that matter,

Voters at my precinct make comments about all this, and I feel like a fool. My precinct workers, all with many years of
experience are threatening to quit.

I don't have access to the vote counting process above my precinct post, so I can't help. Those duties are assigned to county
bureaucrats who are supervised by partisan political operators.

The system has the appearance of being out of control, and my voters know it. I'm not sure I can stand the embarrassment of
being a part of it much longer.

Robert N. Palmer, CPA
Dana Point, CA
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From: Sheri Myers

Sent:  Tuesday, July 31, 2007 8:02 AM

To: Voting Systems

Subject: Inkavote Plus Breakdown in Los Angeles county 06

Hello,

We have compiled first hand reports from three teams of camera crews, 51 poll workers, and 200 EIRS reports that
indicate

a 32% failure rate in the new PBR machines touted by Conny McCormack for Los Angeles County.

I have the reports and will send a copy at your request.

Thank you.

Sheri Myers

Los Angeles Election Protection Task Force
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From: winogradcoachk

Sent:  Tuesday, July 31, 2007 6:51 AM

To: Voting Systems

Subject: Progressive Democrats of America Support SOS Bowen's Audit & Findings -- Urge Compliance

Dear Honorable Secretary of State Bowen:

As President of Progressive Democrats of Los Angeles, a chapter of the 80,000-strong national
Progressive Democrats of America, I write in support of your valiant efforts to audit the state's
electronic voting machinery and urge you to continue your audit to encompass all electronic
software and equipment in use in LA County.

Our members have learned that one of our voting vendors, ES & S, was late in submitting its source
code, thus avoiding an audit. We hope that, given time, this company's products will also be fully
reviewed and tested, and that your office will additionally inspect and scrutinize the electronic software
used to scan our Inkavote ballots.

Please note that Progressive Democrats of Los Angeles will be delivering petitions to LA County
Supervisors this week, urging our supervisors to fully support your audit, findings, and orders.

Though we understand the enormity of the job facing county registrars, we cannot excuse any
registrar recorder who jeopardizes the safety, security, and accuracy of our vote in the name
of expediency.

Thank you for conducting this audit, knowing full well that when money and corporate power are
involved, you will be challenged at every turn. You and your outstanding staff have our suppport.

Sincerely,

Marcy Winograd

President, Progressive Democrats of Los Angeles
Executive Board Member, California Democratic Party
Board Member, Palisades Democratic Club
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From: Emily Levy

Sent: Tuesday, July 31, 2007 8:09 AM

To: Voting Systems

Subject: Testimony from yesterday's hearing: Secretary Bowen, please read

July 30, 2007

Secretary Bowen,

Thank you for the strength and courage that has brought you to this moment.

I fear that, even after months of testing, there's still an elephant in the room that has not been tackled.
Even if you and your staff could plug every hole in physical and software security and the voting
systems were made fully compliant with the accessibility requirements of HAVA, it would still not be
safe to use these systems. Why not? Because even if they were absolutely protected from hacking, the
systems and therefore our elections could still be rigged. There is no way to provide an absolute
safeguard against electronic voting systems being delivered to the counties and presented to the voters
already compromised. For this reason alone, these systems and others like them must never again be
used in our elections.

The irresponsibility and lack of ethics of the vendors has been amply shown:

The have misrepresented their products.

They have installed uncertified software.

They have cut corners in developing the security of their systems.

Clearly they are not guided by ethics or commitment to the public good. Clearly they have other
priorities.

[s it so unbelievable, then, that they might rig an election?

We shouldn't be thinking of how we can make these systems work, we should be thinking of how we

can make our elections work.

We have a crisis in voter confidence that can only be solved by creating a true basis for voter
confidence. Only transparency and public involvement can save our democracy now.

Perhaps more than any other human being in this country, You, Secretary Bowen, are in a position to
take bold, decisive action that will reverberate around this nation and turn it in its tracks. The next step is
to decertify these machines, to send these vendors packing and tell them not to come back. Not with
another promise, not with another model, and not with another roll of toilet paper.

The people of California, the people of the United States, the people of the world are depending on you.

Emilv Levy

07/31/2007



Page 1 of 1

Macias, Ryan

From: John J. Abbene

Sent: Tuesday, July 31, 2007 10:24 AM
To: Voting Systems

Subject: Voting Machines

Dear Secretary Bowen:

I was a touchscreen inspector in San Diego County for the November 2006 election. San Diego County
uses the Diebold machines and I was responsible for four machines for the precinct I worked. I thought
you would like to know that the integrity of the machines relies exclusively on the integrity of the
touchscreen inspector and other poll workers. I had the machines in my possession for over 2 weeks
prior to the election. Although other precinct inspectors are supposed to check the machines when they
are set up and taken down, due to their other responsibilities, no one else checked whether the seals were
intact when the machines were set up and whether all precautions were taken when the election results
and memory cards were removed from the machine. I would have been relatively easy to substitute a
memory card that had been tampered with. In addition to the other problems with the machines, the
integrity of the machines relies solely on the integrity of the poll worker. They should not be recertified.

John J. Abbene
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Honorable Debra Bowen
California Secretary of State
1500 11" Street
Sacramento, CA 95814

Dear Ms. Bowen,
Re: Lack of Security with Voting Machines

A major article in yesterday’s San Francisco Chronicle reported on the failure of
most, if not all, of a large number of tested voting machines to be safe from the
efforts of hackers to manipulate the counting of votes. Using such machines puts
the value of one’s vote and the honesty of our elections in very serious jeopardy.

It should be noted that the article said nothing about another substantial risk of
using these machines, their potential manipulation by the county officials and
employees responsible for the voting process. These people could secretly
adjust the machines to give false results and no one would be the wiser.

Our democracy depends on the accuracy, perceived as well as actual, of the
vote countlng Every effort must be made to prevent |ts compromise.

| urge you to ask the Leglslature to pass Iaws makmg lllegal in California the use
of any electronic:voting- machines at any level of government until:

¢ Such machines have been developed to the point that they cannot be
hacked into, and that this level of security is continually reviewed and
tested by your office using outside experts; and

¢ There are procedures enacted in law by which the county officials and
employees responsible for these machines are subject to strict oversight
so that they cannot compromise the vote from within the system.

e

:

‘Coples ‘Governor Arnold Schwarzenegger
State Senator Mike'Machado .
Assemblymembers Dave Jones, Roger Niello
' Chairman and Board, Sacramento County Supervisors

Sincerely

Bruce Kennedy




" JuLy 29, 2007

State of California
Secretary of State

1500 11th Street
Sacramento, CA 95814
ATTN: Ms. Debra Bowen

Dear Ms. Bowen,

| have learned that U.C. Davis was successful in hacking into all
electronic voting machines recently. In light of this disclosure
(which | suspected from the outset of these machines), please
uphold your promise to DECERTIFY ALL ELECTRONIC
VOTING MACHINES IMMEDIATELY.

California voters will be much happier to vote on a paper ballot
or punchcard system (as we had here in Yuba county) with
ballots read by scanners or punchcard readers.

The only way that California should allow electronic voting
machines is if:
1. Machine software is not proprietary,
2. Machines should be purchased outright,
3. Machines are programmed by state, county, and/or
city officials,
4. Machines produce a printed ballot that would be
placed by the voter into ballot boxes at the
voting staton.

PLEASE DECERTIFY ALL ELECTRONIC VOTING SYSTEMS
NOW 1!

Sincerely,

William A. Liec_:hti
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MISCHELLE TOWNSEND

July 31, 2007

Honorable Debra Bowen
Secretary of State

1500 — 11" Street — Suite 600
Sacramento, Califomia 95814

Subject: SOS’ DECISION ON CALIFORNIA'S VOTING SYSTEMS

Dear Secretary Bowen:

Knowing your panel would have a full day of speakers who share your concems about
the future use of voting systems in California, | appreciate the opportunity you have
provided by inviting both oral and written comments pricr to making your decision as a
result of the reports published last Friday by the UC Berkeley-led review teams.

As | listened remotely to the thoughtful testimony provided throughout the day, | was
impressed by the common denominator of sustained success. the lessons learned
through extensive experience in the conduct of official elections. Clearly, your own
experience as an attorney prepared you well for your legisiative role as you commenced
your deliberative review of the historical evolution of the general laws which govern the
State of California and its subdivisions, the 58 counties; and only then worked to
introduce change where necessary. Throughout that experience, I'm confident you
quickly leamed that incremental, well-planned changes based upon the combined
experience of those involved in a particular issue generally proved to be successful.

Recognizing that often repeated reality, | was reminded of someone in your own office
who had 27 years experience in the SOS' Elections Division and, regrettably, is no
longer with us; but he was someone who wrote a “History of Voting Systems in
California® which was published just a couple of months prior to our DRE pilot election in
Riverside County in August 1999. You may have read it; but if not, it is an extremely
informative discussion of the evolution and use of voting systems historically both in
America and the State of California.

Key Facts Raised by Ed Arnold’s History:

e With hand-counted paper ballots, people can’t count accurately; and based on
California’s largest county’s experience (Los Angeles), it was reported then that
there was an error rate of approximately 5% in the vote count in each precinct
with hand-counted paper ballots;

o He quoted Roy Saltman in a publication on computerized vote tallying for the
National Bureau of Standards that muttiple vulnerabilities exist in manual tallying
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of paper ballots including inaccurate counting, ballot frauds, and malicious
invalidation all of which contributed to the acceptance of vote counting
machines;

* On Page 31 of Mr. Arnold’s report, he cites an exiremely relevant example of
the inadvertent errors people make with paper-based systems (overvoting),
ie. “An example is the 1984 general election in Ohio. About 137,000
among 4.7 million voters did not cast valid ballots for President,
primarily because of overvote, according to the Ohio’s Secretary of
State.” With California’s growth, particularly in its urban counties, and the
fact that DRE voting equipment precludes overvoting, more votes can be
counted. Irrespective of the candidate or the high profile of office, this
benefit alone can make the difference in who is elected to office.

o From 1897 until 1984, there was a Califomia State Commission on Voting
Machines created. During those decades, many voting systems were
approved and used throughout the Siate without the benefit of federal
standards or State testing and certification as has been the case in recent
years. Yet, Californians accepted the choices made by their local Boards of
Supervisors and demonstrated confidence in their voting systems.

e Prior to the November 2000 election in Florida, Ed Amold included in his
study a comparative analysis of the strengths and weaknesses of Califomia’s
various voting systems including his concerns with “hanging chads® before
the term became infamous in the popular culture.

e For more than 50 years, lever machines were the predominant voting
machines used in America which had no audit trail whatsoever.

e Perhaps what is reflected most in this document, bome of 27 years of
experience, is that the Secretary of State recognized counties’ needs were
varied because of geography, demographics and other factors that
contributed to their respective choices in the acquisition of a voting system
that best met their needs. As long as they were approved for purchase by
the State, the SOS supported the counties’ local decision-making and
continued to improve and expand availability of those choices as technology
became available in a consistently collaborative environment.

The 21 Century Watershed:

With the 2000 Presidential election and the rapidly-escalating use of the Intemet, the
political environment quickly tumed disappointment in election results into a dangerous
blame game in which historically-trusted election officials, poliworkers and voting
equipment became the targets of personal crusades for political change without any
evidence of fraud, manipulation or inaccurate election results with the new voting
technology. “What if’ scenarios started to drive public policy away from progress and
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the benefits of technology over the problems associated with paper without any
recognition or at least admission in the debate that paper ballots had been tallied by
computerized systems for decades, some of which had neither been federally or state
certified.

Yet, the decision has already been made by the Secretary of State that these
“grandfathered” paper-based systems which have not undergone the rigors of testing nor
certification by either the federal or California government will be allowed for use in the
2008 stateffederal elections. It would then be more prudent to continue use of the
rigorously tested and federally/state-certified DRE systems which are proven to preclude
overvotes and, therefore, will count more valid votes because voter intent is clear. We
also have an increasingly-aging population in California whose seniors appreciate the
larger font type on DRE touchscreens with Califomia’s lengthy ballots, whereas on
paper, the font size is more difficult to read because of the number of contests which
have to be formatted into a smaller size on paper. Or the audio baliots which are not
only used by those who are blind or visually impaired, but also by those who have
literacy issues.

Voter Confidence:

Ed Amold concludes his study on p. 45 by pointing out that:

“Given the history of voting systems in California, we as California citizens ought
to cherish the precious opportunity to vote, with whatever forms of voting and
vote-counting devices.”

Words of wisdom, borne of extensive elections experience.

Voler confidence has been expressed in multiple ways since the Secrelary of State’s office
certified and approved for purchase DRE voting systems:

» In March 2002, Californians approved an unprecedented $200 million in taxpayer funds
to purchase new voting technology. The electorate’s support far surpasses the activists'
voices who do not represent the majority of voters.

e Every county which has implemented a DRE system has accumuiated multiple voter
surveys which consistently reflect more than 90% approval ratings whether in small,
suburban or urban counties.

e« Wherever DRE's have been employed, poliworkers (many of whom are seniors) have
enthusiastically welcomed their use because it has significantly eased their burden of
handling the time-consuming compiexities of paper, particularly recognizing the length of
California’s ballots, multiple languages in many counties and the difficulties encourered
by voters with special needs.

SUMMARY:

The SOS’ review has demanstrated your commitment to continuous improvement in the use of
California’s certified voting systems. DRE voting technology, in particular, has positioned this
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State to address the rapidly-growing populations in our urban counties with benefits in improved
accuracy, reliability and accessibility that surpass the limitations of paper-based systems.

The history and evolution of Califomia’s voting systems, as documented, in part, by Ed Amold
and the Secretary of State's office demonstrated that:

California’s diversity, size and range of our counties' needs have benefited from the
compelition among voling manufacturers, availability of a variety of voting solutions and
expanding flexibility for any Californian to choose to vote either a paper baflot or
electronically at the polls, recognizing that even those paper ballots will be tallied
electronically.

Califomnia’s rigorous testing, certification and best election practices have served to lead
the nation (e.q. provisional voting, no-excuse absentee voting, implementation of DRE
touchscreens, etc). Building upon many successfut elections with this voting technology
and in collaboration with experienced California election officials, these voting systems
will continue to be strengthened through evolving administrative procedures and security
protocols which will honor the voters’ wishes with their passage of Proposition 41 and
years of effort by the Vating Modemization Board to distribute those funds for these
systems in good faith,

There is far more redundancy in audit trails with the DRE voting systems (on the
memory in each unit, the cartridges and the VVPAT) than can be offered with the
traditional paper-based system which far exceeds what had previously been
available historically in this State or the Nation. Yet, even without any audit trail
for decades (e.g. lever machines), the electorate did not express widespread
dissatisfaction with their voting systems; nor does the vast majority of voters
today.

If non federally or state-certified paper systems will be allowed for use in the
2008 federalistate elections, it would be disparate treatment not to permit
continued use of more accurate and accessible DRE voting systems that have
been both federally and California certified for use.

There has not been a scintilla of evidence in which fraud or manipulation has
occurred with any DRE voting system in the more than 25 years they have been
used in the Nation or over the past eight years in California. This fact has been
further validated in muitiple audits, recounts, the SOS’ parallel testing and
adjudicated court cases challenging their continued use.

California voters overwhelmingly expressed their support for new voting
technology with the passage of Proposition 41. The Voting Modemization
Board, elected Boards of Supervisors and the Secretary of State have honored
the expressed prefarence of the people by utilizing proceeds of this $200 million
in the deployment of these more accurate voting systems. California issued
bonds to fund this voter-approved proposition which have not yet been
amortized; and there is no factual basis in these DRE systems’ sustained
performance to negate the will of California’s electorate. Nor to negate
expenditure of HAVA federal funding which was approved through bipartisan
support of the United States Congress for improved voting technology which will
continue to be used throughout the Nation in the 2008 elections.
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CONCLUSION:

Every constitutional officer in California assumes a huge leadership responsibility, as
does the Secretary of State with her multi-faceted duties. With that oath of office is
wisdom bome of collective experience which is shared with the elected
ropresentatives in each of the 58 counties that inherently includes a fiduciary
responsibility.

The Secretary of State’s Office has a longstanding tradition of working collaboratively
with California’s election officials and their respective Boards of Supervisors in the
choice of vating systems to conduct municipal, state and federal elections. All of
whom share a mutual goal in conducting them fairly, accurately and promoting voter

confidence and patrticipation. The Secretary of State is at a critical crossroads with
this decision.

RECOMMENDATION:

Based upon facts, (rather than theoretical “what-if’ scenarios), the extensive history
in the use of voting systems in California, and the cumulative experience of its
election officials, it is respectfully recommended that Califomia’s certified DRE voting
systems continue to be used for these imminent elections; and that on-going
opportunities be provided between the SOS’ staff and the counties to incrementally
improve procedures and security protocols, as well as, encourage further research
and development in using technology to address the exponentially increasing growth
demands in California.

Equally compelling pricrities of poliworker recruitment, training, voter education and
participation, as well as, preparing for implementation of a new statewide voter
registration database can then be addressed - without incumring potential chaos by
hastily mandating major changes and their inevitable unintended consequences so
close to the November 2007 and multiple 2008 elections.

Thank you for your willingness to listen and your consideration of the concems of
our 58 counties, their election officials and elected representatives who pledge their
willingness to work with you on these critical issues.

Respectfulty submitted,

MISCHELLE TOWNSEND
Registrar oters (Retired)
Riverside County




From: Sharon B.Ross

Sent: Tuesday, July 31, 2007 11:2 7-I5M
To: Voting Systems
Subject: Please de-certify vote machines & restore our election integrity

Dear Secretary of State Debra Bowen and staff,

Please de-certify the voting machines used in California, and require
paper ballots in time for the February 2008 primary. 'The shocking
results obtained by the hacking and security challenges conducted by US
Davis and UC Santa Barbara showed us clearly that our elections are in
severe danger. By clearly and decisively responding to the findings of
your recent top to bottom review on the vulnerability of these voting
machines. your leadership will initiate the restoration of election
integrity in our state and the return to re-countable paper ballots.

ROV procedures and protocol are simply insufficient to combat the vast
vulnerabilities of these suspect voting machines, and they will never
be sufficient to ensure the security needed for voting. While your
insisting on this basic voting protection may anger the county
registrars, the voters will appreciate that you are serious about
election integrity. I found their cozy relationships with vendors more
than disturbing, and wish that their loyalty would be with the voters,
not the vendors. The registrar from Yolo County has won my respect.

Ideally, Diebold, Hart, Sesquoia and the rest should be forced to take
their machines back and absorb the financial loss, due to their
smokescreen sales of faulty software, unproven firmware amidst the
widespread public fleecing that urged their purchase. Short of that,
please de-certify these machines.

I greatly admire and appreciate your courage and national leadership at
this crucial time in our state and our nation.

Thank you for your time and consideration,

Kelsey Ramage

Please note that I am writing this letter from the computer and email
address of my friend Sharon Ross in Paradise California.

* ok ok ok ok



From: Stuart Schy'

Sent: Tuesday, July 31, 2007 3:43 PM
To: Voting Systems
Subject: Additional Comments

BowenHearing.rtf

I was one of the speakers (public) at the hearing July 30. I took a
different tack than most of the other speakers who strongly advocate
getting rid of electronic counting.

All of the vendors, of course, were very much for the status

quo. The speaker from Sequoia pointed out that many of the problems
noted by your team would be solved if only Registrars would buy their
new, improved, systems. One e-mail comment I received from Jackie
Riskin of the California Election Protection Network (CEPN) asked "If
you were taking an expensive medication and found that it was making
you sicker, would you buy more?" Nearly all were careful to point out
that your tests were done in a "laboratory environment" and therefore
didn't apply to the real world. They said that, in the "real world"
safeguard and procedures were in place to prevent outsider

hacking. No one asked about hacking (software updating) by the
vendors. Even assuming all election personnel are above reproach,
the total reliance placed on the vendors for maintaining their
electronic systems makes the whole system vulnerable to partisan machinations.

As a member of the L&A panel in my county I am quite aware of the
problems of the election staff in carrying out the complex operations
of a typical overstuffed California election.

My first vote was in 1948 in Los Angeles County. The population was
about 4,000,000. We didn't have computers other than ENIAC and a
couple of others and they weren't used for vote counting. We did
fine with hand counted paper ballots.

My recommendations for the panel to consider are:

1. De-certify all systems which have been proven hackable and
non-accessible per HAVA requirements.

2. Mandate hand-counted paper ballots for the State.

3. As an interim step, allow present electronic systems to be used

ONLY by people with disabilities - all others to be hand counted
paper ballots.

4, In the future, investigate the use of non-conditional counting
and tabulating equipment. Those "If-Then-Else" loops allow

all sorts of mischief.

5. Also investigate non-electronic methods which can assist a person
with a disability to prepare a PAPER ballot.

6. Forget about "paper trails" they are a semantic trap.

Thank you for your incredible hard work. There are a lot of us out
here who appreciate it.

Stuart Schy
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From: Lillian Laskin

Sent:  Tuesday, July 31, 2007 3:48 PM
To: Voting Systems

Subject: Thanks!!

Dear Honorable Secretary of State Bowen:

As founding member and executive board member of the Democratic Club of Westsdide Progressives of

electronic voting machinery and urge you to continue your audit to encompass all electronic
software and equipment in use in LA County.

We know that one of the voting vendors, ES & S, was late in submitting its source code, and avoided an
audit. This company's products must also be fully reviewed and tested. We urge that your office
additionally inspect and scrutinize the electronic software used to scan our Inkavote ballots.

We understand the enormity of the job facing county registrars, and we cannot excuse any

registrar recorder who jeopardizes the safety, security, and accuracy of our vote in the name of

expediency.

Thank you for conducting this audit, knowing full well that when money and corporate power are
involved, you will be challenged at every turn. You and your outstanding staff have our suppport.

Sincerely,

Lillian Laskin

07/31/2007
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From: Mark Carlson * B

Sent: Tuesday, July 31, 2007 4:00 PM

To: Voting Systems

Cc: Connie Soucy; Valerie Arita

Subject: Letter to Secretary of State Debra Bown, RE: Voting Machines

Debra Bowen
CA Secretary of State

1500 11" Street
Sacramento,CA 95814
July 30, 2007

Ms. Bowen:

We are looking to you to ensure that people with disabilities have the opportunity to
vote independently and privately. People with disabilities want both an accessible
and secure

vote. California still has to meet the HAVA requirements for an independent and
confidential vote. Federal legislators realized last week that there was insufficient
time to

decertify and develop entirely new voting systems in time for the 2008 elections.

Currently certified voting systems provide greater access to voting than any other
in the past. There was a suggestion that the current machines remain available only
to persons with disabilities. People with disabilities want their votes to be cast in a
secure system and be counted just like everyone else. To say that these machines are
only good enough
for this particular population is unacceptable and discriminatory.

We support the State in including accessibility testing as part of the State
certification process. Our hope is that State accessibility testing will help increase
the accessibility

Of voting systems for the cross-disability community, including persons with
cognitive disabilities. We recognize that there is a need for continued research and
development of voting systems to increase their accessibility, vote verification
capabilities and security.

While currently certified voting systems are not perfect, they should be used until
new

more accessible machines are available. We cannot deprive the disabled community
from practicing their right to vote.

07/31/2007
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We have been a resource to you and would like to continue to work with you to
ensure accessible and secure voting in California.

Respectfully,

Mark Carlson, CTM
Assistive Technology Advocate
Access to Independence

07/31/2007
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From: Jan Shriner _

Sent:  Tuesday, July 31, 2007 4:46 PM
To: Voting Systems

Subject: Voting Machines

I have been involved in several political campaigns as a volunteer and have spent some time at polling places
working for the "get out the vote" portion of the campaigns. One in particular made me realize that some very
strange circumstances could easily be set up from the inside, that was the City of Marina Mayoral contest of 2004.

Based on these previous experiences and observations, | have completely switched to permanent absentee ballot
so that [ can ensure my vote by paper. | trust paper ballots, particularly if either count or re-count are done by
hand.

I do not trust the electronic machines or the computers that suddenly go down in the night, please review the
election of Monterey County in November 2004. Monterey Herald reported computer glitches in the night.

Itis already too easy to manipulate our democracy.

If your priority is to improve the integrity of our democratic system, please get rid of the computerized voting
machines including the scanners.

Don't make it any easier to damage the process with some strategically placed insiders.

 trust most of the voters, but there are people who are working the polls that are sketchy, please review the
behavior of Monterey County Elections Official Tony Anchundo around the election of November 2004. No
recount was requested by a candidate who lost by 69 votes in a population of nearly 8000 voters because the
candidate felt sympathy for Anchundo's reported grieving for his sister when it turns out in 2006 Anchundo was
indicted for living it up in a hotel room with a girlfriend on a County credit card during November 2004 elections.

Please, protect democracy. Get rid of the electronic voting machines. Insiders are only human.

Janet Shriner

07/31/2007



Helen Bliven

July 27, 2007

Debra Bowen

California Secretary of State
1500 11" Street
Sacramento, CA 95814

The Honorable Debra Bowen:

Re: Voting Machines & Saving Millions of Taxpayer Dollars

| have three years experience working in the Registrar’s office including every election
in Santa Clara County as a Field Inspector from the inception of the Sequoia voting
machines, and one year serving as a Precinct Coordinator in Alameda County. My
duties included election day field (polling place) support for 10-18 precincts each

election.

| initially had a very open and positive attitude about the voting machines, but personal
experience and observations have changed my opinions. Enumerated are the reasons:

1. Every election it is difficult to recruit poll workers. Most are retired folks and
students. The voting machines require substantially more extra training. Many seniors
find them too confusing. They do not want to spend the extra time or sessions

attending training. Therefore, they refuse to serve as poll workers.

2. Sequoia’s Edge machines weigh 40+ pounds each. Many precincts are staffed with
seniors only. The voting machines are too heavy for many of them and others with
physical restrictions, even with two people sharing the work. Back problems and weight
lifting limitations precluded a substantial number from participating in polling place set-
up and tear-down. This also could adversely affect curbside voting under HAVA (Help

America Vote Act).

3. ltis also difficult to secure polling places according to the guidelines. Many venues
will no longer serve as polling places because either they can’t or won’t be responsible
for the security of the voting machines from the time of delivery to the time of pick-up.
Some places are now too small. My precincts typically experienced having the votmg

machines on the premises for two weeks.
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4. Drayage costs. Drayage must be paid both directions to have the machines
delivered and picked up. The poll star system allowed poll workers to pick up the voting
machines and “pizza box” booths, thus eliminating additional election expense.

5. Unit cost. My understanding is the cost of each machine runs around $5,000. The
cost of the poll stars - maybe $57?

6. VVPAT paper trails will add to election costs.

7. When the voting machine malfunctions, it takes high priced technicians to fix them.
The poll stars can simply be replaced.

There are many safety issues.

A. Again weight for seniors and disabled or physically challenged folks becomes
a problem.

B. Cords must be attached to both the voting machines and card activators for
them to be used an entire day. These cords present ample opportunity for someone to
trip. The dictates of the polling place set-up and electrical outlets frequently don’t allow
avoidance of walking over the cords. Even with tape and mats there is an uneven
surface where it is easy to trip.

8. Storage of the voting machines and card activators takes considerably more space
as it entails larger and more extensive equipment. Now add paper trail equipment.

9. Security and cost of same becomes another issue to consider. Specially built locked
cages must be provided. There was no way someone could tamper with the poll stars
that would “throw” an election.

10. Unprepared voters, who've not previously marked their sample ballots, tie up the
machines and cause other voters to wait unnecessarily. This has happened many
times when polling places get busy. With poll stars one could ask these voters to step
away to finish the decision process and then resume voting. Once an activated card is
in process the voter must finish before the machine is again available.

11. Voter confidence has been a problem from the start. The VVPAT paper trails, now
being instituted, add yet another layer of complexity to a system that is aiready too
difficult for many.

12. Santa Clara County never had a problem with its poll stars. After the Florida
debacle employees tried to produce pregnant and hanging chads. They were unable to
do so. The poll stars were cleaned and maintained. Whoever die cut the ballots did an
outstanding job. :

13. Problems with minor machine malfunctions were, | believe, much more prevalent
than may have been reported. They did, however, many times negatively impact a



voting experience. These would include: activator card stuck in. machine, cords not
properly connected causing machines to go yellow/red line.

14. Although Sequoia’s screens can be placed in a horizontal position, a substantial
number of voters and poll workers were not aware of this, and the question of privacy
arose. Voters felt poll workers or other voters walking by could see how they were
voting. They felt their voting privacy was being compromised.

15. In one election the voting screens appeared in a different order than the races and
measures appeared on the sample ballot. This caused no end of confusion for voters,
poll workers and field support staff.

I'm a fan of technology, but | don’t think elections should be a part of it yet. Sometimes
it's better to keep things SIMPLE. Elections and the voting process should be such at
this juncture. People KNOW how they vote a paper ballot. There is no question of
tampering.

What if the public has to wait an extra hour or two to get the election results? It really
won'’t hurt anybody.

There is a great deal at stake for both the voting public as well as jobs for those
providing voting equipment and technical support. It is hoped this perspective from one
with over 35 years practical election experience will provide valuable input in the
decision making process.

Sincerely yours,
O‘Z]*(/ejwd y&éu}w«)
Helen Bliven

Enc.: Oakland Tribune article, California ballots - paper or not? dated December 7,
2006
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OP-ED

California ballots — paper or not? _ \

EBRA Bowen, Cal-

ifornia‘s next sec-

relary of state,

was accused

during the re-
cently ended campaign of
hanging too closely with oppo-
nents of electronic voting who
believe the boxes can be tam-
pered with to rig the results of
an election.

Bowen posted items about
voting security on her own Web
log. She ran an ad showing
make-believe thieves stealing an
electronic voting machine. In-
lernet sites where “black-box”
voting critics gather to exchange
conspiracy theories buzzed
about her candidacy.

Now, with her victory over in-
cumbent Bruce McPherson se-
cured (and undisputed, as far
we know), Bowen will be Cali-
fornia’s chief elections officer in
January and instantly become
perhaps the nation’s most
prominent and influential
skeptic of the technology. Or
will she?

I spoke with Bowen as she
was preparing to leave the state
Senate for a month’s hiatus
from government before she is
Sworn in as secretary of state.
She said she has not made any
decisions yet about how to ap-
proach the issue of electronic
voting. But she did say she
doesn't intend to push to return
California to a more paper-ori-
ented system, or to encourage
the universal use of optical scan
technology, which allows voters
to make.their choices on paper
ballots that are then counted by
computers.

Instead, Bowen said she will
likely focus on making the new

voting technology more user-
friendly.

“It's not just a matter of the
hacking and all of the things
people are concerned about,”
she said. “There have been a lot
of usability issues. . . . There
are a variety of practical prob-
lems that deserve some atten-
tion.”

She is concerned about the
training of poll workers, many
of whom are retirees with little
familiarity with computers. And
she is troubled by what hap-
pens when the electronic sys-
tems fail.

“We have a lot of places
where the vendors will say it's
not a machine problem, it's a

* user problem,” Bowen said.

“But machines-don’t run them-
selves. So problems with set-up
or use or bugs have to be con-

sidered problems with the ma-

chines.”

Bowen, however, said she
does not believe that electronic
voting can be scrapped because
it has brought important ad-
vances that need to be pre-
served. Among them: access for
the disabled, for whom touch-
screen voting is usually far
easier, and early voting in
public places, which in most

counties is not viable without
touch-screen voting because
there are so many different ver-
sions of the local ballot, de-
pending on a voter’s exact
address and precinct.

Despite Bowen’s alliance
with the black-box voting skep-
tics, then, she may one day be-
come an evangelist for
California’s voting laws and reg-
ulations because the state is one
of relatively few that already re-
quire a voter-verifiable paper
trail and random audits of the
results.

As it happened, we spoke the
same day that a national stand-
ards board released a draft re-
port concluding that computer
voting systems that do not in-
clude an independent paper
trail cannot be made secure. If
any security audit relies on in-
formation that exists only in the
guts of the machine, the report
said, there is no way to know
that the entire system is not
faulty.

The losing side in any elec-
tion is thus prone to question
the result.

We're seeing just that kind of
situation unfolding in Sarasota
County, Fla., where 18,000
voters failed to vote in the con-
gressional race even though
many of them voted in races
above and below it on their
electronic ballot. The machines
used in Sarasota County
warned voters if they skipped a
particular race, they were pro-
vided no paper trail that can be
used to verify the outcome.

Democrats are questioning
the Republican victory, and
some are even calling for Con-
gress to seat the Democratic

DEBRA BOWEN, newly elected
California secretary of state,
will have to contend with:

- voting machines.

candidate who lost the race on
Election Day. ,

“If the balance of power in
Congress were dependent on
the outcome of that race, it
would be front-page news every
day,” Bowen said.

California Sen. Dianne Fein-
stein, meanwhile, is introducing
legislation that would require
every state {0 use voting ma-
chines with a paper trail that
can be viewed by the voter and
checked later against the
electronic results.

“It is crucial that there be an
independent record that can be
reviewed by election officials,”
Feinstein said.

It sounds as if Feinstein is
talking about making Califor-
nia’s systems a model for the
nation. It will be interesting to
see whether Bowen, once she
takes office, supports or op-
poses that notion.

Daniel Weintraub writes for the
Sacramemo Bee.
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From: Ty Meissner’

Sent:  Tuesday, July 31, 2007 5:32 PM

To: Secretary of State Bowen,; Elections - EI Dorado County; Voting Systems
Subject: Mapped: voter caging and US Attorney firings; voting machine vulnerabilities

Dear Secretary of State Bowen,

In the article below, Kim Grant addresses the correlation between US Attorney firings and vote
suppression in the 2004 election. I find it particularly alarming that

"days before the election, state officials have learned that California's most widely used electronic
voting machines feature a button in back that can allow someone to vote multiple times.

Several computer scientists said Wednesday that the vulnerability found in all touch-screen machines
sold by Oakland-based Sequoia Voting Systems was not especially great because using the yellow
button for vote fraud would require reaching far behind the voting machine twice and triggering two
beeps."
July 31, 2007

MAPPED: Voter Caging, US Attorneys

By Kim Grant

During November 2006, I created a map of voting irregularities reported from across the country.
During the weeks before and after the election my small staff and I created an incident-by-incident
map of yoter fraud, voter suppression, and cases that were taken to court in the weeks after the
election. (Red map marker points represent cases that were being argued in court during the time
period of October 20 - Nov. 20)

Last night, I created a map of 7 of the 8 attorneys fired by President Bush.

I noticed a pattern: In the western states where the attorneys were dismissed, none of the election
irregularities reported in the media were prosecuted.

Keep in mind that November 15-17th was the "call the Bush-leads and let them know these people
are being fired" target date.

Also, after doing more research, I noticed that many of the attorneys fired were appointed by
President Bush himself.

This is how I believe that the Bush Administration felt they could get away with what they'd done.
The Bush Administration line that has been parroted to everyone is this, "They serve at the
discretion of the President. If the President could hire them, then, the President has the power to
fire them as well." The fact that all but one of the attorneys fired were appointed by Bush leads me
to believe that this chain of events was premeditated, planned intricately, and executed with
utmost disrespect for our Constitution.

The eVoting relationship

Take a closer look at this map here. (For you Firefox users, this is the time to start opening links in
new tabs.) This is a map of eVoting irregularities, machine malfunctions, and other related
problems.

Each of these incidents should have immediately been addressed by the courts and/or local
elections officials. Many of them were not, despite lots of evidence that fraud had, in fact, occurred.
Take a look at Florida and Ohio, in particular.

This was organized voter suppression on a national scale.

Look at the dates the attorneys were being fired and the Senators/ "Bush-Leads" were being
notified. November 15- 17th, 2006. Just days after the election.

No US Attorney to bring suit = no nasty corruption cases in court = no justice for America.

Even if any of those attorneys wanted to prosecute, they would not have had time to do so,

08/01/2007
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because most were preparing to lose their jobs. It's hard to bring a case when a prosecutor is
going to be fired, is fired, or there is no US Attorney in the district to bring charges.

For this, I strongly assert that Bush MUST be indicted for treason, fraud, corruption, obstruction of
justice, perjury, conspiracy and collusion.

The pattern is all too clear. It needs to stop.

It disgusts me at the most visceral level, as I'm sure it does for you. IMPEACH BUSH!!!

Kim Grant, Founder www.NetrootsNetwork.com

Ty (Titus) Meissner, proud "Kucinich Democrat for John Edwards" Napa Valley wine country,
California, USA

"We have met the enemy and he is us." - Pogo (by Walt Kelly)

"Its not who votes that counts. Its who counts the votes." Josef Stalin

WARNING: In accordance with the USA Patriot Act and Presidential Directives and Executive Orders,
this and all other electronic communications in all probability are screened by the FBI, NSA or other US
government agencies. Any statements that could be construed as critical of any corporation, any

Republican Party member or employee of the US administration may be regarded as an action in support
of terrorism.

08/01/2007
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From: Deborah S. Hench

Sent:  Tuesday, July 31, 2007 6:14 PM
To: Voting Systems

Subject: Top to Bottom Review

Dear Secretary of State Bowen,

It is unfortunate that you have again take away voter confidence in our voting systems by using tests outside of
Election Day and Election Officials security measures that all counties institute whether by election law and by
their own procedures. No system could pass when given access to every part of the voting process. Paper
ballots would also fail if you handed hackers those ballots and the access to those ballot counting servers.

Your selection of Lowell Findley as the Deputy Secretary of State in charge of Voting Systems Testing is a major
problem as he was the Attorney of Record for lawsuits filed against counties that use electronic voting as well as
the Secretary of State. He is still involved in lawsuits in other states. This shows a bias against electronic voting
before the top to bottom review began. It should also be noted that on your own website during your campaign
and after, was a video on how to break into a locked garage and destroy electronic voting equipment a felony if
convicted. Is this the act of a non biased Secretary of State?

As a former election official, | ran many elections in the 6 years | was in charge of the office and both parties won
elections. | have 24 years in elections and have participated in paper ballots both punch card and optical scan, as
well as electronic voting systems. Election Officials do everything in all elections to ensure voters votes count.

This top to bottom review is bias and conducted as the anti electronic voting activist environment instead of as the
election process. | submit that you should allow the Counties to continue using their voting systems with the
procedures for security that are already in place.

Remember you were elected in an election that many counties used electronic voting systems. Does this review
imply that you should not have won the election?

The Secretary of State should motivate voters to vote not discourage voter participation.
Sincerely,
Deborah Hench
Retired San Joaquin County
Registrar of Voters

08/01/2007



From: Chrisner, Bill-

Sent: Tuesday, July 31, 2007 3:29 PM
To: Votina Systems

Cc: )

Subject: Voting ingegpeiicntly

Dear Secretary Bowen,

As the Executive Director of the Dayle McIntosh Center (the Center for
Independent Living serving Orange County), as a resident and registered
voter in Orange County, and as an individual who has a visual disability
(total blindness), I am writing to demand that you follow Federal Law to
ensure my right to cast my vote privately and independently on election
day. I moved to California in the summer of 2004. Since I have been
living here in Orange County, I have been voting in every election using
the accessible voting machines that Office of the Registrar purchased
and made available at my poling site starting with the 2004 Fall
election. Prior to this for the past 30 years plus, I always had to
depend on a family member, an election official, or an acquaintance I
met at the poles to assist me. The accessible machines that are in
place in Orange County enable me and other individuals with various
types of disabilities to cast their ballots on the day of the election
at their designated poling sites just like everyone else in the voting
district. I will not allow you to take away my right to cast a private
and independent vote by decertifying these machines. I will not allow
you to violate Federal law in the process. We have Federal Courts for a
reason.

Thank you for considering this input and for understanding that for
every action there is a corresponding reaction.

--Bill
"Together we can and do make a difference."

W. D. Chrisner III, C.R.C./L.P.C.
Executive Director

Our Mission is to advance the empowerment, equality, integration and
full participation of people with disabilities in the community.
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From: John Washburn

Sent:  Tuesday, July 31, 2007 7:46 PM

To: Voting Systems

Subject: Updated Public comments of John Washburn

Dear Secretary Bowen:

Please find attached an updated copy of the public comment | submitted yesterday. It primarity
contains corrections to grammar and spelling.

The only content change is the last paragraph of the conclusion. | hope I have not been too
presumptuous in this last paragraph.

08/01/2007



Public Comments of John Washburn

Top to Bottom Review of Voting Systems used in California.

Dear Madam Secretary Bowen:

I thank you for this opportunity to make a public comment on the results of the top to bottom review. My name
is John Washburn. | am a resident of Germantown, Wisconsin. | have worked as a software tester and in the
field of quality assurance since 1994. | currently am certified by the American Society for Quality as a CSQE;
certified software quality engineer. It is a certification | have held continuously and proudly since 1998. | have
read the documents’ found on the website of the California Secretary of State and would like to submit the
following comments.

[ read with fascination the various attack scenarios. Many are elegant applications to voting systems of well
understood attack vectors used against other computerized systems. The results are important, disturbing,
and must be addressed. But, as disturbing and import as these technical findings are, | do not believe they are
the most disturbing information uncovered by the top to bottom review. The most disturbing findings are:
1. The revelation that the systems are inaccessible and, in some cases, present an active obstacle to
voting accessibility.
2. The revelation that vendor representations may be fraudulent.
3. The continuing evidence the NASED/ITA model for certification has failed and is not worth the paper it
is written on.
4. The continuing evidence that voting systems are defect-dense.

! http://www . s0s.ca.qov/elections/elections vsr.htm




The Systems are not Accessible

The Accessibility Review? by Noel Runyan and Jim Tobias is thorough, detailed, and precise in its findings.
None of the three systems reviewed meets the minimum accessibility requirements of the Help America Vote
Act (HAVA) or the 2005 Voluntary Voting System Guidelines® (2005 VVSG). Direct Recording Electronic
(DRE) systems compared to precinct based optical scanning are more expensive to purchase, more expensive
to test, more expensive to maintain and, by all indications, are more insecure. The justification for why
American elections must endure the addition insecurity and expense of DRE systems has been that DRE
systems allow disabled voters and voters in language minorities the opportunity to vote privately and
independently. This accessibility review refutes this justification in exceptional detail. For the first time,
someone has enumerated all of the accessibility requirements of the both HAVA and the 2005 VVSG and
objectively tested for conformance. Moreover, under some conditions the DRE system is an active impediment
to voting.

If the person is voting in a language other than English and which uses a non-Roman alphabet such has
Chinese, the DRE screen does not render characters at all. Even if the translation were well done, it is
worthless if the translated text cannot be rendered for display. This is an active impediment to voting by voters
in these language minorities, an impediment they would not encounter with a paper ballot which has no trouble
displaying non-Roman characters.

If the person has normal vision, normal hearing, and normal upper body strength and dexterity, but is confined
to a wheel chair, the DRE system is inaccessible because the forward approach is blocked by the narrow legs
of the stand, hard to reach because of the height, and subject to parallax errors. For this class of voters, the
DRE either prevents voting or make voting uncomfortably arduous because of the need for a side approach.
Since Wisconsin has paper ballots which are tallied by optical scanner or are hand counted, voters who are
wheel chair bound can be accommodated with a clip board or a suitably low table. If the polling location has
only DRE equipment though, then the DRE equipment introduces a barrier to voting which did not exist
before.

2

http://www.sos.ca.gov/elections/voting_systems/ttbr/accessibility review report california ttb absolute final version16.p
df
® http://www.eac.govivvsg_intro.htm




Representations of the Systems May be Fraudulent

The Red Team Report for Sequoia* by Vigna, Kemmerer, et. al. includes several comments where the
properties of the Sequoia Voting System were misrepresented to the security testing team by Sequoia.
Section 4.4 and 4.8 are two such examples. Section 4.4 of the security assessment report states:

There is no way to determine which version of the firmware is running on an Edge device. The Sequoia
documentation states that the firmware is stored in ROM and that checksum-based mechanisms are used
to determine if the firmware has been modified maliciously. However, in reality there is no secure,
hardware based mechanism to ensure that no corrupted firmware gets loaded and executed. In addition,
the Edge firmware is stored on a flash memory card and can be easily overwritten. Hardware support for
trusted software execution and the use of non-writable memory would protect the Edge device from a large
range of attacks from both insiders and outsiders.

Section 4.8 of the security assessment reads:

In the documentation ([10], p. 3-1), it is stated that: “WinEDS currently does NOT utilize code outside of MS
SQL Server and no connections or permissions are required on the server (besides SQL Client.) The lack
of server access by individual users provides the application with a secure client-server environment. The
election data stored on the server can only be modified by authorized users only through the application.”
Unfortunately, this is not true. In fact, it is possible to connect to the database and completely
compromise the MS SQL server host without using the WIinEDS application. This is achieved by exploiting
two security problems. First of all, the WinEDS access control procedures can be bypassed. Second, the
MS SQL server delivered with the Sequoia system enables users to execute arbitrary commands.

The emphasis of the quoted sections above is mine and highlights the diplomatic language of the assessment
team. The representations of section 4.8 were made by Sequoia to the Wisconsin State Elections Board
during the May 16, 2007 of the Elections board. This indicates the misrepresentation by Sequoia Voting
Systems on the security of WinEDS is consistent.

Another consistent misrepresentation is that the firmware of the system is in read-only memory (ROM).

Instead the security team found the firmware is stored on EEPROM/Flash memory. Flash memory is the same
type of memory used in a portable flash drive or an iPOD. Read-only memory is just that; read-only. Once
created the contents cannot be re-written, but can only be read. While flash memory retains its contents when
the power is off (non-volatile), it can be re-written (mutable). Read-only memory is both non-volatile and
immutable. Flash memory is easily changed and therefore highly insecure.

Both of these representations (ROM based firmware and secured SQL architecture) are false. Since, | am not
an attorney, | cannot judge whether such false representations constituted fraud. But, the misrepresentations
are fundamental and hard to classify as anything other than an effort to deceive.

4http://www.sos,ca.qov/elections/votinq systems/tibr/red sequoia.pdf




The NASED/ITA Testing Model has Failed

The security reports as a whole present more evidence that the NASED/ITA framework for testing and
certification has been an utter failure. This is a significant problem which impacts the whole country. The
NASED/ITA model was used to as the basis for the certification of EVERY voting system currently in use in the
United States. With the exception of lever machines in New York, only equipment qualified by the NASED/ITA
process was used in the most recent Federal election held on November 7, 2006. That this testing and
certification model is ineffective and flawed is a concern for the State of California and every other state where
NASED certification is a requirement to state certification

The NASED/ITA testing framework failed to find any of the findings of these three reports during repeated
rounds of testing conducted over the course of several years. The results of these three reports from the Top-
To-Bottom Review on the other hand were all uncovered in less than one month of examination. Each finding
in the security reports is evidence of the failure of the NASED/ITA process. For illustration | will focus on only
two of the findings from the Sequoia security assessment. The NASED/ITA testing and certification system
failed to find:

 There is no way to determine which version of the firmware is running on an Edge device. Section 4.4
of the Sequoia Security Assessment Report.

» The Edge firmware was discovered to include a shell-like scripting language interpreter. Section 4.5 of
the Sequoia Security Assessment Report.

The inability to identify the system under test is a violation of Section 8.6.d, Volume |, Section 8.7.1. Volume |,
and Appendix B.3 Volume |l of the 2002 VVSG.
Section 8.6.d Volume | states:
The vendor shall establish such procedures and related conventions, providing a complete description of those used
to:
a. Perform a first release of the system to an ITA;
b. Perform a subsequent maintenance or upgrade release of the system, or a particular components, to an ITA;
c. Perform the initial delivery and installation of the system to a customer, including confirmation that the
installed version of the system matches exactly the qualified system version; and
d. Perform a subsequent maintenance or upgrade release of the system, or a particular component, to a
customer, including confirmation that the installed version of the system matches exactly the qualified
system version.

Section 8.7.1 Volume | states:
Physical Configuration Audit
The PCA is conducted by the ITA to compare the voting system components submitted for qualification to the
vendor’s technical documentation. For the PCA, a vendor shall provide:
a. Identification of all items that are to be a part of the software release;



Section B.3 Volume Il (System Identification) states:
System Identification
This section gives information about the tested software and supporting hardware, including:
a. System name and major subsystems (or equivalent);
b. System Version;
c. Test Support Hardware; and
d. Specific documentation provided in the vendor's TDP used to support testing.

Since, “There is no way to determine which version of the firmware is running on an Edge device’, it is not
possible to meet any of these three requirements of the 2002 VVSG. How was this failure to conform missed
by the vendor funded test labs during repeated rounds of testing? Paul Craft, Steven V. Freeman, and Brit
Williams of the technical subcommittee of the NASED Voting Systems Board reviewed every report generated
by the vendor funded ITA labs. How is it that they failed to notice that the labs were not testing for
conformance to the system identification requirements? One possibility is that these three granted a waiver to
Sequoia Voting Systems on the matter of conformance to standard. Such waivers to conformance are
permitted by Appendix B.5 Volume Il of both the 2002 and 2005 VVSG. The relevant paragraph of Appendix
B.5 of the 2002 VVSG reads:

Of note, any uncorrected deficiency that does not involve the loss or corruption of voting data shall not necessarily be
cause for rejection. Deficiencies of this type may include failure to fully achieve the levels of performance specified in
Volume |, Sections 3 and 4 of the Standards, or failure to fully implement formal programs for qualify[sic] assurance
and configuration management described in Volume I, Sections 7 and 8. The nature of the deficiency is described in
detail sufficient to support the recommendation either to accept or to reject the system, and the recommendation is
based on consideration of the probable effect the deficiency will have on safe and efficient system operation during all
phases of election use.

As the security assessment report states, interpreters are prohibited by the 2002 VVSG. Again, how is that the
vendor funded ITA labs failed to notice the presence of a prohibited interpreter during any of several rounds of
testing? The problem for California on this matter is more acute. In December of 2005 it became public
knowledge that the voting systems from Diebold Election Systems Inc. used prohibited interpreters and
interpreted code. In response, Bruce McDannold, Interim Director of the Office of Voting System Technology
Assessment, specifically asked Paul Craft and Steven V. Freeman if there were any other voting systems used
in California which also had interpreters and interpreted code. In this email exchange®, Mr. McDannold states
that some think the State of California is “picking on” Diebold over the interpreted code issue. At the time Mr.
Craft and Mr. Freeman stated no other voting system used in California used interpreters or interpreted code.
Itis ironic that the security assessment team has vindicated Diebold Election Systems. There were two voting
systems in California using interpreters, but only Diebold was singled out for investigation.

Paul Craft and Steven V. Freeman are 2 of the 3 people on the technical subcommittee of the NASED Voting
Systems Board. How is it they were unaware of the interpreter found in the Edge voting systems from
Sequoia? Mr. Craft and Mr. Freeman were hired because of their connection with the NASED process and
their expert knowledge of voting systems. The State of California specifically and directly asked both Mr. Craft
and Mr. Freeman about interpreters in California Voting Systems. They stated Diebold was unique. Mr. Craft
and Mr. Freeman failed the State of California when they provided this incorrect answer. One may ask what
other work product from Mr. Craft and Mr. Freeman may also defective.

5 hitp://www.washburnresearch.org/archive/FCMGroup/CraftFreeman02.pdf




The Systems are Defect-Dense

Over the years, every time a vendor-independent team investigates a voting machine the team finds new,
significant, and possibly election-altering defects. An incomplete list of these past studies is:

e The 2003 John Hopkins report,

» The 2003 RABA report from Maryland,

e The 2003 Compuware report from Ohio,

* The 2004 follow ups reports by Compuware to the initial 2003 Ohio report,

» The 2005 examinations by Hugh Thompson in Leon County,

» The 2005 examinations of Hari Hursti in Leon County, Fiorida,

* The 2006 examinations by Hari Hursti in Emery County, Utah,

e The 2006 Princeton report on the TSx,

» The 2007 report from the University of Connecticut on the AccuVote OS, and

» The 2007 report from the University of Connecticut on the AccuVote TSx.

California’s three new security assessments again find new and significant defects which are distinct from
those found in prior reports. In my expert opinion this indicates that the software in these systems is defect-
dense. A defect-dense system has a high number of defects per thousand lines of code. Defect-dense
systems are marked by the same properties as exhibited by voting systems:

1. Different testers find different defects. In defect-sparse systems, different testers tend to find the same
defects over and over. This is because there are so few defects to find that effective testing by different
groups repeatedly finds the few defects present.

2. The defects found are generally severe. This is because severe defects are usually found before minor
defects. Major defects are easier to detect because the behavior is manifestly incorrect and major
defects tend to hide or obscure the presence of more minor defects.

Consider a line of automobiles from the fictional manufacturer Washburn Motors. What if every time a
mechanic or engineer not hired by Washburn Motors examines one of my cars, they find a new, serious
problem? One mechanic finds the engines stalls at 60 miles per hour. A second discovers the axles tend to
break. A third notices the brakes fail intermittently in warm weather. A fourth discovers the odometer
sometimes loses 18,000 miles. Would you by a car from Washburn Motors? Most would not. This is because
even though they do not use the term defect-dense, most people instinctively recognize the symptoms and
would avoid buying a lemon from Washburn Motors.

Voting systems currently exhibit the same behavior as the fictional cars from Washburn Motors. Every time
someone not hired by the manufacturer examines the product, they find new, serious problems.



Conclusion

Secretary Bowen you face some hard choices which must be made in a short time frame. | wish | could offer
more than the following suggestions.

1.

Do not rely on the results of the NASED/ITA model. It has failed and the certifications issued under the
program is not be worth the paper they are written on. | would urge the Secretary to consider creating
a multi-state testing consortium. This idea was first presented to the state by Eric Lazarus during the
Voting Testing Summit sponsored by the State of California in 2005. His paper is found here® is
entitled: “A Vision for the Testing of Election Systems in a HAVA World”. An expansion on the
framework proposed by Mr. Lazarus is found here’ and is entitled: “Testing Election Software
Effectively”. | have misgivings that the EAC/NIST/VSTL model currently under construction is little
more than the NASED/ITA model with different acronyms.

To the extent possible limit the expansion of this unreliable and inaccessible voting technology.
Consider technology which actually expands accessibility such as non-tallying ballot marking devices
(e.g. Automark or Vote-PAD) or systems which print ballots on demand under the direction of voters.
Expanding the franchise to those with disabilities or who are in a language minority is goal which
resonates with the deepest aspirations of the American ideal. We should select technology which is
both appropriate and effective in realizing this ideal.

Sequoia was asked by Bruce McDannold in December of 2005 if there were interpreters or interpreted
code found on voting systems from Sequoia. What was the company response to this question? The
representations made by Sequoia which have been contradicted by the security assessment team must
be assessed to determine if those representations constitute fraud.

Determine, if possible, whether the non-conformances found by the top-to-bottom review were also
found by the NASED/ITA. Testing results are under the NASED/ITA model are consider trade secrets
held by the equipment manufacturer. Thus it is possible the reported non-conformances were
discovered by the NASED/ITA process and granted waivers, but the disclosure of such waivers has
been blocked by the assertion of trade secrets and the enforcement of non-disclosure agreements.

Even if you ultimately decide to use the currently certified systems, continue to vigorously test these
systems beyond this Friday. Information acquired late is better than no information. You will need all the
evidence and information possible in order to make an informed and prudent decision. | fear any decision
you make on these voting systems (keep the certifications as is, decertify all, decertify some, mandate
specific procedures, etc.) will deeply anger some segment of the people you have chosen to serve. On this
matter | can only offer this advice: It is better to squarely face the uncomfortable truth than accept the
comforting lie. Postponement should be avoided. As hard as it is in the immediate good things flow from
following the truth and bad things will drown as you hide the refuge of the lie.

6 http://www.sos.ca.gov/elections/vstsummit/presentations/a_vision for testing election systems lazarus.ppt

7 http.//votetrustusa.org/index.php?option=com_content&task=view&id=870&temid=28
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From: Sharon B.Ross

Sent: Tuesday, July 31, 2007 11:53 PM
To: Voting Systems
Subject: Review of voting systems

Secretary Bowen and Staff-
It was indeed an honor and privilege for me to attend the public
hearing of July 30, regarding

the top-to-bottom review of the currently certified voting systems
currently used in California.
I commend you for your courage to challenge the use of these systems in
view of the apparently
misdirected unity of the County Registrars who were in attendance and
perhaps those not attending.
It appears that even though hackers may or may not have made their
appearance into the currently
used systems evidence has now been presented to California by way of
your office that these systems
are susceptible and vulnerable to electronic manipulation.
This now means that you and you alone have the deciding decision to be
courageous and to say
to the voters of California that you are upholding our right to have a
vote that counts. Perhaps your
courage will give momentum to other States to follow suit and perhaps
we citizens of the United
States can once again have the knowledge and faith to know that our
votes count and that we
have returned to a Nation which not only boasts democracy but actually
have a democratic
election process.

I know this is a challenge for you and your staff----We the citizens
who support an honest
vote are here to help you when you put forth the call for help----It

can be done-It can be done-,
Decertify and let's move forward-we have a full 6 months...
NOTHING IS MORE IMPORTANT THAT A VOTE THAT COUNTS
I send you courage-
Respectfully,
Sharon B. Ross



From: David Griscom

Sent: Wednesday, August 01, 2007 4:51 PM
To: Voting Systems
Subject: Beware Insiders.

144392631 -Election
Wars in Pim...
A few days ago I sent you an earlier draft of the

attached chapter slated for Mark Crispin Miller's new
book entitled "How to Steal an Election: The Bush
Regime's Subversion of Democracy, 2002-2008," coming
out in January.

The moral of my Arizona tale, as well as the tales of
other chapters in this book, is that the primary
attack vectors in computerized elections come from
insiders. And one never knows who the insiders are
(although one gets an idea that election officials who
oppose audits likely do so because they don't want to
get caught).

Beware insiders, whatever else you do by the way of
election reform. Putting seals on voting machines and
their memory cards is a palliative. Only
well-designed and well-carried-cut audits can prevent
election theft by insiders.

Dave



Election Wars in Pima County, Arizona:
A Microcosm of Nationwide Election Theft?

David L. Griscom Ph.D.
http://www.impactglassresearchinternational.com/
1 August 2007

L. John Brakey, Master Sleuth of Election Fraud

On 2 November 2004, John R. Brakey was Democratic Cluster Captain for four precincts
in Arizona Legislative District (LD) 27, a part of the predominately-Hispanic, 80% non-
Republican Congressional District (CD) 7. LD 27 encompasses a part of Pima Country
including the southwest corner of the city of Tucson. John was new to the job, but he
knew that part of his duties — and prerogative — was to pick up “tear sheets,” which are
carbon copies of the list of voters who had already cast their ballots hand-printed by the
poll workers on a form called the Consecutive Number Register (CNR). Poll workers in
three of these precincts greeted him with hostility, and in one case they attempted to
conceal the existence of several completed CNR pages for which he was requesting
copies.

As Election Day wore on, John became increasingly suspicious that the poll workers in
those three precincts were up to something. So, over an hour after the polls had closed,
he returned to his home polling place, a school located in Precinct 324, to see what
evidence he might pick out of the trash. To the mutual shock of everyone present, he
walked in on the poll workers apparently in the act of altering the CNR (which should
have been completed at the time of the arrival of the last voter). He also observed the
vault of the Diebold optical-scan voting machine to be wide open, instead of being locked
shut as it should always be. The poll workers rose to their feet in unison, cursing Brakey
and telling him to get back out of the room; (see p. 132 of Mark Crispin Miller’s book
“Fooled Again”). He did so quickly after a woman poll worker began to circle behind
him brandishing a club-like cane as though a weapon.

From that moment on, getting to the bottom of what was going on became John’s all-
consuming passion. He abandoned his bread-winning job and began working unpaid 18-
hour days gathering and entering on Excel spreadsheets all available records bearing on
the voting at Tucson Precinct 324 on Election Day 2004. I was privileged to be able to
aid John in the forensic analysis of these records, the results of which I ended up
presenting as PowerPoint lectures at the National Election Reform Conference in
Nashville, TN, April 9, 2005, the Election Assessment Hearing in Houston, TX, June 29,
2005, the Election Integrity Workshop held at the quarterly meeting of the Arizona
Democratic Committee, Flagstaff, AZ, August 20, 2005, and a session entitled “Are We a
Democracy? Vote Counting in the United States” at the 2007 Annual Meeting of the
American Association for the Advancement of Science (AAAS), in San Francisco,
February 16, 2007.



II. Evidence for Poll-Worker Fraud in Tucson Presented at a National
Meeting of the Premier Science Organization in the United States

The following is slightly modified version of my abstract for the 2007 AAAS meeting:

As Cluster Captain on 2 November 2004, John Brakey returned to one of his
assigned Tucson polling stations an hour after the polls had closed, surprising poll
workers apparently altering the poll books. Brakey began an audit of this precinct
(#324) based on copies of all public records: (1) a list of all voters registered in
precinct, (2) all Signature Rosters (SRs), (3) the Consecutive Number Register
(CNR) with 884 poll-worker-printed voter names, (4) the Official Ballot Report
and Certificate of Performance signed by all 7 poll workers, and (5) a list voters
who signed affidavits on the envelopes conveying Provisional Ballots (PBs) to the
county Recorder. Brakey recovered from the morning-after trash (6) the poll-
worker-annotated “Advice to Voter” slips. Records (2) and (6) indicated which
voters were required to vote on PBs (which are only accepted by the Recorder if
she ascertains that the voter is registered and had not mailed in an Early Ballot).
Record (4) could not be reproduced by from the public data without assuming 39
PBs were illegally fed into the optical-scan ballot box on Election Day. The CNR
contained 11 fewer unique names than the number of ballots in the ballot box
according to (4), implying 11 felony double votes. The poll workers issued 11
extra ballots as alleged spoil replacements, possibly to cover up (but failing to
disprove) these double votes. There were also exactly 11 voters who signed a
“regular” SR but whose names are not listed on the CNR, 11 voters who signed
the PB SR but are not on the CNR, 11 voters who signed both the “regular” and
PB SRs, 11 registered voters listed on CNR who failed to sign any roster at all,
and 11 phantom voter names appearing on 11 of the signed envelopes of PBs
received by the Recorder that do not match any signature on any SR - nor any
entry on the CNR! The probability of any one of these irregularities occurring 11
times is much less than 1/11. The odds of all 7 occurring exactly 11 times as
independent random accidents (e.g., due to incompetence) are much, much less
than one chance in 11 raised to the 7th power = 19.5 million. Three voters had
their names inscribed a second time on the CNR exactly 100 places after the first,
with one-chance-in-131-million probability. Despite their complete control of the
CNR, the poll workers wouldn’t have been able to contrive such statistical rarities
without a “system.” Indeed, (6) revealed a non-standard hand-numbering scheme
which would have fit the purpose. We conclude that 22 valid Kerry votes could
have been discarded (as 11 allegedly spoiled ballots and the 11 PBs rejected by
the Recorder, likely because of 11 forged signatures) and 61 Bush votes could
have been forged (as 39 PBs illegally fed into the ballot box on Election Day, 11
double votes, and 11 alleged spoil replacements) — a shift of 9.4%. Still, the
inferred “system” would have deposited paper ballots in the ballot box exactly
matching the number claimed in (4), and voter choices on these ballots would
match the official tally, thus appearing honest in the event of a hand recount — and
thereby covering up demonstrably possible hacking the 1.94w memory cards in
optical-scanner precincts where the poll workers were honest.



My actual AAAS PowerPoint is available for downloading [1].

I should mention that the estimated vote shift given above (9.4%) differs from that which
I erroneously stated in the original abstract as 8% and is based on the assumption that the
poll workers had no more blank ballots than the 926 officially issued to them. In fact,
extra ballots would have been easy enough to obtain, since in Pima Country anyone can
request up to two replacement mail-in ballots before the Election without returning a
spoiled one; (John Brakey’s wife actually spoiled hers and was sent another, no questions
asked). In my PowerPoint I infer a possible 12.8% shift, which if correct would require
the poll workers to have handed out 30 additional ballots and subsequently physically
destroyed 30 ballots after voters had marked them.

All AAAS abstracts are forbidden to exceed 500 words, and even by adding 50 more in
the above version, much important background is obscured. So let me use a few more
words below to fill in some of this background.

As far as I know, John Brakey was the first to discover (by surfing the internet) that the
1.94w memory card used on the Diebold optical-scanners contains “interpreted code” and
is thus capable of running programs that could in principle be used to alter the vote totals.
This principle was ultimately confirmed in practice by Finnish computer expert Harri
Hursti [2,3].

So John had demonstrated poll-worker fraud in Pima County, and had also realized that
elections could be stolen by hacking of the memory cards. He called the combination of
these two attack vectors the “Hack and Stack” [4] (with “Stacking” having the same
meaning as ballot-box “stuffing™).

I11. Evidence for Nationwide Election Fraud

Thanks to Harri Hursti and others, we now know for a fact that elections can be
electronically stolen by hacking (e.g., by inserting vote-flipping programs the 1.94w
memory cards) and John Brakey and I have shown that some poll workers may actually
be stuffing ballot boxes.

So the remaining question is: Are entire elections actually being stolen by these (and
likely other) methods? Based on the national exit poll statistics, the answer is a
resounding, yes: This was done nationwide in both 2004 and 2006. For anyone in doubt,
I list below some reading assignments.

Election 2004:

(1) “Was the 2004 Presidential Election Stolen?” by Steven F. Freeman and Joel Bleifuss
(Seven Stories Press, New York, 2006).

(2) Robert F. Kennedy’s piece in Rolling Stone Magazine [5].



(3) And here’s a real “hair raiser”! Actually presented as a kind of ghost story, Michael
Collins describes the unbelievable consequences of the practice of “forcing” exit polls to
agree with the official ballot tallies — a bizarre “see no fraud” gimmick used for the first
time in 2004 but never explained to you by the so-called mainstream media [6].

Election 2006:

“Landslide Denied” by Jonathan Simon and Bruce O’Dell: A short barnburner of a read
(even though mathematically correct!), this piece examines some different, but equally
bizarre consequences of “forcing” the 2006 exit polls to “see no fraud” [7].

But if for some reason you might be reluctant to believe this statistical evidence (like
maybe you don’t do math and/or the conclusions of these scholarly studies are way too
horrifying to accept), please read Pokey Anderson’s trenchant exposition of how and why
all electronic voting technology is not merely subject to hacking, but presents a clear and
present “open door” just begging to be exploited by insiders [8].

IV. Mail-In Ballots: An Invitation to the Perfect Crime

I have been told that only two States in the Union have laws on their books allowing for
recounts of mail-in ballots. Obviously, if mail-in votes should be stolen, it would be the
perfect crime.

S0 who witnesses or otherwise assures the integrity of the mail-in ballots we cast? I
don’t know about other places, but every Election Day for a decade or so prior to 2004,
the 8™ floor of the Pima County Building, where the Mail-In ballots have been stored,
was closed by the police bomb squad at the time of their unwitnessed counting,
presumably by Pima County election officials. This old Pima County “tradition” is an
eerie precedent for what happened in Warren County, Ohio, on Election Night 2004 [9].

Below is a table of the official Election Day 2004 voting at John Brakey’s Arizona LD
27, representing a 74% turnout of some 80,000 registered voters:

Table 1. :Awerages of 63 Precincts of AZLD 27 | Kerry/Dem | Bush/Repub (Other/NOP
E2004 At-Precinct Voting 61.9% 37.0% 1.0%
E2004 Early/Mail-In Voting 64.6% 34.6% 0.9%
Party Registration 48.8% 20.6% 29.0%

Note that the ever-vulnerable mail-in vote exhibits 2.4% fewer Bush votes than was the
case for the At-the-Precinct voting. Could this be deliberate, given that those in the know
would automatically look for anomalies in the Mail-In totals as possible prima-facie
evidence of election theft?



V. New Evidence that They Hacked the A¢-the-Precinct Vote in 2004

After nearly 2 years of assuming I had done all I could by way of exposing Election-2004
fraud in Pima County, I was inspired to return to the Excel spreadsheets of Election 2004
data compiled John Brakey for all 63 precincts of Arizona LD 27, which comprises very
close to 80,000 predominately-Hispanic, 80%-non-Republican registered voters ...who
somehow seemed to vote 36% for Bush, even with an amazing 74% turnout!

Since John’s data were broken out by precincts, I could do crude statistics on them.
(Some of my esteemed colleagues in the EI community who practice full-blown statistics
could certainly improve on what I have done by taking into account the variable
uncertainties associated with varying precinct sizes.)

My starting premise was this: On average, for voting across a large district (59,752
voters actually voting in the present case), the ratios of At-Precinct to Mail-In to
Provisional-Ballot of the vote shares of a major-party presidential candidate should be
accurately 1:1: 1.

In fact the data don’t obey that rule here. Of the 31,595 voters voting at their respective
precincts, 37.0% went for Bush, whereas "just" 34.6% of the 25,886 Mail-In voters went
for Bush. This is actually a huge discrepancy, likely to have a low probability of
happening by accident.

I will now show you that (at least in AZ LD 27) it appears that someone hacked the At-
the-Precinct vote but left the Mail-Ins untouched ...mostly.

Recall that John Brakey and I succeeded in proving that at Pct 324 of LD 27, colluding
poll workers had stuffed ("Stacked") the ballot box against the possibility that a random
recount should have been triggered. In such a case crooked election officials would have
been standing by to "randomly" select Pct 324, and other similarly conspirator-infiltrated
precincts, for auditing. In this event, we would be back again to the perfect crime.

This was John Brakey’s great insight: the "Hack and Stack!"

John also caught the pious poll workers at Pct 324 in the act of “Stacking” the ballot box
there. And now thanks to John’s compiled data for the entire LD, I was able to take a
deeper look at the relative voting patterns of Provisional, At-the-Precinct, and Mail-In
voting — which I suppose should occur in the ratios very close to 1:1:1 within 95%
statistical confidence for large enough voting units ...provided the election was not
Hacked in one or two of these categories.

Here is how I approached the problem:
First, I assumed that the Provisional Ballots actually accepted by the County Registrar

are virtually 100% honest, since each was sealed in an envelope with a voter signature
and printed name and address on the affidavit affixed to the outside. For such a ballot to



have been accepted, the Recorder must recognize the signer of the affidavit to have been
a voter registered to vote in the correct precinct who had not voted early (or elsewhere on
Election Day). And, why even try to steal this component of the vote, given that the
accepted Provisionals accounted for mere 3.8% of the total? '

Unfortunately though, forensic analyses the Provisional-Ballot data are subject to large
statistically uncertainties owing to the relatively small sample sizes (average 36
Provisional ballots officially accepted per precinct in AZ LD 27). Still, when I took the
ratios of the Provisional to the Mail-In data, precinct-by-precinct, and used the
mathematical curve-fitting software the came with my graph-making program, the
continuous horizontal lines that fitted the data in the graphs of Figures 1 and 2 each
agreed with the “null hypothesis” that the ratio should equal 1.00 (represented by the
horizontal dashed line), within the bounds of the 95% confidence limits concomitantly
generated by my software (pair of curved lines above and below the fitted straight line).

Figure 1 displays the individual-precinct Provisional-Ballot-to-Mail-In ratios of the Bush
shares, while Figure 2 shows the corresponding ratios for the Kerry shares. Note that in
both cases the black dashed line (the “null hypothesis) falls between the two 95%
confidence curves associated with the fitted horizontal line.
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Conclusion: The vast majority of the Mail-Ins are likely unHacked.
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Next, I took the ratios of the At-the-Precinct data to the (statistically-significant, and now
shown to be mostly honest) Mail-In data. And, guess what? We see in Fig. 3 that Bush’s
ratios of his At-the-Precinct votes to his Mail-Ins are shifted on average 11.5% in his
favor, and this shift is well outside the 95% confidence limits of the fitted horizontal line!

Ratio of Bush Share At-Pct to Bush Share Mail-In

20

15

1.0

05

00

Number of Voters in Precinct

. ®

. . ®

| e " ® Fitted Horizontal Line

| 2t S .. ee, o

I * — e —

_______ o o¥ __ _eg @ T T

om?® ¢* ‘ %o
i . 324
®

- .

-_ Figure 3 Election 2004, AZ Legislative District 27

: of Congressional District 7: Ratios of
(Bush Share of At-the-Precinct Votes)
to (Bush Share of Mail-In Votes)

0 ' 500 . 1000 ' 1500 . 2000 . 2500 . 3000

3500



]
(s

: Figure 4 Election 2004: AZ Legislative District 27, CD 7:
Ratios of (Kerry Shares of At-Precinct Votes)
to (Kerry Shares of Mail-In Votes)

-
o1
T

—
o

Fitted Horizontal Line

o
(8]
T

500 1000 1500 2000 2500 3000 3500
Number of Voters per Precinct

Ratio of Kerry Share At-Pct to Kerry Share Mail-In

_D
o
o T

And in Fig. 4 the ratios of Kerry’s At-the-Precinct votes to his Mail-In votes are seen to
be shifted an average of 5% against him, again outside the 95% confidence limits.

My tentative conclusion is that the As-the-Precinct vote at AZ LD 27 was Hacked)!

The alternates to this interpretation would be that all precincts were operated by poll
workers as crooked as Rev. Kahn and his wife at Pct. 324, but far more competent (note
that the data points for Pct 324 in Figs. 3 and 4 appear favorable to Kerry) ...or else the
voters in Arizona LD 27 inexplicably wanted to keep Bush in office.

VI Doing the Numbers: Reasons to Doubt that the No-Party-Preference
Voters of AZ LD 27 Were Strongly Pro Bush

A critical reader might well ask the question: Couldn’t the Pct 324 poll workers have
been stealing votes on Kerry’s behalf, given the positions of the data points in the graphs
above? Well, the data points above are ratios, so they reveal nothing more than the
relative differences between the At-the-Precinct voting and the Mail-In voting. Here is a
table of the actual 2004 At-the-Precinct and Mail-In vote shares at Pct 324.

Table 2. Precinct 324 of AZ LD 27 Kerry/Dem Bush/RepubOther/NOP
E2004 At-Precinct Voting 56.9% 41.6% 1.6%
E2004 Early/Mail-In Voting 53.6% 45.1% 1.3%
Party Registration 47 1% 21.5% 31.5%




By subtracting the LD-wide-average data shown in Table 1 from Table 2, we see in the
resulting Table 3 that Kerry did stunningly worse (and Bush correspondingly much
better) at Pct 324 than the average for the entire Legislative District 27 — particularly in
the case of the Mail-Ins: a net 19.1% shift in Bush’s favor (after correction for the
lower-than-average Democratic party registration)!

Table 3.  'Difference (Pct 324) - (LD-27 Average) |Kerry/Dem!Bush/Repub/Other/NOP
E2004 At-Precinct Voting -5.0% 4.5% 0.5%
E2004 Early/Mail-In Voting -11.0% 10.6% 0.4%
Party Registration -1.7% 0.8% 2.4%

Let me explain this kind of “vote shift” calculation by using the Pct-324 At-the-Precinct
vote shares as the next example. In the first row of Table 3 we see that at Pct 324 Kerry
has 5.0% smaller (negative) At-the-Precinct vote share than the LD-27-wide average.
We also see that Bush has a 4.5% larger At-the-Precinct share than the LD-27-wide
average. To get the net shift of votes from Kerry to Bush, we subtract the number in the
Kerry column from the number on the same row in the Bush column. Thus, for the At-
the-Precinct voting we get a 9.5% shift. Again, because we are using the numbers of
Table 3, we are measuring all shifts relative to the LD-27-wide average.

But now if we wish to improve our accuracy, we really ought to correct for the fact that
there were 1.7% fewer registered Democrats at Pct 324 and 0.8% more registered
Republicans relative to the LD-27-wide average. For purposes of making any
“correction” based on party registration we have no choice but to first make a modest
assumption, namely, that all registered Democrats voted for Kerry and all registered
Republicans voted for Bush. Thus, we take the net shift of party registration (in this case
in Bush’s favor) at Pct 324 relative to the LD-wide average (2.5%) and subtract it from
the net At-the-Precinct Kerry-to-Bush vote-share shift relative to the LD-27-wide average
(9.5%) to get a the part of the shift that might be the result of fraud (“Just” 7%).

In the discussion below I will use the jargon “red shift” and the acronym “NOP.” By a
“red shift” I mean a net shift favoring Bush (that is, a Kerry loss plus a Bush gain added
as positive numbers), and by a “blue shift” I mean one that favors Kerry (a Kerry gain
plus a Bush loss). Also, from now on I will use the acronym “NOP” to include all third-
party registered voters in addition to the far more numerous voters who registered as “No
Party Preference.”

Under the assumption I just described, one may calculate the corresponding percentages
of NOP voters who cast their votes for either candidate. Consider Bush’s Pct-324 At-the-
Precinct share of 41.6% in Table 2. If we subtract from this the Republican party
registration of 21.5%, we get a number, 20.1%, which (under our assumption) is the
percentage of all voters at Pct 324 on Election Day 2004 who both voted for Bush but
were neither Republicans nor Democrats. Therefore, under our assumption this number
of voters must have been registered NOP. Next we can take the ratio of this number to
the percentage of all voters (no matter who they voted for) who were registered NOP,



seen from Table 2 to be 31.5%. Expressed as a percentage, 20.1% divided by 31.5% is
64% — an unexpectedly large number in my view.

Still, the devil’s advocate (and Karl Rove) would argue that all red shifts resulted from
NOP voters at Pct 324 — and LD-wide — who simply decided to vote for Bush in large
numbers. (Their reasons for this might have been as trivial as having watched a “Swift
Boat” attack on Kerry the night before or as visceral as a deep fear that Kerry would
defend them less well from “the terrorists” than Bush did on 9/1 1).

So, were the NOPs in John Brakey’s predominately-Hispanic precinct rabidly pro-Bush
in that moment? Not according to the canvasses that John and I and others carried out
just a few days before the election. I recall encountering very few Bush voters among
those NOPs and infrequently voting (“turnout”) Dems that I canvassed. Unfortunately,
however, our canvass sheets were lost before we totaled them up. So we have no
objective pre-polling numbers for that part of Tucson.

Nevertheless, [ did retain the results of my own canvass (for MoveOn) of several more-
affluent, less-Hispanic, and more-Republican neighborhoods of Arizona CD 8, in the
Catalina foothills 18 miles to the northeast of Pct 324. Of the 115 individual NOPs and
“turnout” Democrats I interviewed, 95 were certain of, or leaning toward, voting for
Kerry, while only 6 had any intentions of voting for Bush!

Now let me put these numbers in perspective. I conducted what would probably be
regarded as a statistically significant poll of a predominately-WASP upper-middle-class
Tucson neighborhood and found that 83% of the NOPs and turnout Dems planned to
vote for Kerry and only 5% planned to vote for Bush!

So if you should insist on believing that 64% (At-the-Precinct) and 75% (Mail-In) of the
predominately-Hispanic NOP voters of less-affluent Pct 324 really voted for Bush (with a
75.9% turnout, no less!), I'll sell you the Brooklyn Bridge.

VI. Some Very Odd Numbers

The huge discrepancy between the At-Precinct and Mail-In votes at Pct 324 noted above
has to be way outside normal statistical error. While statisticians will needed to
demonstrate just how improbable the above numbers are, I conclude that the Mail-In
votes — at least for Pct 324 — have to have been Hacked. If I am right, the next question
is: In how many other precincts could the Mail-In vote have been Hacked? It cannot
have been too many, given that Figures 1 and 2 show that the LD-wide average Bush and
Kerry shares of the Provisional Ballots (presumed honest) are equal to their
corresponding average shares of the Mail-In ballots with greater than 95% statistical
confidence.

I decided that two of the prime candidates for investigation had to be the other two
precincts (numbers 271 and 235), where John Brakey encountered poll workers behaving



peculiarly and/or displaying hostility on Election Day 2004. Tables 4 and 5 show the
official results for Precincts 271 and 235, respectively, presented in terms of their

differences from the LD-wide averages (exactly analogous to Table 3).

Table 4.  'Difference (Pct 271) - (LD-27 Average) | Kerry/Dem | Bush/Repub Other/NOP
E2004 At-Precinct Voting 1.9% -1.2% -0.7%
E2004 Early/Mail-In Voting -2.6% 2.8% -0.2%
Party Registration 5.0% -2.7% -0.8%

We see in Table 4 a 3.1% “blue shift” in the At-the-Precinct voting and 5.4% red shift in
the Mail-Ins. But when I took into account the net 7.7% party registration advantage
enjoyed by the Democrats over the Republicans of Pct 271, 1 arrived at the following
corrected numbers for Pct 271 relative to the average for LD 27: a 4.6% At-the-Precinct
red shift (no longer blue) and a hefty 13.1% red shift in the Mail-Ins with respect to the
LD-wide average.

Now let’s look at Pct 235. In Table 5 we see a 2.3% red shift in the At-the-Precinct
voting and whopping 13.8% red shift in the Mail-Ins (both taking into account the tiny
0.2% correction for party registration).

Table 5.  |Difference (Pct 235) - (LD-27 Average) | Kerry/Dem | Bush/Repub Other/NOP
E2004 At-Precinct Voting -1.5% 0.6% 0.9%
E2004 Early/Mail-In Voting -7.5% 6.1% 1.4%
Party Registration 0.0% -0.2% 1.7%

Here is my hypothesis for what went down in LD 27 of Tucson CD 7 on Election Day
2004. There was a conspiracy comprising (1) insiders with access to the 1.94w memory
cards in the Diebold AccuVote OS optical scanners (or alternatively to the GEMS central
tabulators) and (2) a cadre of colluding poll-worker crews, including the one headed by
Rev. Kahn at Pct 324. The overall plan was to Hack the At-the-Precinct vote at ail
precincts except the ones manned by colluding poll workers, whose job it was to “Stack”
(stuff) the ballot boxes at those polling places. However, the evidence shows that the
Mail-In vote was Hacked in these Stacked precincts — perhaps to shield the crooked poll
workers there from suspicion, knowing that forensic investigators might compare the
Mail-In votes with the At-the-Precinct votes as a possible sign of ballot-box stuffing. If
that was their objective, they badly overdid it, amassing a 19.1% red shift in the Mail-
Ins at Pct 324 vis-a-vis a red shift in the At-the-Precinct votes of “just” 7% contrived by
the Kahn team. (Bear in mind that all of these red shifts are with respect to the LD-wide
average and also that the LD-wide average At-the-Precinct vote is itself red shifted with
respect to the LD-wide average Mail-In vote; refer to Figures 3 and 4.)

Maybe the motive for hacking the Mail-In votes at Precincts 324, 271, and 325 was pure
greed. In the few precincts where they were not Hacking the At-the-Precinct vote
(because they were Stacking them), why not hack the Mail-Ins?

No precinct left unHacked.



VIIL. Another Way to the See the Fraud in a Forest of Data

One of the things that I have learned in my 41 years as a research physicist, is that the
meaning of one’s data is best comprehended — and explained to others — by finding the
most telling way(s) to graph them. So, I tried something else with the AZ LD 27
Election-2004 data. It is a very different way to display the same information, one that
affords a more dramatic (if not yet statistically analyzed) visual impression of the
Election-Day-2004 shenanigans in Pima County, AZ. In Figure 5 I have plotted Kerry’s
At-the-Precinct vote shares minus his Mail-In shares (in percent) on the y axis versus the
corresponding subtraction of data for Bush’s shares on the x axis.

Figure 5 Election 2004, 63 Precincts of Arizona LD 27:
At-Precinct Presidential Vote Shares Differ Greatly from Early Vote!
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Bush's At-Precinct % minus His Mail-in %

Normally one expects the Mail-In vote share to be very close to the At-the-Precinct share
for the same presidential candidate, if the precincts are large enough. In AZ LD 27, the
two smallest precincts had 87 and 208 voters actually voting and the remainder of the
precincts ranged upward from 265 and averaging 952. The 87-voter precinct is indeed an
odd fellow, appearing well off the main curve in the upper left quadrant. However, the
largest precinct, Pct 185, with 3,453 voters casting ballots, which statistically speaking
should have fallen closest to the origin (x=0, y=0), displays a substantial shift to the
lower right — totally unexpected as a random accident.

The fitted curve in Figure 5 is a straight line with slope of -0.98, which is close enough to
the expected slope of -1.00 that would pertain when nearly 100% of the votes are divided



between two candidates and there are enough total voters that the laws of average are
fully expressed. However, this fit doesn’t quite pass through the origin. The magnitude
of this displacement to the lower left of the origin could be explained if 0.5% more votes
were cast for third-party candidates at the Precinct than was the case for the Mail-Ins.
But this explanation is contradicted by Table 1, which shows that as an LD-wide average
there was only 0.1% more votes for third-party candidates At-the-Precinct than was the
case for the Mail-Ins. Even in the absence of statistical calculations, I venture the guess
that this discrepancy is yet another indication of the tampering I have already inferred in
Section VI.

I believe that when some statistical simulations are finally performed, it will be found
that half or more of all LD-27 precincts will fall within an ellipse centered about 0.1% to
the lower left of the origin with the semi-major axes of this ellipse extending about 3% to
the upper left and lower right along a straight line of slope -1.00. The semi-minor axes of
this ellipse would be something like 0.2%.

For purposes of the present discussion, I’ve placed a circle of radius 2.25 about the origin
in Figure 5. It encloses 15 precincts that might be considered “normal” ...except for the
fact that only 2 of the enclosed ones are blue shifted, while 13 are red shifted. Outside of
this circle there are 13 blue-shifted precincts in the upper left quadrant and 35 red-shifted
precincts in the lower right quadrant. And, not only are there 2.7 times more red-shifted
precincts than blue-shifted ones outside the circle, but the average magnitude of these
red shifts is roughly double the average magnitude of the blue-shifted ones.

While it will be necessary to do some “Monte Carlo” computer simulations to estimate
just how improbable these numbers are as random happenstance, such a lopsided
outcome certainly has to be extremely rare (I would guess less than one chance in a
million). And if the lopsided nature of the data of Figure 5 should be the result of fraud, I
infer this fraud was committed mostly against the At-the-Precinct balloting, since Figures
1 and 2 have suggested that the Mail-In votes were accurately counted ...with the
exceptions that I will now single out.

Notice that the Precincts that I suspect (or know) were Stacked — numbers 235, 271, and
(324) — are mildly blue shifted in Figure 5. I wondered what they might look like if I
were to subtract the LD-wide average Mail-In shares rather than the actual ones for these
precincts (which I suspect were influenced by Hacking). When I did that, all three of
these data points became moderately red shifted. Then, to improve my accuracy, |
corrected the LD-wide-average used in these respective subtractions to take into account
the differences in party registration in these three precincts with respect to the LD-wide
average registration. This correction actually moved these data points deeper into the
lower right quadrant ...to the positions indicated in Figure 5 by hollow squares and
labeled with the same precinct numbers followed by asterisks. This exercise seems to
confirm that the Mail-In ballot tabulation for Pct 324 was indeed Hacked ...even as the
At-the-Precinct ballot box was being Stacked by Rev. Kahn’s crew. Furthermore, it also
provides an independent form of evidence that Pcts 271 and 325 may also have become



victims of the same double-barreled brand of vote theft as was evidently inflicted on Pct
324,

Finally, out of curiosity, I took a closer look at the data for the two extreme outlier
precincts on Figure 5, that is, Pct 325 on the extreme upper left and Pct 373 on the
extreme lower right. It turns out that they both had interesting stories to tell.

The Pct 325 polling place was the Pascua Yaqui Tribe Tribal Council Chambers, where I
would supose that many of the 373 voters were Native Americans. In any event, 65.1%
were registered Democratic and only 3.6% were registered Republican. The official
Provisional and At-the-Precinct tallies were respectively 88.5% and 83.4% for Kerry. It
was a veritable landslide, with 58.3% of the NOPs joining the Dems in voting for
Kerry at the Precinct. But wait! The official Mail-In count at Pct 325 was just 76.0%
for Kerry. This anomalously low value translates into a 10.7% red shift relative to the
LD-wide Mail-In average. And we can infer from these numbers that the NOPs who
voted by Mail went 63.1% for Bush! Do you believe that? If you do, I want you to
know that I’ve marked down the Brooklyn Bridge for quick sale...

As for Pct 373, with its data point way down in the lower right corner of Figure 5, I
calculate from the official 2004 Election returns that fully 72.8% of the NOPs voting by
Mail-In cast their ballots for Kerry. But, get this! 62.8% of the NOPs who voted af
the Precinct were recorded as voting for Bush! This is the diametric opposite of the
NOP behavior in Pct 325.

Here is a table recapping what I just told you happened on Election Day 2004 at Precincts
325 and 373 (for visual impact, I show only presidential vote shares greater than 50%):

Precint (polling place) % NOPs Voting for Candidate] Kerry Bush
Pct 325 (Yaqui Tribal Council By Mail-In 63.1%
Chambers) At the Precinct; 58.4%

Pct 373 (Tucson independent By Mail-in| 72.8%
Church Turning Point School) At the Precinct 62.8%

Was there some difference between the DNA of the Native Americans NOPs at Pct 325
that caused them to go big for Kerry only at the Precinct and the Hispanics NOPs at Pct
373 that caused them to go big for Kerry only by Mail-Ins? (The scientific answer is, no,
it would have taken millennia of optional Mail-In voting for natural selection to come
into play, and Mail-In voting has only been around for a couple of generations.) No, a far
more likely explanation is that the election thieves were unable to gain a foothold in the
Yaqui Tribal Council Chambers, so they resorted to stealing only the Mail-Ins at Pct 325.
By contrast, down in Pct 373, the “Christian soldiers” of the Tucson Independent Church
are likely to have captured most or all of the poll-worker positions at the Precinct, so they
Stacked (or Hacked) the At-the-Precinct ballot box and left the Mail-Ins alone.

It is a fact that the polling places of three of the five precincts where I have found
startling skewing of the votes from normal expectation have been two churches and a
church school, while a fourth one (at a public school) had a reverend and his wife as the



head pole workers. This may not be accidental. Both John Brakey and Mark Crispin
Miller have done extensive research revealing the involvement of legions of Christian
zealots in the campaign to steal Elections 2004, and 2006, and 2008...

VIII. The Pima County Democratic Party’s Suit against Pima County

One wonders if John Brakey ever sleeps. Last year John decided to teach himself the
“geek Greek” of the Diebold GEMS central tabulator. To do this he got the State
Democratic Party to bring in one of the best election geeks in the Country, Jim March.
Jim is an experienced computer tech specialist with 17 years in the IT industry. In 2003
he first heard of Bev Harris' work exposing problems with the Diebold voting systems as
used in Pima County, and he began helping Ms. Harris analyze the 40,000 files she had
obtained from a Diebold website lacking any security. Jim was lead plaintiff (along with
Ms. Harris) in a California consumer protection suit against Diebold netting that state a
$2.6 million refund, and he now sits on the board of directors of Black Box Voting, a
national non-profit. He was brought to Pima by the State Democratic Party to help
monitor the primaries and General Elections and is currently a tech consultant on the
public records lawsuits fought by the county as part of the aftermath.

By Freedom of Information Act (FOIA) requests, John obtained the computer logs of the
Pima County tabulators for the past several years. He quickly discovered that ever since
the arrival of Brad Nelson as the Pima County Director of Elections, someone at the
Elections Department has been printing summary reports of Mail-In ballots counts up to a
week or more before the election. This is strictly illegal under Arizona law: .. there shall
be no preferential counting of ballots for the purpose of projecting the outcome of the
election.” And, obviously, anyone in possession of such information would have highly
accurate advance information to calibrate any Trojan Horses present in the At-the-
Precinct 1.94w memory cards so as to infallibly flip sufficient votes to change the
outcome of a race on Election Day without causing undue suspicion by overdoing it.

Although merely printing illegal summary reports of early balloting is not prima-facie
evidence of election fraud, on 1 February 2007 the Pima County Democratic Party filed a
(civil) public records lawsuit in Pima County Superior Court against the Pima County
Board of Supervisors and the County Treasurer seeking the production of summary
reports of early ballots that were printed without election observers present and allegedly
sealed in the Pima County Treasurer’s vault [10].

Then John spotted something else. Back in 2006 there was a ballot initiative to impose a
half-cent sales tax to pay for a 20-year, $2 billion Regional Transportation Authority plan
ultimately approved at the same election. After the first day’s Mail-In returns, the
computer operator had backed up the election and the very next morning backed it up
again, whereupon he immediately printed another summary report. John recognized
instantly that the operator had it within his power to take home a copy of the first day’s
voting, alter it using Microsoft Access (for example to flip votes in the event that the
RTA tax was being rejected) and then save this altered version the next morning. (Thus,



the purpose of the new summary report might have been to assure that the manipulations
he had inserted had actually “stuck™).

Enter Attorney and Democratic activist William J. (Bill) Risner. As an “officer of the
court” bound to report any evidence of possible criminal activity that comes to his
attention, Bill immediately filed a criminal complaint with the AZ Attorney General. In
response, the Pima County Board of Supervisors immediately went to court asking for a
stay on civil case until the civil case is settled. However, a judge recently ruled in favor
of Bill Risner’s arguments that the civil and criminal cases are not barred by law from
proceeding separately. And another piece of good news is that the local media have not
shied from reporting this story [11, 12].

Still, John Brakey and Bill Risner, so far as I know, haven’t been paid a red cent for their
efforts or court costs, even by the Democratic Party.

XIL. The Author’s Thoughts about All of This

For the most part, in this article I have been clinically dispassionate ...as though I were
writing just another scientific paper. On occasion I have been flip and have made a bit of
black humor, though this has been just an artifice to hold the reader’s attention. In the
end, as I reread what I’ve written, I keep returning to the thought of the 60,000
Americans from all walks of life and ethnic heritages belonging to Arizona Legislative
District 27 who turned out on Election Day 2004 to exercise their constitutional right to
“throw the bum out.” What happened to these Tucsonans that day is surely a microcosm
of what was simultaneously happening to Americans all across our country. I reflect on
the facts that not only were these good folks’ wills — and their inalienable rights —
subverted, but they are not even told by the mainstream media what was done to them.
So they have no choice but to blame themselves for “the bum” still being at the helm
..still driving Titanic America toward the not-too-distant icebergs, full speed ahead. And
all the while, the evil ones who contrived this heinous crime against our Republic go
about consolidating their power and wealth and pursuing their illegal wars at the expense
of the good people they stealthily disenfranchise.

The words that best describe my feelings leapt from the title of a book by Alan Paton:

“Cry, the Beloved Country.”
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From: Julie Penny

Sent:  Thursday, August 02, 2007 10:33 AM
To: Voting Systems

Subject: Top to Bottom Review of Voting Systems

Julie Penny

August 2, 2007
RE: Top to Bottom Review of Voting Systems

Debra Bowen, Secretary of State
Sate of California

Dear Ms. Bowen,

As someone who used to live in California, and who will retire there (our grown children are there and | urged
them to vote for you to guarantee we would have clean elections) | want to thank you for conducting this review
which was long overdue. We are grateful for you having conducted this review as the voting issue is the bedrock
of our democracy.

I have cut and pasted here the NYC Council's Res. 961 which they introduced last week calling upon the NY
State Board of Elections to develop their own optical scan system like Oklahoma did, or to accept
a free 100% open-source optical scan system from citizens who have developed it.

Apparently, Oklahoma has not had any problems like the rest of the country has had with their
own system.

Time to throw out the vendors with their secret proprietary software and save taxpayers
with California's own State-owned and run system that's transparent and cheap.

As the old 60's motto went: "Power to the People:”

New York City Council's

Res. No. 961

Resolution urging the New York State Board of Elections to promptly commission the development of a
Precinct Based Optical Scan voting system that would comply with New York State voting system
standards, which would be owned entirely by the State of New York and would be certified for use by
the county Boards of Elections and by the Board of Elections in the City of New York.

08/02/2007
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By Council Members Mealy, Jackson, James, Foster, Gerson, White Jr., Monserrate, Addabbo Jr.,
Avella, Gentile, Koppell, Liu, Mark-Viverito, Mendez, Palma, Reyna, Sanders Jr., Seabrook, Vann,
Martinez and Vacca

Whereas, Public confidence in the outcome of elections depends, in part, on the use of voting
equipment that is under full public control and not under the control of private corporations, which have

no responsibility or accountability to the public; and

Whereas, In 2005, the New York State Legislature enacted the Election Reform and
Modernization Act (ERMA) in order to comply with the Federal Help America Vote Act of 2002
(HAVA), ERMA requires county boards of election to select new voting technology to replace the

currently used mechanical lever machines; and

Whereas, Many computer technologists urge that all software in any voting or vote-tabulating

system be Open Source Software; and

Whereas, Open Source Software is software that: (i) is freely available for any member of the
public to read and evaluate, free of charge; (ii) is easy to obtain, (iii) can be copied, used, modified, and
distributed but not sold; and (iv) the open source voting system is currently in development by citizens

eager to provide an alternative to commercially produced voting systems; and

Whereas, The use of Open Source Software has not been possible to date in New York State
because all of the private manufacturers and vendors of the computerized voting equipment that may
ultimately be certified for purchase by New York counties require certain protections for their software
in their contracts of sale that prevent the public from being able to freely read and critique the software;

and

Whereas, In addition, these private manufacturers and vendors require on-going payment for the
use of their equipment, which in some cases can double the purchase cost of equipment within a few

years of purchase; and
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Whereas, These private manufacturers and vendors have had multiple problems, including
delivery of non-working equipment, a history of high equipment failure rates, and legal disputes with
jurisdictions in which the vendors have claimed ownership of voting data after the jurisdictions

purchased and used their equipment; and

Whereas, New York has two alternatives to the purchase of Precinct Based Optical Scan
(“PBOS”) voting systems with “secret” software from private manufacturers and vendors: (1) New York
could commission the development of a PBOS system to be used throughout the state, or (2) New York
could accept a free, completely Open Source system that runs on Commercial-off-the-Shelf (“COTS”)

laptops, scanners, and printers; and

Whereas, New York State could follow a model similar to that of Oklahoma, which in the early
1990’s purchased hardware and full ownership and control of the software source code for an optical
scanner voting system; Oklahoma freely revised and modified the software to develop a statewide
optical scanner system perfectly tailored for Oklahoma’s needs, and now has an optical scanner system

completely under Oklahoma’s control; and

Whereas, Certain American companies and individual machine-vision system consultants are
very experienced in developing custom machine-vision and document processing systems similar to
what New York State would need to commission in order to develop an open source PBOS voting

system; and

Whereas, Some of the advantages to New York State of commissioning the development of an
optical scanner voting system include: (1) the programming code could be designed and implemented
using currently-accepted professional standards, thereby enabling New York to avoid the use of
equipment with programming that has been criticized for poor design and security flaws, (2) there would
be substantial initial and continuing cost savings because there would be no annual recurring payments
to vendors for use of equipment or software already delivered, (3) the system could be customized
specifically for New York State’s requirements by using COTS hardware programmed to provide all

necessary functions and customized to omit functions that are not wanted, and (4) the people of the State
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of New York would have complete control over the voting process and the State would be free of

dependence on any manufacturer and/or vendor; and

Whereas, An open source optical scanning system already exists and according to Richard C.
Johnson, CEO of Open Voting Solutions, a final completed system could be prepared and submitted for
testing at an estimated cost of under $200,000, which would enable the New York State Board of
Elections to evaluate the system when the State resumes testing of other voting systems under

consideration for certification; and

Whereas, Due to various delays, New York State may not begin to use new voting equipment
until the 2009 elections, which would allow sufficient time for the completion of testing and

certification of New York State’s PBOS voting system; now therefore, be it

Resolved, That the Council of the City of New York urges the New York State Board of
Elections to promptly commission the development of a Precinct Based Optical Scan voting system that
would comply with New York State voting system standards, which would be owned entirely by the
State of New York and would be certified for use by the county Boards of Elections and by the Board of

Elections in the City of New York.

Sincerely,

Julie Penny

08/02/2007
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From: Kathleen Wynne

Sent: Thursday, August 02, 2007 9:49 AM

To: Voting Systems

Subject: TEXANS SUPPORT YOU AND THANK YOU!

Dear Secretary Bowen,

My name is Kathleen Wynne and I am the former Associate Director of Black Box Voting.org. As you
recall, Black Box Voting has been an avid supporter of your efforts in election reform when you
were State Senator and now in your role as Secretary of State of California.

I presently live in Austin, Texas and have continued working in election reform with Black Box Voting
and with VoteRescue of Austin.

The reason I am writing to you is to add my voice to all the other grateful citizens, who have also sent e-
mails of praise and support for your recent "Top to Bottom Review of E-Voting Systems Certified in
California". Your courage in taking on the election industry on behalf of the American people is not
only laudable, it will be remembered in the history books.

In order to continue moving forward in protecting the integrity of our elections and setting a precedent

for the rest of the country to follow, I strongly urge you to defy the critics, who serve the vendors's best
interest, and not the citizens', and immediately "decertify" these machines and send a message that will
resonate across the country that all of these machines should be recalled and we must return to "citizen-
controlled" elections.

You may be the SOS of California, but you represent the best interests of citizens in all the other states
by your courageous actions. The "Texans For Real Elections Coalition" stand ready to support you in
any way we can. Stay the course and change the course of history.

My sincere thanks to you for what you are doing on behalf of fair and honest elections and the very
survival of our republic.

God speed, Secretary Bowen!
Sincerely,

Kathleen Wynne

Former Associate Director - Black Box Voting.org
Founder HCPBnow.org

Member VoteRescue.org - Austin, Texas

Member - VoteRes

Be a better Globetrotter. Get better travel answers from someone who knows.
Yahoo! Answers - Check it out.
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From: Tom Courbat

Sent: Wednesday, August 01, 2007 11:51 PM
To: Voting Systems

Cc:

Subject: Riverside County "Blue Ribbon Committee" Report/Testimony
Importance: High

Dear Honorable Madam Secretary,

It just occurred to me that perhaps the official report of the Elections Review Committee (aka “Blue Ribbon
Committee”), submitted to the Riverside County Board of Supervisors on July 17, 2007 may not have been
submitted as a testimony document for your consideration. | understand that documents submitted by August 1,
2007 will be considered in your final decision regarding e-voting systems’ certification status.

The Blue Ribbon Committee (BRC) was appointed by the Riverside County Chairman of the Board, Bob Buster in
December 2006 to address a wide-ranging array of issues related to election administration in Riverside County.
The committee consisted of two retired judges, a retired 16-year member of the Board of Supervisors and former
president of CSAC, the former editor/publisher of the Press Enterprise (the largest circulation newspaper in
Riverside County) and the president of a local chamber of commerce.

| have attached the executive summary and their 17 recommendations. The full report is 3.8 MB and will be
emailed to you under separate cover, to ensure that the “meat” of the report is received by your office prior to the
end of this day.

The #1 recommendation of the BRC is: “Move as quickly as possible to a hybrid voting
system whereby able-bodied voters mark their preferences on paper ballots which are
then counted by optical scanners.” In other words, do not use DRE touchscreens
except possibly for non-able-bodied individuals.

One of the key reasons the BRC stated for moving to a paper-based balloting system was this statement:

“As one expert put it, a paper ballot is “macroscopic.” The voter can see it. The voter doesn’t need a machine to
read it. This provides true transparency. The voter knows the vote he/she marked is the vote that was cast and
is the vote that will be used in an audit or recount. This promotes public confidence.”

You have repeatedly emphasized the importance of transparency in government. The DRE touchscreens do
NOT provide for transparency, in fact, just the opposite. Secrecy and opportunities for manipulation abound.

Thank you for considering the findings and recommendations of the BRC. This highly-respected committee spent
over six months researching and taking public testimony, including expert testimony from Mr. Harri Hursti and Mr.
David Jefferson, among others.

Best regards,

Tom Courbat
SAVE R VOTE
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951-677-6451

Full report to follow via email.

The degree of willingness of a government to open itself up to public scrutiny and
public audit foretells the quality and integrity of that government.

08/02/2007



X Policy

(I Consent

Dep't Recomm.;

X Policy

[ Consent

Per Exec. Ofc.:

SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

3

Pin ¥

FROM: Elections Review Committee SUBMITTAL DATE:
July 11, 2007
SUBJECT: Report on the November 2006 Eiection

RECOMMENDED MOTION: That the Board of Supervisors receive and file the attached report,
and schedule discussion of this and other election issues at a September Board workshop.

BACKGROUND: On December 12, 2006, Chairman Bob Buster directed formation of an ad hoc
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¢ panel. They met several times, and issued an interim report to the Board on April 24.

- | Since that time, the committee has held several study sessions, and consulted with the office of
= | the Secretary of State. The Secretary of State is currently testing the electronic voting system

used in Riverside and is expected to issue an opinion early next month. The attached report

. {recommends that the county “transition away from the current voting system as soon as practical

and move to a hybrid voting system..,” subject to the Secretary of State's review.
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July 7, 2007

Chairman John Tavaglione
Supervisor Bob Buster
Supervisor Jeff Stone
Supervisor Roy Wilson
Supervisor Marion Ashley

Re: Election Review Committee

Dear Chairman Tavaglione and
Members of the Board,

Our Election Review Committee (ERC) has met fifteen times including an organizational
meeting on January 31. Since our formation we have held three noticed formal public hearings
(totaling almost nine hours); four meetings with the Registrar of Voters, including a presentation
by Sequoia Services; one meeting to update the Board of Supervisors on our progress, and three
group study and writing meetings.

Our committee has spent many hours of research into the benefits and problems with electronic
voting. Our committee has also researched the experience of several California counties, notably
Alameda County, which has created a hybrid system which allows voters to vote using paper
ballots using optical scanners to create a record.

It is not possible to accurately assign motives to the public for casting paper ballots at polling
places; through absentee votes, or through electronic record. We do know that 40-43% of voters
in Riverside County cast paper ballots. The increasingly large minority vote for paper ballots
does suggest, however, an ongoing trend. We certainly recognize the influence of long
commutes which shorten the opportunity to vote on Election Day, as noted by long lines of
voters at some election sites in Riverside County.

The Election Review Committee has also studied the benefits of Riverside County’s Sequoia
System as a major election tool. Widely used and lauded just a few years ago, concerns with
electronic voting, including its 3% error rate, have led to extensive discussion. These issues are
of concern to our committee and to county voters, many of whom are concerned.

A summary of recommendations will be readied by July 9 for your packet for the July 17
meeting of the Board of Supervisors.

Sincerely,

(% (DL EU S~

Kay Geniceros, Chairman



Election Review Committee
Corrected Report
to the
Riverside County Board of Supervisors

July 17, 2007



The Charge

In the wake of complaints about the conduct of the November 2006 elections, the
chairman of the Riverside County Board of Supervisors appointed an Election Review
Committee to study “problems arising from the recent election.”

Committee members are Lynn Bogh Baldi, board member and former president of the
Beaumont Chamber of Commerce and of The Community Foundation; Kay Ceniceros,
retired Riverside County Supervisor and retired dean of Mt. San Jacinto College; Marcia
McQuern, former editor and publisher of The Press-Enterprise; Robert Gregory Taylor,
retired Superior Court judge; James Ward, retired state appellate court justice; Mrs.
Ceniceros was selected chairman of the committee.

Their charge was to “broadly review the election” including voting and counting
efficiency; security; delays for voters at the polls; problems with voting machines;
training and deployment of poll workers; timely mailing of absentee ballots; other factors
impeding the count of absentee, paper and provisional ballots; the official posting of
results at polling places; and appropriate election observer access.

Executive Summary

The committee concludes that while there were many problems and frustrations with the
November 2006 election, Riverside County voters’ intentions were not compromised.

The Registrar of Voters already has addressed many of the security and transparency
problems noted during the committee’s review.

The committee unanimously makes the following additional recommendations:

1. Move as quickly as possible to a hybrid voting system whereby able-bodied
voters mark their preferences on paper ballots which are then counted by optical
scanners. See explanation below.

2. Place a prominent sign at every voting site letting voters know they are entitled to
cast a paper ballot if they would rather not use an electronic voting machine.

3. Do not provide extraordinary absentee ballot pickup measures for some voters or
communities that are not provided for all.

4. Reduce as much as possible the time lag between removal of voting machines
from the Registrar of Voters’ warehouse and their Election Day use. Secure
voting machines delivered to voting locations behind locked doors until Election
Day.

5. Better educate the public on the process for casting absentee ballots, particularly
when they must be mailed back and on the permissibility of polling place delivery
on Election Day.



10.

11.

12.

13.

14.

15.

16.

17.

Implement the Secretary of State’s requirements for an Election Observer Panel in
a timely manner. Appointers should be encouraged to rotate members at least
biennially to broadly acquaint the public with the election process.

Designate at least one private voting booth at every voting site for casting of
paper ballots.

Severely restrict physical access to the tabulating room, as allowed by Election
Code 15204.

Provide a more transparent and secure post-election one-percent manual count by
making public the process for randomly selecting the precincts to be checked
(including perhaps posting on the web), giving proper notice of the selection time
and reducing as much as possible the length of time between the selection of
precincts for the manual count and the start of the audit.

Install video cameras to record activity in all areas of the central tabulating room
with displays of each camera’s view in a public room.

Verify that election results are posted at every voting location.

Recruit Election Day workers aggressively and train them well ahead of elections.
Public advertisements including in utility bills, fliers, and invitations at senior
centers should be considered, as well as public recognition for workers’ service.
Take advantage of the city clerks’ willingness to help find polling places, recruit
poll workers and even be trained to change voting machine paper.

Consider formal agreements between the county and each city on election
services that the county will provide, including how the charges for such services
are calculated.

Hold quarterly meetings between the Registrar of Voters and city clerks,
including a post-mortem meeting after every election.

Provide a forum for public input on election issues hosted by the Registrar of
Voters at least annually.

Consider hiring a consultant to review the Registrar of Voters security procedures.



Secretary Bowen, Deputy Secretary Finley,

I am Jerry Berkman, a retired computer programmer at U.C. Berkeley,
with an interest in and a certification in computer security earned
from the SANS Institute [sans] in 2003.

Thanks you very much for performing the Top-To-Bottom Review
of Voting Systems. It was much overdue.

1. Beliefs vs. Reality

The registrars, vendors, and supporters of the DRE election
systems have beliefs which seem to me to not be based on reality.
Part of the prcblem is that the supporters seem to feel we

need only to defend against amateur attacks. If someone wants
to fix a Gubernatorial race, or U.S. Senate race, they will
probably have millions to spend, and be able to hire real

talent, not amateurs.

l.a. They believe that you can depend on elections officials and
elections workers.

But:

- Two election workers in Cleveland are now in jail for altering a recount;
[(Vu]

- Their supervisor, Michael Vu, is now Assistant Registrar of Voters in
San Diego County. He either must have been complicit or clueless.
Either way, would you want him in charge of counting your vote?

[Vu]

- The former ROV of Monterey County, Tony Anchundo, is now in jail

for 43 charges of forgery, misapplication of funds, embezzlement,
falsification of accounts, and grand theft of nearly $80,000 of County
money. [Anchundo]

- San Diego Registrar Deborah Seiler gave misleading testimony yesterday

in the public hearing, claiming the Top-To-Bottom review was a patch

work picking only a few of the systems to test and if a system failed

the tests, the County may use an untested less secure system. [Seiler]

In fact, all current systems which will be used in the future in California
by any but the smallest counties are being tested. [ttbrinc] Why is she
misleading us?

- Los Angeles Registar Connie McCormack said to the Los Angeles Times:
"All of us have made changes to our software - even major changes
- and none of us have gone back to the secretary of state.
But it was no secret we've been doing this all along."[connie]

1.b. The illusion that you can depend on vendors.

But:

- Diebold was decertified in 2004 due to installing unauthorized

patches without notifying the Secretary of State,

- the reports mention many things which do not work as documented,

- security vulnerabilities such as hard coded passwords and
vulnerabilities to election databases have been

file://C:\Documents and Settings\mcastill\Local Settings\Temporary Internet Files\OLK1...
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documented for years and not been fixed [cert],

- using Windows as a base platform calls into question the
vendors committment to security.

- the reports mention undisclosed logins without passwords
on the systems,

l.c. The supporters claim the red-team testing was unreasonable because
hackers wouldn't have access to systems for that long a time.

But:

- Researchers have been able to buy Diebold and Sequoia machines
on Ebay.
[ebay]

- Machines can and have been stolen, e.g. six Diebold tabulation machines
and a touch-screen voting terminal were stolen from a Ramada Inn in Macon
Georgia in June, 2002. It took Kathy Rogers, head of the Georgia
election division, two years until Sep. 2004 before she would acknowledge
the theft. Kathy Rogers is now a division head, and wrote the

Diebold statement presented at the public hearing Monday.

[macon]

- Machines are lost; e.g. there are reports of machines turning up
in strange places after elections.
[strange]

Does anyone really think that organized crime could not get
a few DREs and tabulators?

1l.d. The supporters claim the red-team testing was unreasonable because
hackers and others can't get the source code.

— The Diebold source code was found unprotected on the Web.

- It is quite possible someone could hack the vendors network
and get the source code.

- Social engineering, bribing a vendor programmer,

or bribing someone for a copy of the daily backup tapes may work.

If Los Alamos can't control it's classified computer programs,
why do we believe Diebold, Sequoia, and Hart InterCivic can?

l.e. The supporters claim these are well tested systems.
But:

- The ITAs test functionality, not security[summit].

- Each report commissioned to look at the security of the systems
has found meore and more vulnerabilities [reports]

- The ITA testing system has been found to be lacking with

Ciber, a major ITA, being denied initial accreditation by the EAC.
- Many parts of the source code which were supposed to be examined
by the ITAs were withheld by the vendors, e.g. Windows CE being
called COTS.

1.£f. The supporters believe if a system hasn't been proven to
be hacked, then it is secure.

This has proven false with:
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- Kryptonite locks for bicycles; once regarded as the ultimate
in security, but easily opened with a bic pen.

- Door locks: easily opened with "bump" keys available on the Internet.

- RFID keys for cars: these can be bypassed by a series of pulls on
the emergency brake.

2. The Current Situation

Currently, the systems:

- The systems are not secure.

- The systems are not HAVA compliant.

- The systems are not California Elections Code compliant.

- The vendor resist any attempts at oversight.

-~ The vendors act in a half hearted manner to address these issues, e.g.:
—-— Diebold building voting terminal stands which are too narrow,

only 19" wide, when the VVSG calls for 30" wide. Even without the

VVSG, 19" is obviously too narrow.

-— None of the vendors show evidence of using modern security practices
such as designing in security from the beginning, never using

hardcoded passwords, always validating input, etc.

- The systems keep changing, forcing ROVs to keep upgrading their systems.
- The systems are very expensive compared to optical scan systems.

- Each election, there are new problems, e.g. Sarasota's 18% undervote,
Charlotte County, Florida's 25% undervote, minority undervotes, etc.

The system needs simplifying.

another Florida's

A big problem is that there is not enough money in the election systems
market to cause the vendors to react and fix the problems, or for
new vendors to emerge.

Another big problem is the vendors development timetables.
According to the Elections Technology Council, [etcouncil]
the timeline for a minor software change to a voting system is 18 months,
for a minor hardware change to a voting system: 24 months,
for a major software change to a voting system: 36 months,
for a major hardware change to a voting system: 42 months,
for a new product to a voting system: 54 months.
These are too long. In fact, it has taken Diebold 1 and 1/2 years
to fix the problems found in the previous Secretary's term, and
the new system is still not certified.

3. Conclusions

To keep doing what we are doing, and expect better results has
been called the definition of insanity.

Decertify immediately any system not reviewed.

Decertify all the systems with DREs. Recertify with stringent
conditions the DREs for 2008 only to be used primarily for
accessibility, with a maximum of one DRE per polling place.
Other states, such as New Mexico, have made this switch quickly.
And, in fact, the undervotes for minority communities plummeted

after the switch in New Mexico!

The optical scanners also have many problems; recertify them
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or switch to hand counting. The February, 2008 primary could
easily be counted via hand, as there will be only one partisan
race plus, possibly, a few initiatives.

The HART system should be recertified only if they provide the
withheld software components.

Require as part of the recertification, unfettered observation by
the public. SOVCs should be posted in usable formats on the web.
All central servers should have their event logs posted on the web.

4. Miscellaneous

Many of the Registrars are trying to count votes as the voters
intended. However, that is not in the Elections Code. It should
be amended to fix that.

The Elections Code allows a maximum of 5 minutes time in the booth
with a DRE, 10 minutes otherwise. The accessibility

report showed about 10 minutes average for visual usage, 20-40 for
audio usage. The Elections Code should be amended.

The accessibility report stated there is a need for better privacy.
This is true for all voters. There should be curtains around the
booths.

[sans]
http://www.sans.org

[Vu]
http://www.nctimes.com/articles/2007/04/12/news/sandiego/5_02_564_11_07.txt

[Anchundo]

http://www.bradblog.com/?p=3937

BradBlog: "Monterey County, CA, Registrar Tony Anchundo Pleads 'No Contest'
To 43 Criminal Charges"

[Seiler] Testimony during TTBR Public Hearing, July 30, 2007

[ttbrinc]

"Frequently Asked Questions"

Top-To-Bottom Review FAQ, July 2, 2007
http://www.sos.ca.gov/elections/voting_systems/ttbr/ttbr_faq_fina1070207.pdf

[connie]The McCormack quote is cited on several web pages, including:
Kim Alexander:
http://www.calvoter.org/issues/votingtech/pub/0707KACOMremarks.html
Doug Jones:

http://www.cs.uiowa.edu/~jones/voting/nist2003.html

ACM Risks:

http://catless.ncl.ac.uk/Risks/23.03.html

LA City Beat:
http://www.lacitybeat.com/article.php?id=863&IssueNum=47

[cert]
Gems Central Tabulator 1.17.7, 1.18, August 31, 2004
http://www.us-cert.gov/cas/bulletins/SB04-252 . html#diebold

[ebay]
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http://www.bbvforums.org/cgi-bin/forums/board-auth.cgi?file=/8/46561.html,

Lou Dobs: http://www.votetrustusa.org/index.php?option=com content&task=view&id=1673
Sequoia: http://earc.berkeley.edu/news/2007/June/KeepingAnEye.php

[macon] "Steal This Vote", Andrew Gumbel, 2005, pages 235-236.

[strange] USA Today, "Mysterious touchscreen voting machine found", 9/29/04,
http://www.usatoday.com/tech/news/techpolicy/evoting/2004-09-29-abandoned-diebold-ma

[summit]
Remarks of ITA testers and other panelists at the Secretary of

State's Voting Systems Testing Summit, November 28-29, 2005,
Sacramento, CA.

[reports]
These include the SAIC, RABA, CompuWare, and Berkeley reports.
A major exception is the Alameda County report; but the report

was done without examining the source code and without testing
the machines.

[etcouncil]
Elections Technology Comments on HAVA Amendments, page 10.
http://www.electiontech.org/news/HelpAmericaVoteActAmendmentsFINAL.pdf
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E-VOTING TOP TO BOTTOM REVIEW COMMENTS

Below | have listed a number of issues which should be included in the Secretary of
State Election Division monitoring policies covering Electronic Voting machines.

1. Incident Report Forms and RoV Record Keeping:
A. Forms to be filled out by every voter who has experienced a problem
(re.: incident) while voting
Forms to be made available at every polling (voting) site in California
20 to 50 forms at each site
Forms to be sequentially numbered and accounted for by each county RoV
One copy goes to the voter, one copy to the RoV, and one copy to the SoS
A detailed posting of every incident report must be posted on the Internet 36
hours after the close of the election
Each county RoV office must maintain and report a detailed record of all
incidents and reports filled out and submit their records to the SoS after each
election.
2. Election Day “Tech Inspections” of all Electronic Voting Equipment
A. Tech Inspection based on the NASCAR Race Day tech inspection model
B. Prior to opening of the polling sites, on election day, copies must be made
(“burnt”) of all harddrives, memories, and any and all CD’s, and other
removeable storage devices( memory cards, flash cards, memory sticks, etc)
inserted into any electronic voting equipment, prior to, during and after the
election. This includes a copy of the election ballot software used to prepare
all the equipment for the election, This includes, but is not limited to all
equipment used at county central tabulating headquarters and each and every
polling site, in each county. This also includes, and is not limited to
all DRE’s, PBR (polling place ballot recorders) and any and all
electronic equipment used to read, store, and record ballots and votes, used
at every polling site and includes all sofiware, codes, and programs used to
conduct, run, and carry out all election functions electronically.
C. The same procedure must be repeated after the close of the voting, and at the
close of the tabulating done at the central tabulating location.

D. All digital copies are to be reviewed, inspected, and analyzed by certified and
SoS approved software experts, and compared to all software copies held in
esCcrow.

E. All the inspections and digital/electronic copying is to be conducted by SoS
approved and certified Computer Sciences technology specialists

F. All personnet costs of the specialists are to be bormn by each county

G. Certified specialists must be on location at all times prior to the start of voting

all through the completion of the Central Tabulation process
3. Polling Site Electronic Voting Equipment
A. [fitis financially and logistically impossible to comply with a NASCAR Race Day
Tech Inspection model on polling site electronic voting equipment, then
no such types of equipment can be used at the polling sites.
B. All voting must be done by hand marked paper ballots.

® MMUOw
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C. All ballots must be hand counted
D. Ateach polling site, upon completion of vote tabulation, the totals for that
particular polling site are to be posted outside the polling site, visible to

the public. All the individual polling site totals are to be posted on the Internet
within 24 hours after the close of voting.

E. HAVA exempts a jurisdiction from using an electronic overvote and under-
vote notification device if that jurisdiction uses a paper ballot voting system.

See HAVA Title lll, Subtitle A, Section 301, 42 USC 15481, (a) , (1), (B)
4. Disqualification Standards and Conditions

Based on the NASCAR Race Day Tech Inspection Model
A. [f the State certified and appointed tech inspectors are prevented in any way

from inspecting, analyzing, and reviewing any part of the software, firmware,
and hardware covered in Section 2.

B. If there is any difference from the software held in escrow and the software

in use.
C. Any violations of State Election Codes
D. Other

5. Seizure of Malfunctioning Touchscreen DRE’s
A. SoS mandates that any Touchscreen DRE be immediately removed from
use/service during the election when that specific touchscreen has been
reported to polling site workers as having changed the voter’s vote selection
B. A full and detailed statement and incident form is to be completed by the
voter and the polling site captain, including the serial number of the
touchscreen.
The polling site captain is to personally contact the SoS, and report the
touchscreen incident immediately upon notification by the voter.
The voter is to be instructed by the polling site captain to call the SoS
touchscreen problem specific hotline and report the incident as well
SoS is to set up a special, dedicated phone line for this specific problem only
The problem touchscreen is to be shipped within 24 hours directly to the SoS
in Sacramento.

The problem touchscreen cannot be touched by county IT personnel at any
time.

The problem touchscreen is to be treated as evidence in a felony vote
tampering investigation.

I. SOS is to launch a felony vote tampering investigation of each and every
instance of touchscreen vote switching

J. The same standards and conditions apply when a DRE switches (changes)
a voter's vote selection

r @& mm o ©

Sincerely
MARC KEENBERG

P.274
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DEBUNKING the RoVs’ IT SECURITY CLAIMS:

At the Monday, July 30 Secretary of State hearing on the SoS E-Veting Top to Bottom
Review, there was much testimony and claims made by various 1T “chiefs” from
numerous Registrar of Voters departments from throughout California. These IT
“experts” made repeated and strenuous statements that their electronic voting
equipment could not possibly be hacked and altered due to the fact that they employed
and utilized anti virus and anti spyware programs. Furthering support of their security
procedures, they stated that they frequently updated their Microsoft, and anti-virus and
anti-spyware programs, which, in their minds guaranteed that they have made it
impossible to hack into their equipment and cause potential damage to the integrity of
the elections. Assured of their own impregnable security measures, these IT gurus
were convinced of their ingenious defense tools. And they tried to convince the SoS and
the public that they actually knew what they are doing.

However, there are major flaws, inaccuracies, and deceptions inherent in their claims of
security knowledge and measures. To begin with, these IT “chiefs” all stated that their
Electronic Voting Equipment is NOT connected to the internet, so it cannot be hacked
into. If this is true, how do they receive and install their Microsoft, anti-virus, and anti
spyware updates? It is impossible to update these programs without being connected
to the internet. In order to receive the correct updates, the program’s home site must
first read your computer to find out what you need to receive. Second, the updates are
sent into your computer through the internet. If what they say is true, that they do
update these programs, then their e-voting equipment is at times connected to the
intemnet. Do they have firewalls on their equipment? When their equipment is
connected to the intemet, does the e-voting software “call” home? One would merely
jook at the firewall’s logs to see that, if they use a firewall. And do these IT “experts”,
so obsessed as they are with security, even bother to find out who their e-voting
equipment is contacting when connected to the internet while updating their security
programs? And, how do they update their software on the DRE's and PBR and other
polling site equipment? Do they connect these to the intemet as well?

Further demonstrating their complete and total lack of knowledge of how anti-virus and
anti-spyware programs work, these IT “experts” proudly proclaimed that these programs
would prevent any intrusions and virus and malware insertions into their equipment.
Waell, these security programs use a data base of known and identified malware
programs for the detection and prevention applications. If a program is not in their
known data base, these programs will not detect it. As any program which would be
used to alter and/or manipulate the vote tabulation and count records of an e-voting
machine would be very precisely use specific, it would be a program not ever used on
any other computer other than an e-voting computer. Consequently, any vote altering
program would not be exposed into the electronic environment from which the anti-virus
and antispyware programs use as a data bank. Therefore, the anti-spyware and anti-
virus programs are next to useless in preventing a use specific vote altering program.
As further evidence of their complete and total lack of understanding the security
involved in e-voting equipment, these IT “experts” never once mentioned any security
procedures insuring that each and every removeable memory data storage device
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(CD's, flash cards, smart cards, flash drives, etc) are clean of any possible malicious
vote altering programs. This is the way that this malware is introduced into the system.
They perform no “due diligence” analysis of the data on these memory devices and they
have no interest or concern about inherent built in vote altering programs imbedded
within the program’s software.

All the RoV personnel who spoke never once acknowledged or gave any indication of
awareness of the voluminous incidents of e-voting problems which have happened in
America since 2000. They are either oblivious of this or they are incredibly ignorant.
Either way, this is an intolerable position to take on their part.

After listening to the various IT “experts” pontificate on their extraordinary security
measures, and realizing how glaringly wrong, misleading and deceptive their claims
were, one comes to only one conclusion. That is, these RoV IT “experts” knew what
they were saying was incorrect, or they are completely and totally ignorant of what real
security is involving e-voting equipment. Their pompous, arrogant, elitist attitudes
cannot and will not compensate for their utter and complete ignorance of implementing
truly effective security and defense measures necessary to protect the sanctity of the
vote in America.

MARC KEENBERG
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From: Rick Crawford

Sent:  Wednesday, August 01, 2007 5:06 AM

To: Voting Systems

Subject: Comments on Top-to-Bottom Review of Voting Systems

FROM: Rick Crawford

Dear Secretary Bowen,

BRIEF BIO:

My background includes over 18 years as a Computer Security researcher.
My research has been funded primarily by federal agencies, including the

Air Force Information Warfare Center, DARPA, Dept. of Energy, NIST, NSF,
and the National Security Agency. Although some of my research

(on malicious code detection) was classified by the NSA,

I have 11 peer-reviewed publications in the open literature.

My work encompasses the broader social context in which Information
Technologies are used: I co-developed and taught what seems to have
been the first class on Computer Ethics in the UC system.

SITUATION ASSESSMENT:

In the 2000 and 2004 presidential elections, this nation's
voting systems performed so poorly, that many Americans questioned
the legitimacy of the elections' outcomes. In an attempt to
bind the nation's wounds, the Commission on Federal Election Reform,
co-chaired by former President Jimmy Carter and former Secretary of State
James Baker, issued a final report, "Building Confidence in U.S. Elections".
In it (http://www.american.edu/ia/cfer/report/CFER_section3.pdf),
section 3.3 on "Security for Voting Systems" states,

"The greater threat to most systems comes ... from insiders who
have direct access to the machines. ... There is no reason to
trust insiders in the election industry any more than in other
industries, such as gambling, where sophisticated insider fraud
has occurred despite extraordinary measures to prevent it."

I would add that computerized insider attacks at America's major

financial institutions involving hundreds of millions of dollars are
not unusual, despite extensive security precautions. As another example,

08/01/2007



insider attacks by Aldrich Ames (CIA) and Robert Hanssen (FBI) caused
considerable damage, but that harm was limited by those organizations'
underlying secure design principles (e.g., separation of privilege).

This is why security must be designed into a system, not tacked on

as an afterthought. And it demonstrates why we need reliable methods to
*detect* manipulations after the fact, even if we are unable to prevent
them. Your Red Team leader's overview correctly emphasizes these points
(http://www.sos.ca.gov/elections/voting_systems/ttbr/red_overview.pdf).
These points -- insider threats, and multi-layered security-in-depth

design -- are among *THE* most elementary aspects of computer security.

That is why I am absolutely appalled to read quotes from the 3

voting machine vendors disputing the conditions of the Red Team testing.
It is far worse to read similar quotes from the President of the Calif.
Association of Clerks and Elections Officials.

As though reading from the same playbook, these parties claim that
Red Team testing was "unrealistic” because (1) the team had too much
access and knowledge, and (2) the Red Team did not face a Blue Team
(i.e., operational security procedures).

But their claim #1 denies the threat of insider attacks, and their
claim #2 denies the need for a multi-layered security-in-depth design!

It simply is not credible that voting machine vendors are so ignorant

of basic security. And since the President of the Calif. Assoc. of Clerks
and Elections Officials was quoted in the San Francisco Chronicle (7/3/07)
as saying he personally administers the voting system in his county,

I would like to assume he knows a little about computer security.

Yet either these parties are woefully ignorant about the most elementary
aspects of computer security, or they intentionally are denying that any
"realistic" security threats or flaws could exist. Such a denial of reality
would be so blatant, as to bring to mind Saddam Hussein's Minister of
Information, who insisted to reporters that, "We have them on the run,”
even though American tanks already were roaming the streets of Baghdad.

(Diebold certainly was aware of some of their security flaws:

David Wagner's 3/15/07 Congressional testimony described how Diebold
had been informed privately about a flaw in 1997, yet despite recurring
public reports of this flaw, still had not fixed it 10 years later.)
Unfortunately, by denying the problem, these vendors (and apparently
also the Calif. Assoc. of Clerks and Elections Officials) have chosen

to become part of the problem, rather than part of the solution.

SHORT-TERM RECOMMENDATIONS:

Democracy requires that the casting of ballots be secret,
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but that the counting of votes be accurate and transparent to the

public. All 3 tested systems revealed security flaws so egregious,

that they should be decertified. The InkaVote system (whose manufacturer
was unwilling or unable to comply with the testing protocol) likewise
should be decertified. These decertifications should be unconditional,

i.e., the Secretary should *not* allow County election officials to

attempt to "patch" fundamental design flaws by operational procedures.

In light of the serious design and configuration flaws found in all
systems tested so far, the Secretary should provisionally (de-)certify
any other DRE systems in use within the state, subject to the condition
that each can be used (in the near term) only if similar design flaws

are not found by similar TTBR testing. Such short-term testing should
*not* consider any alleged protective effects of County operational
procedures. This is because, in the short-term, it is impractical

to assess the composite of an insecure design coupled with assorted
County procedures that are either secret or only documented informally.
Moreover, the adequacy of implementation of those security procedures
cannot be verified until the election is already underway.

Regarding the Calif. primary election scheduled for Feb. 2008,

one option is to mandate absentee ballots. In the Nov. 2006 election,
nearly 42 percent of voters chose absentee ballots. A second option

is to reschedule the Feb. 2008 election. California should lead the

nation in demonstrating, by example, that we will not tolerate a

sham election that violates the trust voters have placed in the process.
Better to have an election that is late, but reliable. Any other state

using similar machines should be shamed into following the Calif. example.
Presidential primary candidates should demonstrate their commitment to
accurate and transparent elections by pledging to remove their name from
the ballot of any state that fails to follow California's standard.

LONGER-TERM RECOMMENDATIONS:

Every technology is situated in a context comprised of social,
institutional, political, and economic factors. Unfortunately,
in the case of voting machines, none of these contextual factors
currently is favorable for election accuracy and transparency.
Clearly the security of voting machine technology must be improved.
But that cannot occur in isolation.

Therefore, the Secretary should use (provisional) certification
*strategically* to transition the marketplace, so that voting

machine vendors compete to achieve open standards of security and
usability. In conjunction with those changes in technology,

the Secretary, working with the Legislature and the Attorney General,
should alter the institutional context of use, so that Counties employ

a certain minimal level of uniform security procedures, so that election
workers are adequately trained in those procedures, so that election-day
*implementation* of security is inspected and verified, and so that
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Page 3 of 4



Page 4 of 4

appropriate legal liability serves as an incentive for compliance.

Finally, to achieve a fair and level playing field, it is imperative

that the state also transition to a mandate of *interoperability*,

SO THAT NEVER AGAIN CAN VOTING MACHINE VENDORS DICTATE THE TERMS
OF SECURITY TO OVERLY-COMPLIANT ELECTION OFFICIALS.

08/01/2007



From: Hebard &/or Peggy Olsen

Sent: Wednesday, August 01, 2007 7:17 AM
To: Voting Systems
Subject: rebuttle to registrars etc.request for field testing. can't make safe elections

My background is programing since 80's wrote entire database for my
classroom as well as assembling terminal from ICs and multiuser
computers from boards.

1 Their field testing argument sounds good; but it is irrelevant in

this case.

2 The objective is to convince voters their vote was really counted

while all wuncertain action occurs unwatchable inside of a
metal box.

They are saying they will prevent all hacking! Not convincing!

Most people who most of the time watch the DRE machines are not

PhD in Computer programer / hardware and hardware experts!
Will not make voters trust!

5 They cannot see the defects discovered by Debra Bowen's teams being

used to hack the election. Will not make voters trust!

6 Most of the time DRE are watched by people who do not understand
unmaskable resets, subroutines, infinite loops , conditional
statements, strings, numbers nor boot strap loaders or how
viruses work etc.

We are to believe morrons could help make elections accurate!

7 If the security needed were applied the vote would no longer
be secret because a guard would be needed to watch for bogus
cards to be inserted in machines. as well as other tampering and
could see who the voter voted for. This violates voter laws!

We need to retrain dope sniffing dogs to sniff cards with
bogus code on them to alter the election. Good Luck!

8 Invisable ballots should be forbidden. Don't know where stored
if even counted, If paper same as screen with using untrusted
looking device. (computer program) Does not increase confidence,

> W

9 Security must be considered in designing each part. Will increase
confidence!

10 Security must be considered in assembling parts together.

Will increase confidence more than Registrar's hot air!

11 Accomidating handicapped and different languages must be separated
from the counting proscess so voters can understand the counting
proscess in Optical scanner. Will increase voter confidence.

12 The microproscessor in counting machine must be incapable of
executing code not stored in read only memory to avoid viruses
and specious code. Will increase confidence!

13 There 1s no believable set of field rules which will make the
make it possible for registrars or assistants to be able
to monitor any fraud which is occuring least prevent it.
Registrars hot air to convince us does not inspire confidence!

14 It will difficult to rework the current machines to prevent
fraud.

15 I believe it is possible to design groups of machines with
security as the first priority, transparency as the second
priority, and accuracy as the third priority to be used to
vote with and make the proscess visable to every one in the
county via the internet as a publishing device not a voting
device.

16 A secure machine could be designed starting with redesign of the
microproscesser to be incapable of executing any code not stored in read
only memory--viruses could not be added. Would increase voter confidence.



17 Have the counting done by a optical scanner which does nothing else and

understands a specially constructed voting language readable by all voters

using words like ADD Sum etc. and posted on the machine. Would increase
voter confidence.

18 All the handicapped facitlties and different languages should be done
by a non counting machine which prints a paper ballot which the voter must
sign that he/she checked. Would increase voter confidence.

19 All precinct counts would be posted on the internet in real time.
Would increase voter confidence!
20 All sumations of those counts would also be posted in real time.
Would increase voter confidence!
21 Any adjustments made by the registrar would also be posted in real
time with raticnal for doing so. Making this public would increase
voter confidence.
22 each voter would get acknowledgement that his ballot was counted or
a reason why not or any problems with it. Would increase voter
convidence.
23 Eliminate excluding voters for any reason because more damage than
by allowing all felons to vote.

Hebard Olsen Teacher of computer programing in High School
Created database of assignments, Seating, Grades , and
actual learning packages in Science and math.



From: Donna & Mitch Pomerantz

Sent: Wednesday, August 01, 2007 5:01 PM

To: Voting Systems

Subject: Comments on Voting Systems Report August 1
Importance: High

August 1, 2007

The Honorable Debra Bowen
Secretary of State

1500 11th Street, oth Floor
Sacramento, CA 95814

Re: Comments for the California Top-to-Bottom Voting Systems Review
“Final Accessibility Review Report”

Dear Secretary Bowen:

My name is Donna Pomerantz and I am very active in local, state and
national organizations/community. So that you may have some background
and know my credentials I will name some of the following bodies of
which I am an active participant.

- Pasadena Accessibility & Disability Commission, Chairperson

- Los Angeles County Commission on Disabilities, Commissioner

- California Council of the Blind, Vice President, San Gabriel Valley
Chapter

- Los Angeles County Registrar Recorder’s Accessibility Advisory
Committee, Member

- American Council of the Blind, Member

- Community Rehabilitation Services Independent Living Center, Member,
Board of Directors

There are more, but I wish to limit this to those bodies that have a
relevance to this subject. As you can see there is a cross disability
perspective in these positions, but in my letter I will focus on
Blindness and Issues of Language and Traumatic Brain Injury.

I have reviewed the July 26, 2007 Accessibility Review Report for
California that concludes the Hart, Sequoia, and Diebold electronic
voting systems to be non-compliant with the accessibility requirements
of HAVA and the 2005 Voluntary Voting System Guidelines.

I am genuinely troubled that the findings of this report may lead to
decertification of voting systems that are already in place to allow for
a private, independent, accessible voting experience for people with
disabilities.

I concur that there are valid flaws in the current systems, not one
system is full proof or fully accessible for every person who has a
disability, all systems have their strengths and weaknesses. But in the
“red team testing” these systems were tested in a lab setting and not in
the “real world environment” therefore the comparison is flawed as well.

However, the solution is not to completely decertify the equipment that
is currently in use. This would completely disenfranchise voters with
disabilities and of those with and without disabilities there is a
diverse representation of those who speak a language other than English.
These systems have made it possible for those who have disabilities and
those for whom English is a second language to vote independently,
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privately and using systems that are accessible to them.

Now on a personal note, I decided in this last election to be a
pollworker and was also very excited that for the first time in my life
I would be akle to vote privately and independently at my home precinct
just like everyone else. If I could only find the words that could
express how liberating it was before, during and after I voted privately
and independently just a block or two from my residence. In this voting
experience for the first time in my life I had choices. I was not
segregated. I did not “have” to vote early at another location that was
a bit further then my residence. I was not forced to “hire” a reader to
fill out the ballot “for” me. I really was “set free” to make chocices
just like everyone else. I was no longer being treated like a “second
class citizen” just because I have a disability. How truly liberating.
This is an experience that I will never forget.

Please don’t take this away from me. I have tasted freedom and it is
good. Yes, there is work to do but while that wvaluable work is being
done, please allow me to keep those rights and don’t take them away
because there is still more work to be done. I want to keep on voting
independently and be allowed to make choices. I want to encourage more
of my community to do as I did. Once they too are able to taste
freedom, they will never forget.

I can say now that I do know what a privilege it is to be able to vote
privately and independently, please don’t take that away from me.

Respectfully,

Donna Pomerantz



From: Phil Johnston

Sent: Wednesday, August 01, 2007 5:01 PM
To: Voting Systems
Subject: Red Team Review of Diebold, Sequoia, Hart, and ES&S Machines

Secretary Bowen,

As an IT Professional and advocate for free, fair and TRANSPARENT
elections who is gravely concerned about the use of Electronic Voting
Machines, THANK YOU for performing the Red Team Review of Diebold,
Sequoia, Hart, and ES&S Machines. As suspected and predicted, the
machines demonstrated massive security flaws.

As you must also be aware, the lack of secure and consistent policies
and procedures involving the administration and use of these machines
is also a source of massive security flaws. Either one of these flaws
is cause enough for great concern. Taken together, it is frankly
quite chilling in its implications for potential corruption.

In light of these concerns, I sincerely hope you will decertify these
machines and not allow their use under any circumstances,
conditionally or otherwise. As an interim solution to make up the
deficit created by this decertification, I suggest using Optical Scan
Ballots in their place. Optical Scan Ballots can be scanned quickly,
are highly accurate, and provide a paper trail in the event that a
recount is needed.

Just the same, as a necessary procedure to test and maintain
accuracy, mandatory recounts of some statistically significant
percentage of the total for each precinct should be implemented.

Finally, in an effort to bolster your confidence in standing up to
the vendors of these Electronic Voting Machines, please know that I
voted for you in hopes that you would do just that. So far, you have
demonstrated courage in standing up to these people whose only real
interest is in their bottom line, NOT the integrity of our democracy.
I applaud you efforts and encourage you to do what is best for our
democratic process, not the special interests of the voting machine
manufacturers.

Thank you,

?h'al‘l? Johnston

Computer Resource Specialist
Media Services Kerr Hall
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From: Paul Lehtc
Sent:  Wednesday, August 01, 2007 4:34 PM
To: Voting Systems;

Subject: Top to Bottom Review: Decertify all Systems
Dear Secretary of State Bowen:

As you know, you are statutorily authorized to conduct this top to bottom review for the purposes of
assessing the suitability of voting systems for use in California. As an election lawyer with some
litigation experience in California elections, I wish to offer the following comments supporting complete
decertification of all electronic voting systems in use in California for the reasons stated below,
particularly emphasizing your own inability, on account of vendor resistance and delay, to even
complete and accomplish your own duties of inspection and review on account of vendor opposition to
producing any and all information.

1. Itis clear that the Secretary has authority under Elections Code section 19203 to "make all
arrangements for the time and place to examine voting equipment proposed to be sold

in this state." You made those arrangements, you know the manner in which they
were not complied with was numerous and egregious. This alone prevents you from
forming a belief that you have properly inspected those voting systems such that
you can approve them. You would be speculating as to software not provided or
reviewed, and information withhold. Thus, the information required to be provided
by vendors is insufficient to form a finding that the systems comply with
California. Accordingly, this alone requires decertification.

2. Under elections code section 19205, the software is required to be suitable for
the purpose intended. However, all vendor contracts of which I am aware routinely
disclaim the implied warranties of merchantability and fitness for a particular
purpose. This constitutes a signed statement for each vendor DENYING that their
voting systems will work for their usual purpose (the general legal definition of
merchantability) and it constitutes DENYING that the systms will work for the
particular purpose intended, namely elections in California Counties (the general
definition of fitness for a particular purpose). These denials are, standing
alone, sufficient evidence not only to decertify, but to conclude beyond any doubt
that the manufacturers themselves do not believe in and do not stand behind their
products, and do not in fact think they are suitable for the purpose of California
elections in a way that is meaninfully relevant to the public's goals of
transparent and accurate elections. See my legal white paper on this at
http://www.wheresthepaper.orqg/%eroGuarantee0707.pdf

3. The security papers adopted by the Secretary as contractually or legally demanded by vendors
constitute significant if not total (in some instances) restrictions on the discretion of the Secretary to
inspect and evaluate voting systems. These requirements, be they from trade secrecy or contract,
constitute additional conditions blinding the eyes and limiting the ability of the Secretary to do her job
and support the public interest.

4. False Statements and Fraud by Vendors. http://www.sequoiavote.com/bAVCEdge.php states
as follows, and has so stated since at least August 2004, and constitutes a warranty and
representation that inheres in the contacts Sequoia signed, since it is an express warranty it is
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not waivable:

Unmatched Security

The AVC Edge® provides nothing less than 100 percent accuracy, privacy and security.

[ ] The Audit Trail provides an unalterable electronic record of all votes cast during an
election

For reasons clearly established in the Top to Bottom and red team reviews, this statement
is false and fraudulent. This constitutes an independent basis for rescission of contract
under the law of fraud and false pretenses because the records ARE alterable, and the
systems are NOT 100% accurate, private, and secure.

9. History of Inaction. | personally sued Sequoia in April 2005, on issues including the
"yellow button" that, pressed twice, allows unlimited manual voting. Sequoia has
proven an intense pattern of recklessness by taking no action on this, despite all the
notice one could possibly have of this problem See
www.votersunite.org/info/lehtolawsuit.asp (choose "complaint" near bottom)

6. Diebold represented to the NH Ballot Commission on videotape that they would do
whatever the California SOS required. They did this to obtain a NH approval.
Obviously this was a false statement. Diebold, and all other vendors, are NOT
LISTENING nor do they sincerely wish to have their code vulnerabilities corrected. This
is an additional reason, in the nature of "other good cause" sufficient for decertification.

7. Decertification can and should be sought also under Election Code section 19214.5.
(a) [...] for an unauthorized change in hardware, software, or firmware to
any voting system certified or conditionally certified in California." This

should include a prohibition on doing business in California for 3 or more
vears, and refund of money under subsection (4).

8. Local elections officials are also prevented by vendors from doing a proper
inspection every two years, and this is supporting cause for decertification
under Elections Code section 19220. The elections official of any county or
city using voting or vote tabulating equipment shall inspect the machines or
devices at least once every two years to determine their accuracy. IT IS
IMPOSSIBLE To determine accuracy under conditions of secret vote counting or
trade secret software. Most certainly any TIMELY determination of this
accuracy, prior to certification of the election result is not possible,
especially when local elections officials claim to be too busy to provide
whatever very limited information they do have access to. Here again, it is
impossible for the Secretary of State, or any rational human being, to form a
rational belief that a complete top to bottom review has been had. Secret
vote counting defeats this entirely.

Please decertify the non-transparent, secret vote counting software from all
vendors, as it completely prevents and defeats the democratic accountability
of elections. Whenever the private power exceeds the government power, as
FDR specifically noted, we have met the definition of fascism. To approve
any of these systems is to accept that private power of corporations is
greater than the public interest in transparency, since they insist on
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secrecy in vote counting. I do not believe that you could, consistent with

your oath of office, allow any vendors to continue to do business, since you
would be violating your duty to uphold the Constitution and laws of the state
of California and its people, in favor of corporate power, and implicitly
finding that power superior to the sovereignty of California.

This is
impossible, if we remain a democracy.

Very truly yours

Paul R Lehto
Attorney at Law

Paul R Lehto, Juris Doctor

08/02/2007
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From: Nancy Tob

Sent:  Wednesday, August 01, 2007 4:08 PM

To: Jenny Clark

Cc: Voting Systems

Subject: Re: Recommendations for the General Election of 2008

Secretary Bowen,

I will add my congratulations and thanks to you and your staff, for initiating and following through with
the red team testing.

The office of the New Hampshire Secretary of State has graciously provided the following presentations
on hand counting methods and management, as well as disability accessibility in NH voting systems.
h_t‘gp_:_[[_www.dg_m@_ggg/_ferlewhampshire.com/ﬁl@_s/__dem0cracyfest_recongi_l_igt_igr_lwhandcounting.pﬁ

Our Deputy Attorney General, Bud Fitch, has also provided an invaluable presentation on election night
reconciliation, here:

http://www.democracyfornewhampshire.com/files/democracyfest reconciliation_handcounting.pdf

Additionally, I am attaching a draft version of a Hand Counting Primer, for your review. This includes
information from the presentations cited above.

As the nation looks to California, I pray you and your state have the courage and strength to do what
must be done, what we all must do, and get rid of these secret vote counting technologies that are
plaguing our country and undermining our democracy.

Best,

Nancy

Nancy Tobi

Chair, Fair Elections Committee
Legislative Coordinator, Election Defense Alliance

On 8/1/07, Jenny Clark > wrote:
- Thank you! Secretary of State Debra Bowen for the review of electronic voting machines!

[ understand you are soliciting public comments on the issue, through today.

Yes, all e-voting systems must be decertified at once! Good luck!
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I have been aware of the fraudulent voting machines for many years and have been appalled at the
lack of serious review and public awareness (thanks to the media blackout on the subject). So I am
especially grateful for your "Red Team" review.

With the Emmy nominated "Hacking Democracy" in documentaries this year, maybe that will help
shed some light on this serious problem. You may recall that even optical scan voting systems are
hacked in this film. Any marking or counting device that relies on computer technology can be
hacked.

There was a time we all believed a "paper trail" attached to e-voting machines would be a good
answer. However, since new information and evidence of fraudulent counts, conflicting exit polls and
a host of other evidence, I now believe that the best solution is to simply scrap all computerized
technology in our voting systems.

What voters need and want and deserve is a "paper ballot". We do not need a receipt to take home nor
do we need a small percent of our votes audited as the paper "trail" proponents argue.

The best solution for accurate vote counts is to return to the simple hand counted paper ballot, hand
counted in full public view at the precinct level. The totals at the precinct will match the number of
voters who signed in to vote. The paper should be of a durable stock to allow many hand counts of
multiple-candidate/issues on the ballot. Even if you paid the counters $20 an hour, you still would
save many millions by avoiding complex computer upgrades year to year, and other expenses.

I 'am not an expert on computers or hand counting, but I highly suggest that you seek advise from
many experts who are knowledgeable on how to do hand counts.

Posted below is a link and an article about how to conduct a hand counted paper ballot election. Do
not be swayed by nay-sayers who think this solution is a return to the dark ages. Indeed, many
countries around the world use this system just fine and are perplexed with the US fixation on voting
machines. It is totally doable, even in a large state like California. It keeps all elections as local as
possible at the precinct level.

I hope that California will once again be a leader for the nation on this issue of e-voting. Every
technological fix suggested by computer experts is another doorway for hacking. The accountability
and prosecution of the fraud that has already occurred should be firm and swift.

Good luck!
Thank you,
Jenny Clark

See this link for information on "An Election Preparedness Kit", written by hand counted paper ballot
expert Nancy Tobi from New Hampshire, who is another good source for you, on the training required
to perform hand counted ballots. It should not take too long to do the training. I have copied Nancy on
this e-mail to make it easy for you to contact her.

http://www.democracyfornewhampshire.com/node/view/2606

This article explains in simple terms how easy and inexpensive it is to use the hand counted paper
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ballot voting system.

http: / /www.smirkingchimp.com/node/8842

On-Site Observations of the Hand-Counting of Paper Ballots and
Recommendations for the General Election of 2008
by Sheila Parks | Jul 20 2007 - 9:44am |

Between May 2, 2006 and November 7, 2006, I observed the hand-counting of paper ballots
in three elections in two New England states. The purpose of these observations was to
gather first-hand data concerning the feasibility, effectiveness and accuracy of the use of
HCPB. These elections were as follows:

(1) Rockport, Massachusetts (MA), on May 2, 2006, Town Election

(2) Hudson, MA, on May 8, 2006, Town Election

(3) Acton, Maine (ME), on November 7, 2006, General Election

All three hand-countings of paper ballots were conducted smoothly and were finished in a
timely manner. This paper describes the various protocols used and presents
recommendations for the use of hand-counted paper ballots (HCPB) in the upcoming
elections of 2008. Absentee ballots, provisional ballots and chain of custody of the ballots are
not dealt with in this paper, although they are also crucial elements of an HCPB system.[1]
Much has been written about the fraud and error associated with the use of electronic voting
machines - both Direct Recording Electronic (DRE'S/touchscreens) and Optical Scan (op
scans/opti scans).[2] Because of this fraud and error, HCPB have been put forth as an
alternative to electronic voting machines.[3] The use of an HCPB system will ensure that
each vote is counted as intended and as cast by the voter. Although HCPB do not address the
egregious suppression of the vote (mostly of people of color, elders and low income people),
partnering a solution to the elimination of this suppression with the use of HCPB is the only
way to have honest and transparent elections.

The jurisdictions that I observed were not selected randomly. They were places that I could
drive to comfortably from my home in Boston, MA. Moreover, I was interested in observing
an election in Acton, ME because the Town Clerk had told me that after the first hand-
counting, the ballots would be hand-counted a second time.[4] I received permission to
observe the elections from each Secretary of State, or their assistants, and from each Town
Clerk. For full transparency, I introduced myself as an advocate of HCPB, who wanted to
observe an HCPB election. I was very well received and felt comfortable in all places. All
three Town Clerks were very generous with their time and expertise.

In each of the three elections observed, number two pencils were used by the voters to hand
mark their paper ballots. In each of the elections, the counters worked in teams of two. In
addition, the counters were told that it was the intent of the voter that was to be counted, and
when in doubt, the counters called over the Town Clerk or Warden[5] to ask questions about
specific ballots and how to count them. Finally, in each of the elections, the counters were
able to hand-count the paper ballots in a short time (see specifics below).

ACTON, ME, NOVEMBER 7, 2006, GENERAL ELECTION

I will first describe the HCPB election in Acton, ME on November 7, 2006 because this
protocol used a procedure that would produce the most accurate count of the votes - namely,
a second hand-count was done immediately after the first hand-count.

The ballot box was a plain, wooden box with a slot into which voters put their ballots. There

08/02/2007



Page 4 of 10

were six teams, of two counters each, doing the hand-counting. The counters came in
specifically to count; they had not worked at the polls earlier in the day. Each team consisted
of a Republican and a Democrat. The teams first counted the ballots into batches of 50, and
then these batches of 50 were counted again.

The teams then hand-counted the votes cast in each contest for each batch of 50 ballots in
the following manner: One member of the team would read out loud the name marked off for
each contest; the other member of the team marked the vote on a tally sheet that
corresponded to the ballot. A voter's entire ballot was tallied for all of the contests before the
counters went on to tally the next voter's ballot. The talliers counted each vote by making a
hash mark (small, straight vertical line).[6] After four vertical lines were made, a fifth line
was made diagonally through the first four marks. For each person running for office (and for
each initiative), the tally sheet was marked off into five columns vertically and two rows
horizontally, providing 10 rectangular spaces in each of which five hash marks could be
written - a total of 50 hash marks - i.e., votes - per contest or initiative. A dark horizontal line
separated the names in each contest. At the end of the counting of all of the races in a batch
of 50 ballots, the counters totaled the hash marks for each race on the tally sheet and entered
that number on the tally sheet in the "TOTAL VOTE" column. There was a special sheet for
write-ins.

Immediately after the first hand-count of a batch of 50 ballots, a second hand-count, on a
new tally sheet, was done of this same batch of 50 ballots by these same counters. Again, the
entire ballot of each voter was tallied before the counters proceeded to the next voter's ballot.
This time, the person who had read the names out loud marked each vote on the tally sheet,
and the person who had tallied read out loud the ballot choices. After the votes on all 50
ballots in a batch were marked on the tally sheet, the totals for each contest were obtained
and written on the tally sheet. If the totals for the candidates in any contest or for any
initiative were not exactly the same on the first and second tally sheets (i.e. on the first and
second countings), these contests or initiatives were counted a third time. I observed such a
situation two times.

The HCPB election in Acton, ME demonstrates that paper ballots can be hand-counted
immediately a second time, at the precinct on election night, before the results are posted at
the precinct, in order to ensure an honest and transparent count in a timely manner. The
election in Acton, ME also indicates that paper ballots can be hand-counted in a very short
time. With seven races and two initiatives, the six teams of two people each were able to
hand-count twice 944 ballots in four hours.

ROCKPORT, MA, MAY 2, 2006, TOWN ELECTION HUDSON, MA , May 8, 2006,
TOWN ELECTION

The elections in Rockport and Hudson will be discussed together because they were similar
in various respects. Both counted the votes cast only once,[77] and both used the same kind of
tally sheets provided by the MA Secretary of State. In both jurisdictions the ballots were
counted into batches of 50. The tally sheet was a large piece of paper that was marked off into
a grid with horizontal and vertical lines forming small rectangular boxes (similar to the
squares of graph paper). The vertical columns were marked with a heavy line at each multiple
of five columns. There were 50 rectangular boxes across each horizontal line. At the top of
the tally sheet, each vertical column was numbered from 1-50. On both the left hand and
right hand sides of the tally sheet were the names of the people running in that particular
race. One tally, as a hash mark, was put into one box, beside the name of the person voted
for. A voter's entire ballot was tallied for all of the contests before the counters went on to
tally the next voter's ballot. After the 50 ballots were tallied, the totals for each contest were
entered into the "Totals" column at the end of the 50th box. Blanks and write-ins were also
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marked on this sheet. Four or five teams of two poll workers did the hand-count. One read
from the ballot, and the other person placed the hash mark in the appropriate box on the
tally sheet.

Rockport, MA used an old wooden ballot box.[8] A poll worker turned the brass handle on
the box as each voter put her/his ballot into the box. Numbers on the front of the box
automatically changed as ballots were placed in it, counting the cumulative number of ballots
placed in the box. The machine marked each ballot with the precinct number down the
center of the ballot as it went through the machine. The preceding characteristics of the
ballot box provided a measure of security for the ballots, minimizing the danger of stuffing
the ballot box, a criticism often leveled at the HCPB process. As noted earlier, this paper does
not examine in detail issues of security such as chain of custody, but rather deals with
protocols for HCPB.

There were two crews of poll workers, morning and afternoon. One crew came in at 6:30AM
and worked until 12:30PM. The second crew came in at 12:30PM and worked until 6:30PM.
At 6:30PM, the second crew went home for dinner until 8PM, when they came back to hand-
count the paper ballots. The morning shift came back at 6:30PM to work at the polls and
then to hand-count the paper ballots. The polls closed at 8PM. The paper ballots were hand-
counted by five teams of two workers each.

In Hudson, the ballot box was an old box made of gray wood. The ballot box rang when the
voter put in her/his ballot, and the poll worker turned the crank of the box, moving the ballot
from the slot of the box into the box. When the poll worker cranked the ballot into the ballot
box, each ballot was inked with "Town of Hudson, precinct 6."[9] This ballot box also
provided a degree of security for the ballots.

The Clerk could hire eight people per precinct, not including the Warden and Clerk, who
were also present for the hand-counting. There were two shifts of poll workers, 7AM-5PM
and 5PM-8PM, which was when the polls closed. The second shift did the counting. Poll
workers had to be registered voters in the town of Hudson. Although it was preferred that the
counters lived in the precinct where they worked, it was not necessary.

The elections in Rockport and Hudson again demonstrate that paper ballots can be hand-
counted in a reasonable time. In Rockport, it took about one hour to hand-count 522 ballots;
there were six races and no initiatives. In Hudson it took about one hour to hand-count 59
ballots; there were 14 races and no initiatives. As noted, both communities used ballot boxes
that provided a degree of security for the ballots.

RECOMMENDATIONS TO BEGIN WITH THE 2008 GENERAL ELECTION
(WHICH INCLUDES THE PRESIDENTIAL ELECTION)

Recommendations Based on My Observations

(1) Based on my observations in Acton, ME, this paper recommends the hand-counting of
paper ballots followed immediately by a complete second hand-counting and a reconciliation
of the two counts, if necessary, by additional counting.[10] A second hand-counting is
crucial to check the accuracy of the first hand-count. If a discrepancy is found between the
two countings, counting should continue until the counts are reconciled. This paper also
recommends the procedure used in Acton of counting the ballots into batches of 50, counting
a batch of 50 and then immediately counting that batch of 50 again. Some critics of
electronic voting machines have pointed out the need to obtain a second count, called an
audit, after the first original tabulation of votes; however, there is no consensus as to how
such an audit should or could be done. The second counting of ballots recommended in this
paper goes beyond the concept of an audit to a comprehensive process encompassing a
second counting of every vote and a reconciliation of the two counts.
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(2) From my observations of these three hand countings, I prefer the tally sheets used in
Acton, ME over the graph-like grid used in both Rockport, MA and Hudson, MA. During my
observations, it appeared that the Acton tally sheet was easier for the counters to use. With
the grid-like tally sheets, care had to be taken by the counters not to lose their place.

(3) Because HCPB require careful attention to and scrutiny of the ballots, it is recommended
that people who have not worked at the polls all day come in to do the counting, as in Acton,
ME.

(4) As noted, this paper does not deal in detail with the issue of security of the ballots.
However, it is recommended that research be done concerning the cost of manufacturing
ballot boxes with the characteristics described for Hudson, MA and Rockport, MA.
Additional Recommendations

The present author has been involved with voting rights for the last five years. Based on her
previous work,[11] she also further expands the use of HCPB to include the following
recommendations:

(1) In addition to the four recommendations presented above, it is recommended that an
HCPB protocol also have the following characteristics: (a) Ballots would be counted at the
precinct by registered voters in that precinct. (b) The counting would be done in full view of
the public. (¢) The counting would be videotaped. (d) The results would be posted at the
precinct immediately after the count. (e) To be manageable, precincts would be no larger
than 1000 registered voters. (Because the concept of HCPB operates at the precinct level,
even large communities can adopt such a system.) (f) In each precinct there would be at least
10 teams of two counters each (a Democrat and a Republican).[12] These teams would count
the ballots, one counter reading the name and the other counter making the mark on the tally
sheet. For the second counting, the counters on each team would switch roles. (g) Whether or
not there would be observers as part of the team of counters, and if so, how many, needs
more research and is beyond the scope of this paper.

(2) This paper recommends that poll workers who participate in the process of HCPB be paid
at a rate that will be respected by the community. This will be possible because a large
amount of money will be saved with the elimination of electronic voting machines. The Help
America Vote Act (HAVA) paid states hundreds of millions of dollars to buy electronic voting
machines, both DRE'S and/or op scans.[13] One machine can cost anywhere from $3,000 -
$5,000[14] and that amount does not include storing, maintenance, and upgrade. In
contrast, for an HCPB election, the cost for the counting could be $2400.00 per precinct for
each election, with ten teams of two workers each, as described above, and paying each
worker $20/hour for six hours ($120). HCPB by registered voters from the precinct would
also keep the money in the community. As is true for op scan electronic voting machines,
money would also have to be spent for the cost of printing the ballots.[15] If hundreds of
millions of dollars had not been spent for the purchase, storage and upgrade of electronic
voting machines, imagine the money our communities could have used for health care and
education.

EPILOGUE

On January 4, 2006, I had the good fortune to watch on TV the voting in Congress for
Speaker of the House. One at a time, each representative called out orally her/his choice for
Speaker, and that vote was tallied by hand. This hand counting of oral votes was done by two
Republicans and two Democrats, all of whom had been appointed by the Clerk of the House.
The Electronic Board that usually counts the votes of the Representatives was not used for
this count; the official vote was tallied by hand. I could not help but wonder how the
Representatives would have felt had their votes not been recorded accurately, or not at all, as
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voters throughout the USA experienced in recent elections. For voters in each precinct in the
USA, hand-counting of paper ballots would assure that each of our votes is counted as
intended and as cast, as the oral votes of our Representatives, were hand-counted, as
intended and as cast, in the House of Representatives.

ENDNOTES

[1] For a beginning discussion of chain of custody, see the present author's paper Hand-
Counted Paper Ballots Now. A version of this article first appeared in the April 2006 issue of

Tikkun, http://www.tikkun.org/magazine/specials/article.2006-04-
10.1693298872 , retrieved from the Web February 28, 2007. An updated version can be

found at http://electionfraudnews.com/News/HCPBNow.htm , retrieved from the
Web February 28, 2007. "Ballot boxes must be clearly marked and visible in plain view.
Ballot boxes will be sealed and locked whenever they contain ballots and are not being
actively used. Ballot boxes are secured from the beginning of voting until the end of counting
by a chain of custody procedure. Ballot boxes never leave the polling place until after the vote
is counted, audited and certified. Each time ballot boxes move from the physical control of or
visual contact from one person to another, a duplicate record signed by all counters and
observers must be made relinquishing and gaining control. There will be a documentation
process wherein each ballot box will have a record of its handling from the beginning of the
day to the end of counting. On the web site of computer science expert Professor Douglas W.
Jones, there is a very clear and detailed protocol for "Ballot and Ballot Box Transportation"
and "Ballot Storage.” The reader is referred specifically to these two sections (the last two on
this link): http://www.cs.uiowa.edu/~jones/voting/paper.html

[2] Listed here are some of the outstanding articles about the fraud and error resulting from
electronic voting machines; some are from the mainstream media, others from scholarly
sources, and yet others from technical groups: (1) The public hacking of electronic voting
machines by Harri Hursti, working with Black Box Voting,
http://www.bbvforums.org/forums/messages/2197/6847.html , retrieved from the
Web February 21, 2007. (2) The U.S. Government Accountability Office (GAO) in its
nonpartisan September 2005 report on elections states in its conclusions: "Numerous recent
studies and reports have highlighted problems with the security and reliability of electronic
voting systems S the concerns they raise have the potential to affect election outcomes §
Federal Efforts to Improve Security and Reliability of Electronic Voting Systems Are Under
Way, But Key Activities Need to be Completed.",
hitp://www.gao.gov/new.items/d05956.pdf, retrieved from the Web March 7, 2007.
(3) Article by Robert F. Kennedy, Jr. in Rolling Stone (Issue 1002, June 15, 2006),
http://www.rollingstone.com/politics/story/11717105/robert f kennedy
Jr__will_the_next_election_be_hacked/print, retrieved from the Web February 21,
2007. (4) Report of the Brennan Center Task Force of NYU, on June 27, 2006,
http://www.brennancenter.org/press detail.asp?key=100&subkey=36345 ,
retrieved from the Web February 21, 2007 and
http://brennancenter.org/dynamic/subpages/download_file 38150.pdf,
retrieved from the Web February 22, 2007. (5) Papers by Ed Felton et al. from Princeton
University in Sept. 2006, http://dubiousprofundity.com/hackthevote.pdf, retrieved
from the Web February 21, 2007. (6) Problems that occurred with electronic voting machines
in many states in the General Election on November 7, 2006, especially the 18,000
undervotes in Sarasota County, FL,

http://www.nytimes.com/cq/2006/12/20/cq 2056.html , retrieved from the Web
February 20, 2007. (7) NIST discussion draft, December 1, 2006,
http://vote.nist.gov/DraftWhitePaperOnSIinVVSG2007-20061120.pdf , retrieved
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from the Web February 22, 2007. (8) The annotated bibliography by Rady Ananda,
http://tinyurl.com/2gwlve, retrieved from the Web May 11, 2007.

[3] On August 4, 2006, Nancy Tobi posted this article about HCPB in NH,
http://www.opednews.com/articles/genera nancy to 060804 the granite s
tate_de.htm, retrieved from the Web March 12, 2007. An editorial first carried in the
Ketchikan Daily News, December 1, 2006, written by Editor Terry Miller, called for HCPB for
the president and vice president, http://www.ketchikandailynews.com/, retrieved
from the Web January 12, 2007. (Thanks to John Gideon of Daily Voting News for pointing
out the Ketchikan editorial.) On December 7, 2006, the editorial was then picked up by the
Juneau Empire, http://juneauempire.com/smart search/, retrieved from the Web
January 12, 2007. Rady Ananda wrote an HCPB Implementation Strategy for 2007 on
January 3, 2007,

http://www.opednews.com/articles/opedne rady ana 070102 evoting exit
strateg.htm, retrieved from the Web March 13, 2005. In February 2007, in Missouri (MO),
Show Me The Vote, led by Phil Lindsey, introduced an initiative to go on the ballot that, if
passed, would mean that MO would not use electronic voting machines in their elections, but
would use HCPB. This initiative must first get enough votes from the public to appear on the
ballot, http://www.scoop.co.nz/stories/H1.0702/S00271.htm , by Michael Collins,
retrieved from the Web March 12, 2007. (To contact Show Me The Vote, email Phil at
galloglas@sbcglobal.net.) Another HCPB initiative, led by Kathleen Wynne, is in the form
of a petition from the American People to Congress, urging Congress to reintroduce the
Paper Ballot Bill of 2006, http://hcpbnow.org/petition.html, retrieved from the Web
July 13, 2007. In June 2007, at The DFA (Democracy for America) Democracy Fest in New
Hampshire, in a telephone call to the attendees, Representative Dennis Kucinich stated that
he will introduce The Paper Ballot Bill of 2007, mandating HCPB for all federal offices.
Kucinich has changed the bill from his 2006 version, H.R. 6200, which had mandated HCPB
for the offices of president and vice-president only,
http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=109 cong bi
lls&docid=f:h6200ih.txt.pdf, retrieved from the Web, March 30, 2007.

[4] I observed one of the three HCPB methods authorized by the Maine Secretary of State,
called "The Reading Method": "The team counts each lot together; 1 member reads and the
other member tallies. The team members then switch roles, so that the tally is done a second
time. If they agree, that count is completed. If there is a discrepancy, the team must recount
the race or races where the count was off. S." From Maine Revised Statutes Annotated
(MRSA), CONDUCT OF ELECTIONS, Chapter 9, page 3, (Title 21-A §695).

[5] "Warden" is the name used in Massachusetts for the poll worker in charge of the election
in that precinct. Different names are used in different states. The person is not an elected
official

[6] In April 2004, Teresa Hommel described some hand-counting methods used in Canada
and New York City, http://wheresthepaper.org/CountPaperBallots.htm , retrieved
from the Web January 13, 2007.

[7] Another method of hand-counting paper ballots is the sort and stack protocol,
http://www.sos.nh.gov/FINAL%20EPM%208-30-2006.pdf (pp 144-146), retrieved
from the Web May 11, 2007. In this method, used by the state of New Hampshire, the ballots
are first sorted into stacks for each candidate, and then the stacks are counted. In email
correspondence, December 2, 2006 and December 4, 2006, with Nancy Tobi from
Democracy for New Hampshire, Tobi states that NH uses the sort and stack method for both
election night counts and for recounts. She says that it is used primarily for "S single member
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races - where there is a yes/no choiceS." and for straight ticket votes. Sort and stack is not
usable in all situations. With this protocol, as with those used in Rockport and Hudson, votes
are counted only once; the manual recommends a second count if there is a "close race." A
"close race" is not defined. A mandatory second count for all ballots could be added to this
protocol.

[8] The ballot box said "Town of Rockport, Precinct 2" and was dated 1922.

[9] The ballot box was made by S. Ralph Cross and Sons, Inc., 120 Mayfield Street,
Worcester 2, MA, now out of business. The box was dated 1971.

[10] Joanne Karasak has recommended a first count followed by "an immediate second
'blind’ count (blind count meaning that the second team of counters do not know the total on
the first count).” Email posted June 26, 2007. Based on my observations in Maine, I think it
would be too confusing to change counters.

[11]See Sheila Parks, What Went Wrong in Ohio & Black Box Voting,
http://www.tikkun.org/magazine/reviews/article.2006-01-06.7975946864 ,
retrieved from the Web March 18, 2007; Sheila Parks, Hand-Counted Paper Ballots Now
(see endnote 1); Roy Lipscomb and Sheila Parks, Hand-Counted Paper Ballots: Frequently
Asked Questions, http://www.scoop.co.nz/stories/HL0705/S00261.htm , retrieved
from the Web May 20, 2007.

[12] If there additional parties on the ballot, representatives from these parties should also
participate in the counting.

[13] Thanks to my good friend Lucius Chiaraviglio, HCPB activist, for his help with this
endnote, http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?
dbname=107_cong pu blic_laws&docid=f:publ252.107, retrieved from the Web
March 13, 2007.

[14] Thanks to Paul Letho for sending me this information. See Appendix A,
http://www.votersunite.org/info/SequoiaContract.pdf, retrieved from the Web
March 18, 2007, for the contract between Snohomish County, Washington and Sequoia
Voting Systems, Inc. for a detailed example of what electronic voting machines cost. This
contract was for more than $5 million dollars. Appendix A is contained in his lawsuit against
Sequoia Voting Systems, Inc., www.votersunite.org/info/lehtolawsuit.asp , retrieved
from the Web March 18, 2007.

[15] Email correspondence, March 6, 2007, with Chief Legal Counsel, Election Division,
Office of the Secretary of State, MA. In MA in 2006 there were 71 precincts using HCPB. For
the MA State Primary election in 2006, the cost was $444 per precinct (which included two
parties) for ballot printing, which included absentee ballots, specimen ballots and instruction
cards. For the General Election in 2006, the cost was $391 per precinct.
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The New Hampshire Tradition of Democratic Elections

New Hampshire has many years’ experience with hand counted paper ballot election
administration and management. This document shares some information from the New
Hampshire experience. Even with our robust tradition of hand counted elections, New Hampshire,
like most, if not all, other states, nonetheless allows the use of computerized vote counting
machines, and some 55% of our polling places have chosen that method to tabulate their votes.

New Hampshire citizens, election officials, and elected officials, are in a continuing process of
evaluating these different methods and their place in our elections. We, like the rest of the nation,
have a lot of work ahead of us to improve and sustain our democratic elections.

i

But New Hampshire has a long standing tradition of grassroots
good stead as we work on these issues. Our proud and honor
elections have been enriched through the years by a cadre o
officials on up to our legendary Secretary of State, the Honor:

sracy, and it holds us in
ditions of hand counted
ts, from our local election
Gardner.

relating to American ideals of democracy and ci
defend the American Republic through a rigorou
elections.

These principles, and the manner in

elections, can be easily translated to any other ation:. New Hampshire state officials
from the Departments of State and Ju providing straightforward
training materials that deseri ~ ails necessary for conducting
successful hand count thi cluded in this document, and

additional resources fr

Maine
Vermont
New Hampshire
Texas
Massachusetts
Nebraska
Montana
Kansas.
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California study reinforces need in the Granite State to
rid ourselves of secret vote counting technology

In July 2007California's Secretary of State released a report on testing that she had ordered for
computerized voting machines used in California elections. The testing included Diebold optical
scanners like those used in 55% of our New Hampshire polling places.

California ran "red team" tests, meant to expose vulnerabilities in the face of intended tampering
and fraud. From the report:

Each "red team" was to try to compromise the accuracy, security, and integrity of the
voting systems without making assumptions about compensating controls or procedural
mitigation measures that vendors, the Secretary of State, or individual counties may have
adopted. The red teams demonstrated that, under these ¢ ns, the technology and
security of all three systems could be compromised. .

California's tests proved the computerized voting equipmen
in a democratic society. They are, in fact, designed.:
tampering.

- elections have no place
to facilitate election

Where there are elections, there is intent to con
and computerized elections is the scale and op
ballot boxes that end up in the harbor doesn't a
provide opportunities for retail fraud, computerize
wholesale fraud.

In New Hampshire we learned the hard's
typically executed by insiders, often at a
tests prove the ease in whic

e jamming scandal, that fraud is
thoney and control. California's

s. But carrying out the attack requires only
g) and not technical expertise.

“keeping secret the technology counting our votes
nia's report puts this myth soundly to rest:

Why are New
elections?

We pride ourselves on being first in the nation, yet 55% of our polling places continue to use
secret vote counting technology!

Every city and town in New Hampshire has the legal right and responsibility to choose its method
of state-approved vote counting. In New Hampshire, we have only two approved methods: hand
count or Diebold-count.

We can, and should, all say no to Diebold’s trade secret vote counting technology.

In March, 2008, the New Hampshire Ballot Law Commission disregarded more than four hours of
public testimony and re-approved Diebold optical scanning machines for use in the Granite State.
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The Commission applied no standard for approval other than their stated fear that we could not
run our elections without them. Only two city clerks testified in favor of approving the machines,
giving the same reason: fear of running elections without them.

The Commission approved vote counting technology "protected” by trade secrecy laws: even
election officials are not allowed to see how our votes are being counted. They approved secret
vote counting (a hallmark of kleptocracy, not democracy), even after they were presented with
countless reports and the vendor's own admission of known defects and risks in the equipment.

They displayed an unhealthy addiction to vote counting technology that is decidedly anti-
democratic, but which apparently provides some ease in running elections.

The standard for democratic elections is not ease of use.

Diebold optical scanners have fraud-by-design technology, so any
faster than you can say "l want my democracy back".

ider can flip an election

45% of our New Hampshire polling places hand count our
and efficient hand count methodologies. They find com
ballot counters.

In stark contrast to Diebold-sponsored secret
comply with the New Hampshire Constitutional re
meeting."

Int elections
tes in "open

New Hampshire's hand count towns s
of ballot counting, yet the New Ham
machines because they feared we can't |

Our legislature can provid
counting methods, and
some real movement

As we continue to defend our fir
be first in the nation in &al&t ion i

Running a hand

YOU MANAGE PROCESS
YOU MANAGE PEOPLE
YOU MANAGE PAPER
YOU MANAGE NUMBERS

With the right methodology and management in place, the costs come down; the integrity of the
election goes up.

METHODS FOR HAND COUNTING PAPER BALLOTS

New Hampshire has identified two accepted and widely used methods for hand counting paper
ballots. The sort and stack method is considered more effective and efficient than the read and
mark method. This document describes the sort and stack method.
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When you have 3-4 people on a team you have built in double checks. You don't
necessarily need to rely on post count audits because you are doing simultaneous
verification.

In New Hampshire, we have very liberal recount laws, and our manual recounts are integrated
into the election system as a natural check and balance on the first counts. The recounts
effectively serve as random audits, in this way. But rather than following a statistical formula, the
recounts operate under intelligent selection. If a candidate feels something should be double
checked, then it is.

WHY HAND COUNTING ON ELECTION NIGHT IS BETTER
THEN POST ELECTION AUDITS

There are legitimate concemns about chain of custody if you allow
night, and if you rely on post election “audits” rather than electi
ensure the integrity of election results.

unting to go past election
ht first count verification to

Checks and balances are facilitated by the ¢ }
Wednesday of the week following Election Day, and®
State’s office; these are manual counts |

of counting they will'e

Each jurisdiction has 8 constitutionally elected election officials. The election (rather than
appointment) of community election officials responsible for managing elections results in a fairly
intimate grassroots democratic election administration. In this environment neighbors are
beholden to each other in the conduct of their elections.

Our elected election officials include the Moderator, Clerk and Selectmen. Additionally, there are
a number of appointed election officials as well including, but not limited to, assistant moderator,
moderator-clerk-or selectmen pro tem, deputy voter registrars, and ballot clerks (ballot
inspectors). The introduction of additional counters to assist at the end of the night would bring
more appointed election workers into the polling place and would likely cause the appointed
election officials to significantly outnumber the elected election officials.
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For this reason, it is important that hand count teams are representative, including members from
both of the major political parties as well as independents and other parties that may be
represented on the ballot.

Nonetheless, the management of elections by community members elected by their neighbors
has a distinct leavening effect on the integrity of our elections.

This is quite different from some of the bureaucratic management of elections seen outside of
New England. This community-based election system is very supportive of grassroots
democracy, and is one of the reasons visitors to the Granite State often remark that "democracy
works" here.

Legal Infrastructure: Voter Intent

New Hampshire has more than 200 years of case law relating to v
protection of voter intent, New Hampshire's election system |
counting. Voters expressing their political intent with their ha
that each voter has equal protection under our laws to ensun

intent. With solid legal
rtably lends itself to hand
d ballots, can rest assured
tent is listened to.

edure%20Manual-
sputed cases.

The State Election Procedure Manual (http: //www
90403.pdf ) prescribes legally accepted protocols fo

mining voter inte

Legal Infrastructure: Paper Ballot is

New Hampshire state law recognizes the paper bé
recounts to be manually counted.

ote of record, and mandates all

The NH Constitution requires that o and eounted” in “open meeting.”

“45% hand count. The New
Hampshire HAVA State Plan
utionality of using different vote

55% of our polling places
Hampshire legislature, citi
Committee, are currentl)

ire, ot law in the nation, which states that “no
voting machine or devic ion in this state unless it reads the voter's

choice on a.pa

"by the parties, there is little accountability if someone chooses to no-
hey will be absent at the last minute. Implying that it would be "easy”
ple to work each polling area is simply unrealistic. (That would require
that [our city] find an additional 135 people to assist at our nine polling places.) It would
take the 9 election officials in one of our city wards, where 5,000 ballots may be cast,
about 3 hours to hand count their ballots. Add another hour for paperwork, packing,
locking up the polls, and returning everything to City Hall, and these folks will be making
their returns around midnight. (Our polls are open 6 a.m. - 8 p.m.) | might suggest,
however, that there would be value in building a list of the names and telephone numbers
of individuals who are willing to volunteer at the polls and to make that list available to the
community's chief election official. It would take a lot of non-partisan, discreet manpower,
and money, to implement these ideas.”
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SUPPORT FOR HAND COUNTED PAPER BALLOT ELECTIONS

Community

The Online Etymology Dictionary tells us that the word “vote” is derived from the Latin “votum’
meaning “a vow, wish, promise, dedication.” This is not surprising. When we vote, we are
expressing our commitment to our community. When our community reads our voter intent on our
hand marked ballot, it is expressing its commitment back to us. This is the heart and soul of a
healthy democracy.

Just as we would not use computers to sign a marriage contract, our hand marked, hand
counted paper ballot voting system is as close as we can get to sign and seal our
commitment to each other in our communities.

This is why the introduction of cold, computerized, machines into t
unsettling. We have no relationship with these things. They tak
they can't sit in a jail cell if they defraud us. These computel

angement is so intuitively
ths of allegiance to us. And
complexities, their secret

between us and our community.

When you remove community from the act o A ing i 's lost. People
sense this, and their civic participation in vo

New England in general has long standing traditions
Town Hall Meeting, to the New England,states origin

- s democracy, from the traditional

'futlons such as in New Hampshire
of our votes in open meeting. We
lic, open meeting. We are used
to looking our neighbour in the eye whik of a new police cruiser, the

opening of a new school, the h|r|ng of a

ebration out of Election Day. They hold quilt
and children alike invariably find something of

dered a great community honor in the hand
sworn in on Election Day, and they take their oath of office

reminds kthe ‘0 “handle th r neighbors’ votes with care.”

Training
The State invests o poll worker and election official training, and the State also holds
forums for our election officials to facilitate information sharing and transmission of local
traditions, lessons learned, and what not. The ongoing training and information sharing allows
local election officials to learn from the state and from each other, and to continuously improve
their skills in election administration. This is critical because of the nature of local elections, which
involves citizen officials, all of whom have other jobs, and for whom the election work is primarily
a labor of love and virtual volunteerism, undertaken in the election cycle timeframe.

Hand Counting Large Numbers of Paper Ballots, even Complex
Ballots
One of our hand count towns counts up to 3600+ ballots on election night. This is an

important data point because the national average number of ballots in any precinct is less than
1000. In other words, New Hampshire hand count towns can manage up to 3 or 4 times the
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national average of ballots processed in any given precinct. Because of our large legislature, we
also have some of the more complex ballots in the nation (many multi-member districts).

At close of the count and reconciliation, local jurisdictions communicate their numbers to the
Secretary of State's office for centralized tallying, where the reported results from each city and
town are manually entered into a spreadsheet.

Hand Count Systems as Self-authenticating Systems for Election
Integrity

With proper management, you can hand count your ballots using teams of 3-4 people, meaning
3-4 sets of eyes on every count, every tally mark, every contest, every ballot. This is a seif-
authenticating system. Complex audit protocols, as defined in proposed federal legislation and in
some state laws, are moot in this type of system. Because we have itified methodologies that
integrate reconciliation into the process of counting, the self-a g mechanisms are quite
advanced and ensure a high level of integrity for the system ov

aws, which are
intended, albeit weakly, to identify problems ded to affect

outcomes).

Feasibility of Hand Count Elections

Five or so well managed self-auditi eople can count roughly 1000 ballots
in less than 2 hours.

All told, with final reconciliation of regist
whole process is complete in

New Hampshire ha
contest on a ballot,

hod - using teams of three - costs 7 cents per
al 15 contest general election ballot.

tter how large is the population of a state or county, it
re processed in any given polling place, and whether or not
4 mumty will and the infrastructural integrity to conduct hand
nticating, elections.

MANUAL CE AL TABULATION

On the day after Election Day in New Hampshire, results are tabulated manually by the Secretary
of State’s office. The State Police pick up the signed Return of Votes from each town and carry
them in manually to the Secretary of State's office by around 8 AM in the morning after the
election. The results are then entered manually to a spreadsheet program, and aggregated.

In the case of city wards, the signed Return of Votes from the Wards are manually carried to City
Hall and the city results are then aggregated there. The city results are manually carried to the
Secretary of State's office.

Lessons Learned from New Hampshire*

*From the NH Department of State: Hand Count Methods and Costs
Address to Democracy Fest Annual National Convention, June 10, 2007
Sheraton Wayfarer, Bedford, NH, By Anthony Stevens, Assistant Secretary of State,
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New Hampshire
hitp./'www.democracyfornewhampshire.com/files/Hand count training D-fest July 5 2007.pdf

In New Hampshire, decisions regarding vote counting methods are locally-based, often as
included in a town meeting warrant article.

The decision to use a vote counting machine is subject to NH Ballot Law Commission approval.
Following are some facts about New Hampshire elections, and why the state provides fertile
ground for hand counted election administration.

COUNTING IN NEW HAMPSHIRE

In New Hampshire, approximately 80% of our ballots are counted using optical scan machines,
and 20% are hand counted.

» 139 polling places (45%) in NH rely on hand counting
o 170 polling places (65%) in NH rely on optical scannin
e 138 jurisdictions (58%) in NH rely on hand counting

» 08 jurisdictions (42%) in NH rely on optical scanning:

NH has perhaps the highest volume of hand recounts gt
s 10-32 recounts per election cycle
50-136 candidates involved per cycle
Current Secretary of State has been invo
In the 2004 general election, there were 7

persons registered to vote.
o Each counted over 2,000 ball

polling places with over 2,500

ots cast in an average-sized US

precinct.
A WIDE RANGE OF CALLS FOR DIFFERENT
SOLUTIONS
New Hampshire jurisd ;
. pshi lling s served as few as 18 registered voters and as

and optical scanning counting methods.
ractices, recognizing that all ballot counting methods are under
provement over time.

* Recognizes that there is probably more than one way to count ballots correctly.

Hand Count and Reconciliation Methodology*

*From the NH Department of State: Hand Count Methods and Costs

Address to Democracy Fest Annual National Convention, June 10, 2007

Sheraton Wayfarer, Bedford, NH, By Anthony Stevens, Assistant Secretary of State,

New Hampshire

http./fwww. democracyfornewhampshire.com/ffiles/Hand count_training D-fest July 5 2007.pdf

The Secretary of State indicates a preferred method in the New Hampshire Election Procedure
Manual, which is the sort-and-stack method based on observation in recounts.
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In this method, many of the steps are similar to the read-and-mark method, also used heavily in
the Granite State. Generally, the sort-and-stack method is not used by the Secretary of State in
recounts for multi-seat races, although the method can be used by treating every candidate as a
separate contest. Local traditions reveal that the sort-and-stack method may not yet be used as
widely as the read and mark method in New Hampshire polling places on election night.

ELEMENTS IN HAND COUNT ELECTIONS

Following are the foundational elements that come into play in hand counted elections. These are
all described more fully below.

e Planning
Recruiting
Knowing your method & how to present it
Preliminary organizational work
Training
Oath of office
Opening ballot box, counting and distributing ballots .
Tallying votes in contests /
Entering on tally sheet
Moderator (local election manager) reV|ew
Dealing with discrepancies

RECRUITING COUNTERS & OBSE

Consider the following to help recruit poll workers for h
e Cost estimates of $10 per hour
Hampshire work for between $0.

nted elections.
igh side. Many counters in New

good election night co ters of all
e Planonusingas
jobs
High school contribute community service hours and log

iting as poII workers.

Older people*
Managers

Management Primer for Hand Count Elections*

*From the NH Department of State: Hand Count Methods and Costs

Address to Democracy Fest Annual National Convention, June 10, 2007

Sheraton Wayfarer, Bedford, NH, By Anthony Stevens, Assistant Secretary of State,

New Hampshire

http./fiwww.democracyfornewhampshire. com/ffiles/Hand count training D-fest July 5 2007.pdf

CALCULATING CONTESTS PER BALLOT

e The number of contests per ballot varies widely.
e In NH, the typical range on a primary or general election ballot is 12 contests, plus
questions.
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¢ The NH state representative contest normally is a multiple-seat race, with as many as 26
candidates running for 13 seats in the same district.
o We would count this example as 13 contest equivalents. When added to 11
other contests on the ballot, the contest equivalents on this ballot should be
estimated as 13 + 11 = 24 contests.

TEAM AVAILABILITY ON ELECTION NIGHT

The following estimates should be adjusted according to how many contests or contest
equivalents appear on the ballot.

e 3 hours available (8 PM to 11 PM) X 60 minutes X 60 seconds = 10,800 seconds per
team available in one night.

Assumptions:
s Second shift (8-11 PM) brings in fresh counters.
e 20 minutes of training is included in 3 hours

ESTIMATING HAND COUNTING STA

Average U.S. precinct in 2006 = 936 registered vg
ballots X 20 contests/ballot = 12,540 contests to

67% turnout in | election = 627

Assumption:
It takes approximately 6 seconds to hand count a conte

This is based on:
+ Videos and interviews with town:

s Secretary of State experience with

s Experienced towns average 4-5
training time, so

Assumptions:

CA

Estimated Staff Co
21 counters/observers X 3 hours @ $10/hr = $630
3 managers X 4 hours @ $20/hr = $240

Total: $870

Using 3 person counting teams:

$870 per polling place/627 ballots counted @ 20 contests/ballot = $1.39/ballot, or $0.07/contest
on a ballot

The Sort and Stack Method for Hand Counting*

*From the NH Department of State: Hand Count Methods and Costs

Address to Demacracy Fest Annual National Convention, June 10, 2007

Sheraton Wayfarer, Bedford, NH, By Anthony Stevens, Assistant Secretary of State,
New Hampshire
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hitp/fwww.democracyfornewhampshire.com/files/Hand count training D-fest July 5 2007.pdf

Following are detailed instructions for hand counting using the sort and stack method.

OVERVIEW OF SORT AND STACK METHOD

|. Ballots are sorted into piles:
* One pile for different categories
Each candidate or alternative on a question
Overvotes (defective in that contest)
Undervotes (skipped races)
Wirite-ins
Ballots requiring voter intent judgment calls for the moderator (local election manager)

ADVANTAGE OF SORT AND STACK METH

Counters’ and observers’ eyes do not have to mo

and on the tally sheet. ,
» Counters and observers have to focus on ge

evidence of only one mark on one prems

mistakes.
e Recording the number of votes for a ca
counted.
e Other methods rely on a separate mark on eet being made with each ballot.

This requires more sets of eye:

using the sort
each ballot,

ethod, 2 counters (no observers) can apply 3-4 sets of
still achieve accuracy.)

ers for 7 teams would cost $210 (7 observers X 3 hours X

ounts rely on observers selected by the candidates, often resulting in
tables with 4 or 5 persons — 2 counters and 2-3 observers.

2 counters & 2 observers 2 counters 1 ohserver

2 counters

O O

o
[ ]
o O OO OO
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ORGANIZING FOR THE COUNT

Close the polls

Verify all absentee ballots processed

Rearrange the polling place for counting

Have the checklist (pollbook) supervisors count the number of voters who are checked off
as having voted.

Identify those who will be counting.

* ldentify those counters who have not yet taken the oath of office.

OATH OF OFFICE

Swear in non-election officials as election officials

| will bear faith and true
New Hampshire, and will
der the pains and penalties

‘I, (state your complete name), do solemnly swear (affirm);
allegiance to the United States of America and the Sf
support the constitution thereof. So help me God. Thij
of perjury.

Alternate language for those scrupulous of s\ God in this matter, is

set forth in italics.

g, or mentionin

TRAINING

Read the instructions for counting to all the elect

ials who will be counting.
onsistency.

nd should exercise it.

ider asking them to act as an

.and helps achieve accuracy.

to redo a particular part of the process because the results do
ballots, counters can afford to recount 50.
tates continuous self-auditing and ongoing reconciliation of the

6. Team members should look at each ballot to ensure it is sorted into the correct pile.

7. Once each table has the ballots assigned to it sorted into the six piles, start the counting
process with the pile of ballots for the first candidate on the ballot.

8. All other ballots should be set aside, but remain in public view on that tabie.
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Sort and Stack Ballots
Une contest
Separate piles

Candidate
& B

Counting ballots

9. The team should count the ballots in the first candidate’s pile.inte groups of ten.

10. Stack each group of ten ballots and the remainder at right angles to each other on the
same pile.

11. Both counters count the piles of ten, plus remainder the number and enter it in

the tally sheet

 been counted and checked, that counting team is done with that
at candidate in that contest.

the number to enter on the tally sheet.

andidate in that contest, counters count the pile for that candidate and
ber to enter on the tally sheet.

15. Counters a
16. If there is anol
agree on the

Same contest, counting the piles of undervotes and overvotes

17. Counters count separately the piles for undervotes and overvotes and agree on the
numbers to enter on the tally sheet.

18. The team should add the votes for each candidate (including write-ins) and the number of
undervotes (skipped/abstentions) and overvotes (defective) in that contest.

19. Enter the total in the far right column of each row. It should equal 50.

Next contest

20. Begin the sorting and counting process for the first candidate in the next contest.
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21. When all piles for that contest have been counted, checked and entered on the tally
sheet, that counting team is done with that set of ballots for that contest.

22. The team should add the votes for each candidate (including write-ins) and the number of
undervotes (skipped/abstentions), and overvotes (defective) in that contest. That number
should equal 50.

Tallying

23. Tally sheets should be turned in - after the numbers equal 50 on the far right, and the
aggregate of votes = 200 on the bottom right.

24. Tally sheets should be signed by the counters before being turned in.

25. Moderator should designate someone who routinely works with numbers to tally and
check the team tally sheets.

Moderator (local election manager) Review

26. The moderator (manager) should stop before annoupn
tallies.

27. If a count was done of the total number of per,
checklist, the aggregate tallies for each con
against that count.

28. The total votes for all candidates (in

esults and check the final

should be verified

£
a single ¢o

29. The moderator should be looking
may be difficult to get a perfect ¢
30. lt is not essential that:th
those checked he
31. Provided the
tallied, the

Advantages of using t eets to track undervotes and overvotes

o Tally sheets ongoing reconciliation (number checking) as the count progresses.
e Surprises at the end are less likely.

Election Night Reconciliation*

* From the NH Department of State: Election Procedure Manual
hitp./frww.s0s.nh.gov/FINAL % 20EPM%208-30-2006. pdf

Moderators are obligated to ensure that votes are counted accurately. (RSA 659:60.)

Moderators are strongly encouraged to adopt an election night reconciliation procedure that
checks the apparent results of the ballot counting against other known election statistics to
ensure that the results are accurate.
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It is inherent in the nature of an election night count, particularly at polling places that hand count
ballots, that even the most careful election officials can make mistakes. Most of the officials
conducting the counting will have been working for 12 or more hours before the counting process
starts. Often the counting is done under the pressure of the candidates, the public and the press
watching and anxiously waiting for the results. Therefore, taking the steps described below to
ensure that the count is accurate is necessary.

Each election, a small number of polling places report results which are conspicuously
inaccurate. The results report votes for the candidates in a given race that when added together
total more than the reported number of ballots used, or more than the total number of voters
reported as voting. In most cases, an inquiry by the Secretary of State or a recount disclose a
counting or tabulation error. Either mistakes are made when tallyln up the counts done by
individual teams doing hand counts or errors are made in the manner.in which ballots which were
machine counted but contain write-in votes are counted.

When election night results are invalid on their face, this the public's trust in our
election system. It often results in a call for a recount. Finding and correcting easily identifiable
errors on election night is less work and less expensive. a recount.

A great deal of effort is taken to afford every qu
easily. That effort is ineffective unless every w
extra effort that is required to conduct a reconcili
statistics.

BALLOT INVENTORY

The inventory of ballots is the starting p
The ballot inventory establishes a baseli
moderator and clerk are required to kee

The Ballot invento
Secretary of State
produced b
be availa

pt track of during the processing of absentee ballots. At
ts are used, these will always be absentee ballots, the
be kept track of separately. When reconciling the votes cast for
ice only ballots should be included in the calculation of the total
election. When reconciling the votes cast for state and county
offices the number ral office only absentee ballots must be subtracted from the total

number of ballots u

BALLOTS USED

Determine the total number of ballots used at an election as follows:
Election Day Ballots received from SOS =

+ Ballots from IVS
+ State Absentee Ballots Cast
+ Federal Office only
Absentee Ballots Cast
+ Absentee Ballots/Photocopy ballots
used for election day ballots
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- Spoiled Ballots
- Election Day Ballots not used
= Total Ballots Cast at the Election

COUNTING NUMBER OF VOTERS VOTING

The Return of Votes form requires that the number of voters checked off on the checklist as
having voted must be counted and reported.

HAND COUNT POLLING PLACES. In a hand count town the check-in checklist should be
counted and compared to the check-out checklist to establish the number of voters who voted.

MACHINE COUNT POLLING PLACES. In a machine count town the number of voters checked
off on the check-in checklist should be compared to the results t from the ballot counting
machine. The total ballots counted reported on the end of the glection results tape must be
added to the number of ballots that had to be hand counted. Typically a small number of ballots
are rejected as not readable by the Accuvote optical scannin e. These should be put in
the side pocket during polling hours and hand counted a .closed. These ballots,
which are entirely hand counted, are not included by the port stating the total
number of ballots counted. Other ballots which contain 1 were read by the

Accuvote machine as entirely blank will be found i machine. These
ballots are included in the total ballots counted t add them in
twice.

The total from the tape plus the number of completel counted ballots is a statistic that
serves the same function in a maching ¢ he check-out checklist serves in a hand
count town. This total of ballots shol mber of voters checked off as
having voted on the check-in list to deter f voters who voted.

TOTAL VOTES C

otal votes counted for each contested office or
 results it is necessary to count not only votes
rs who skip the race, that is abstain (submit a
ballot in which the voter overvoted, that is
he instruction is to vote for no more than one,
abstention. The same applies in a multi-seat
ore than the permissible number of candidates. Because the
number and it is impossible to determine which candidates
‘eated as if the voter did not vote for anyone for that office.

question. To effect]
for candidates in a

marked tw
should fo

ERVOTED AND ABSTENTIONS. In a hand count polling place
structed to record the number of ballots where the voter skipped
s race and the number where the voter overvoted. These numbers
e total number of votes for each candidate and write-in.

the counting
or abstained fr
must be reported

The ballot counting hine automatically records as a “blank” each ballot where the voter
skipped the race or abstained or where the voter overvoted. It is necessary to count the
abstentions and overvotes only on the ballots that are entirely hand counted. If entirely blank
ballots are found in the write-in bin which were improperly marked and can be hand counted, it
will be necessary to subtract that ballot from the total blanks reported on the machine tape for
every race where a vote is counted for a candidate.

VOTES CAST FOR AN OFFICE

To determine the total votes cast for an office:
For each office (vote for no more than one):
All votes for first candidate
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+ All votes for second candidate

+ All voters for each additional candidate
+ All write in votes

+ All blank/skipped/abstention/

overvote ballots

= Total votes counted for the office

Reconciliation. The election night results are reconciled if each of these statistics are equal for
each contested race or question.

Ballots used =

Voters Voting =

Total Votes Counted for the
Office/Question

Small differences in the number of ballots used, number of vo
votes counted for an office or question sometimes occur e
human error in marking the checklist. Under no circumstani
an office or question exceed the total number of ballot
Every effort should be made to resoive any discre
direction, where there are fewer total votes cou

ing and the total number of
unts are accurate due to

If you are certain there is no counting error, decla
exits. Occasional human error in checking the chec
numbers of blank ballots when determ
the existence of that difference part of
an issue, unless the margin of victory
often request a recount.

ters check in or in counting large
liots used are unavoidable. Make

EXPECTED UND ,;

your results suggest that more than 3% (.03) of the voters did not
ning sign. This result is possible, but should prompt the moderator

At an election where the Governor is the top candidate on the ballot, the undervoting rate is less
constant, but generally should be less than 5% (.05). The same is true for candidates for United
States Senate. If the apparent election night results indicate that more than 5% of the voters did
not vote for Governor or United States Senator, the moderator should re-check the numbers
before announcing the results.

The undervote rate for Representative to Congress can average around 4 — 5%. Therefore,
results indicating that more than 7% of the voters did not vote in that race should prompt a review
of the numbers. The undervote rate for offices below these on the ballot is too unpredictable to
be helpful in reconciliation. However, it is sometimes the case that if an error is found regarding a
top-of-the-ballot race, for example that the results from a hand count team were omitted from the
tally, that error will have affected all the races and questions on the ballot. Checking the
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undervote for the top of the ballot races is another effective way to identify problems with the
tallying.

Analysis And Figures For Nationwide Costs of Replacing

DREs With Paper Ballot Voting Systems

Following are realistic numbers for replacing Direct Electronic Recording (DRE) systems with
paper ballot systems — optical scanner and hand count, including transitional costs such as
training, configuration and integration.

REPLACING THE NATION’S DRES WITH OPTICAL SCANNERS

According to Election Data Services in 2006 there were 69,382 pre ncts (1,142 counties) using
DRE voting systems.

Optical scan device $5,000/ea
Programming $500/election

Assuming 100% replacement for one devi
69,382 precincts X $5,500 = $381,601,000.

r precinct:

To allow for back up devices, add an
backup):
$381,601,000 x 1.25 = $477,00 50

Adding Replacement of DRE
Ballot Marking Device $6,000/

69,382 precincts )

T"WITH PAPER BALLOT OPTICAL SCAN
0. + $277,528,000 = $1,170,821,250

recounts, and through limited surveys of NH hand count towns.
imate their election costs at around $700 / election, with some of

New Hampshire towns count up to 3-4 times the national average of ballots
processed in any gi ”’lllng place (the national average is 1000 ballot / polling place) - but we
have not found the cost to vary much. This is largely due to the level of volunteerism among hand
counters, who come to count because it is considered an honor within their community, rather
than to get paid.

Using proper management and efficient processes, hand counting requires 5 teams of 4 people
(2 counter/tallyers and 2 observers) to count 1000 ballots in about 2-3 hours. This is accounting
for a typical general election ballot, consisting of 12-15 races.

The State of New Hampshire, which conducts 20-30 manual recounts every election, estimates
costs for hand counting at around 7 cents per race on the ballot. This is for a 4-person team, each
getting paid $10/hr.

For a general election ballot of 15 races; this comes to $1.05 / ballot.
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NOTE: New Hampshire ballots are among the most complex in the nation, because of our large
legislature, consisting of 400 state reps. This means New Hampshire has many multi-member
districts. These races are more complex and time consuming to count than a typical one
seat/district race with only a handful of candidates running for that single seat. For instance, a
single district in New Hampshire might have as many as 26 candidates running for 13 seats. This
means that hand counters are counting the votes for each of those 26 names. Obviously, this
takes more time than counting a 2-3 person race running for one seat.

For a typical average precinct by national standards (1000 ballots per precinct), a
hand count election would cost 1,000 ballot X $1.05cents = $1050.

For our 69,382 DRE precincts, Election Data Services gives
registered voters. If every registered voter cast a ballot:
65,959,464 / 1000 = 65,959 X $1050 = $69,256,950

the number of 65,959,464

For hand counting voting systems to replace DR uld need to incorporate

TOTAL COST FOR DRE REPLACEME ER BALLOT HAND COUNT
: $69,256,950 + $138,764,000 =

y p
store the eleétromc CVRs on removable memory cards. They
. use, partlcularly by those with impaired vision; they can also
i

aper haﬂots and it is this aspect that has helped to make them
cials who have had to deal with logistical and accuracy problems
ndling and counting paper ballots.

But many p ; especially in the computer engineering and security community, assert
that DREs

no audit mechanism other than what the DRE can report on: how many
records it has stored, ballot styles, etc. Potentially, a single programmer could “rig” a
major election. The computer security community rejects the notion that DREs can
be made secure, arguing that their design is inadequate to meet the requirements
of voting and that they are vulnerable to large-scale errors and election fraud.

One conclusion drawn by NIST is that the lack of an independent audit capability in
DRE voting systems is one of the main reasons behind continued questions about
voting system security and diminished public confidence in elections. NIST does
not know how to write testable requirements to make DREs secure, and NIST’s
recommendation to the STS is that the DRE in practical terms cannot be made
secure. Consequently, NIST and the STS recommend that VVSG 2007 should
require voting systems to be of the Sl [software independent] “class,” whose
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readily available (albeit not always optimal) examples include op scan and DRE-
VVPAT.

The widespread adoption of voting systems incorporating paper did not seem to cause
any widespread problems in the November 2006 elections. But, the use of paper in
elections places more stress on (1) the capabilities of voting system technology, (2) of
voters to verify their accuracy, and (3) of election workers to securely handle the ballots
and accurately count them. Clearly, the needs of voters and election officials need to be
addressed with improved and new technology. The STS believes that current paper-
based approaches can be improved to be significantly more usable to voters and election
officials, and that other kinds of all electronic IV (software 1V) and E2E cryptographic
systems may possibly achieve the goal of secure paperless elections. However, for
VVSG 2007, the STS judges that designs for these new systems are still inmature
and that developing testable requirements for these approaches is not yet feasible.
Industry has not yet responded in a significant way | ew designs, and some
method for jumpstarting industry to design and m hese approaches may be
beneficial. ¢

These systems may be dependent on software
extent that today’'s DREs rely on software,
specified and tested remains a matter
whether software IV [independent vei
this point without further research.

percent error rate for VVPAT printouts, r
counts in an audit or recount situation.

hoga County showed a ten
dable and unusable for hand

Following the
system usil
both the new

hio, Cuyahoga County adopted a new voting
ting system. The new system complies with
tandards established under the Help America
acted Ohio legislation that requires voting
‘be verified by the voter. Under Ohio law, this
ail (VVPAT) serves as the official ballot in the

sted election. The May 2006 Primary, the first major election
nted an opportunity to assess the new system’s benefits and
County Board of Commissioners decided that an
of the Primary election would give elections officials
e accuracy, reliability and usability of the new voting system.

must include evaluation of the administrative procedures, pre-election programming
and testing of the machines, voter and booth worker interaction, and counting and
auditing procedures. Although the touch screen systems are vastly different from optical
scan and punch card, it still holds true that an election will be only as successful and
reliable as the human administration of all system components.

Summary of Key Findings

Key Finding: After three months of exhaustive research, empirical evidence supports the
key definitive finding: The machines’ four sources of vote totals — VVPAT individual
ballots, VVPAT summary, election archive, and memory cards — did not agree with
one another. The current election system appears to provide some of its promised
benefits at potentially great cost; namely, that the election system, in its entirety, exhibits
shortcomings with extremely serious consequences, especially in the event of a close
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election. These shortcomings merit urgent attention. Relying on this system in its
present state should be viewed as a calculated risk in which the outcome may be
an acceptable election, but there is a heightened risk of unacceptable cost.

Manual Count of Paper Ballots
Key Finding: VVPAT's were missing, missing information and the tally of the individual
ballots did not always match the VVPAT summary printed at the end of Election Day. In
order to validate the accuracy of Election Day vote tabulations by the Cuyahoga County
BOE Diebold voting system, ESI conducted a manual count of the VVPAT paper ballots.
Using a recount fixture that allowed for viewing the tapes without handling them, a team
of election officials, booth workers and students tallied the votes for governor on each
tape. The paper ballot tallies were initially compared to the results report printed on the
VVPAT tapes. When the count did not match the count provnded by the results report, the
paper ballots were recounted.

* 85% of the VVPAT Ballots and VVPAT Summari
manual count, where approximately 15% requrre :
* 1.4% of the VVPAT cartridges exhibited missin,
* 16.9 % of VVPAT tapes showed a discrep.

onciled after the primary
count

* During the manual recount, team m
that were either destroyed, blank, ill¢
compromised.

Identifying information on the VVPAT ta
reports printed at the end of the
umbers; 5.4% did not identify the
nd raising questions about the

day. 2 8% of the VVPATs we
precinct, increasing the difficu
integrity of the vote count.

* VWAPTs showed ewdence of
start up or close d i arently attempted to overcome printer

eplacing cards, and restarting
machines.

* 72% of t

oting Equipment Report
http.//www.ed . images/File/ve2006_nrpt pdf

NH Department of St mproving Disability Access for Voters
http://www.democracyfornewhampshire.com/files/Dem4NH_DisabilityVoting. pdf

NH Department of Justice: Counting and Reconciliation on Election Night
http://www.democracyfornewhampshire.com/files/democracyfest_reconciliation_handcounting.pdf

NH Department of State: Hand Count Methods and Costs
http://iwww.democracyfornewhampshire.com/files/Hand_count_training_D-fest_July_5_2007.pdf

Democracy for New Hampshire: “We’re Counting the Votes” videos
http://www.democracyfornewhampshire. com/node/view/2648

Democracy for New Hampshire: “We’re Counting the Votes” booklet
http://www.democracyfornewhampshire.com/node/view/2606
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Requiring Software Independence in VVSG 2007: STS Recommendations for the TGDC,
William Burr, John Kelsey, Rene Peralta, John Wack, National Institute of Standards and
Technology, November 2006

ESI Study of DRE VVPAT for Cuyahoga County
http://www.votingindustry.com/TabulationVendors/1stTier/Diebold/esi_cuyahoga_final.pdf

NH Department of State: Election Procedure Manual
http://www.s0s.nh.gov/FINAL %20EPM%208-30-20086. pdf

NH Department of State: Election Laws
http://www.sos.nh.gov/statutes.htm
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From: Michelle Gabriel

Sent: Wednesday, August 01, 2007 3:19 PM
To: Voting Systems

Cc: Voting Rights; CEPN

Subject: Comments for Top to Bottom Review

Dear Top to Bottom Review Committee:

Thank you for your work. I attended the hearing and I have some comments
and suggestions.

1. The deadline for decertifying is this Friday, but that only effects
the primary. There are other deadlines for the June 2008 and November
2008 elections. I think that given there was not enough time to do a
full review, that some changes should be made for Friday but that
further work and changes can be made for the other elections.

a) One suggestion for this Friday's decision is to

1. Decertify any equipment that was NOT submitted for the
review. These suppliers have shown that they do not want to do business
with this state by disregarding the request.

2. Decertify any equipment that shows the possibility of wviral
or wholesale fraud. There were questions asked and answered at the
hearings that point to this information being available in the private
reports.

3. With the remaining equipment - require for the February
primary that all counties use hand marked optical scan, with or without
precinct based optical scan machines, and one DRE, Automark or other
accessble device either per county or per precinct for disabled access.
In this way, given that all counties have central optical scan for
counting absentee ballots, they would have to buy a minimum amount of
equipment.

4. Implement a risk based audit that will be worked out in
detail prior to the February primary. Work with County Elections
officials on best practice policies and procedures for carrying out the
audit, and help with all operational details that these officials may
face. Such audits will be necessary no matter what kind of system,
including hand counts, is put into place.

b) Please work with the Attorney General to sue the voting system
vendors for providing equipment that does not meet contractual
agreements, etc etc. Try to get the money back!!!

2. The further work that should be done is exactly what the County
Elections Officials asked for - testing in a real world environment,
not a laboratory. No more sitting in a room and thinking good ( or bad
) thoughts, no more mitigations that are never tested, results that
can't be checked, etc. By actually showing a smoking gun or not, we
should be able to see if the security mitigations are as good as we are
told.

A) Mock election - perform a mock election for a county that has
real equipment, real polling sites, real poll workers recruited, real
hours, real chain of custody, real mitigations, etc etc. Have a red team
attack based on all PUBLIC information and also given certain levels of
INSIDER information. Let's see if the election can be hacked. Have the
voting be on a typical long ballot but for fun things that the common
citizen will vote on. (I think that American Idol gets more votes than a
real life election. )

B) Another option would be have a real election but add a bogus item
to vote on as the goal for the hackers. This would be very difficult to
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do since it is a felony to fix an election in anyway but I'm sure the
legal teams of the state could figure out how to deal with that.

Sequoia agrees with me. Here is what the Sequoia representative says:
In summary, a more effective test would have been for the Red Team to
have attacked a simulated target jurisdiction. Said jurisdiction would
have prepared the equipment in keeping with traditional, current, and
legally mandated equipment and procedural safeguards. The results of
this test would have pointed out true weaknesses in election process
security and provided real data from which governments could have
improved their security profile.

Obviously, the SoS should set up the limits of the mock election, not
the vendors.

3 If you are thinking of any new mitigations,

a)please look at the complete system implications. The VVPAT was
supposed to be a mitigation - instead it is a multi-million dollar
fiasco. Many activists tried to stop these from being certified for all
the reasons that elections officials now complain about them -
unreliable, hard to handle, more pollworker training, denial of service
attack - but to no avail. Please don't put in a new mitigation that
will cause unintended consequences. At the hearing I spoke on the
tamperproof tape. What if it is tampered with? Is there a policy of
what to do with those votes on those machines? Can such a policy be
used in a "vote annihilation" attack if the votes from those machines
are not counted?

b) The elephant in the living room for elections officials is what to
do if the mitigations are penetrated. This has to be made clear before
any mitigation is considered "acceptable" A mitigation only works if
when it is penetrated there is a way to tell it has been breached and
way to deal with the breach. If not, what is the pecint of having the
mitigation?

4. 1If there are no mitigations that can work, please state that clearly
and why. There may be some security flaws so grievous that nothing is
good enough to stop it.

5. If you are going to allow systems to be used with mitigations, please
examine the mitigations currently in use and evaluate them as to not

just how easily they could penetrated but also how many times in a real
election they are not fully implemented. At the hearing I stated a few
of them. There are many many more. Please read all postings of incidents
to judge whether these security measures are really a viable layer of
security and the conseguences of their not working. I have much
information on this and would be available to share it with you if needed.

Thank you for reading my comments.

Michelle Gabriel
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From: Ardis Bazyn |

Sent:  Wednesday, August 01, 2007 3:53 PM
To: Voting Systems

Subject: Comments on Top to Bottom Review

BAZYN COMMUNICATIONS
“True Vision With Insight”

August 1, 2007

The Honorable Debra Bowen

Secretary of State

1500 11th Street, 6th Floor

Sacramento, CA 95814

Re: Comments for the California Top-to-Bottom Voting Systems Review “Final Accessibility Review
Report”

Dear Secretary Bowen:

As one of the original Advisory Committee members to assist in writing the state plan for the Help
America Vote Act of 2002 (HAVA), I have participated in many ad hoc and ongoing committees in
California on voting issues. I have represented the California Council of the Blind in many hearings,
accessibility committees, and also volunteer on the Los Angeles County Specific Needs Committee.
CCB has often partnered with other groups of people with disabilities in order to support their rights to
equal access, independence, and privacy.

I have reviewed the July 26, 2007 Accessibility Review Report for California that concludes the Hart,
Sequoia, and Diebold electronic voting systems to be non-compliant with the accessibility requirements
of HAVA and the 2005 Voluntary Voting System Guidelines. I want to express concern that the report’s
findings may lead to a decision to decertify all or some of these voting systems disenfranchising
countless Californians with disabilities from exercising their right to an accessible, private, and
independent vote. Our CCB membership has long advocated for accessible voting machines. The
Accessibility Report identifies deficiencies with the reviewed systems and also recommends short term
solutions for elections and long term mitigation strategies to address the deficiencies. We agree that a
short term strategy can mitigate a number of the identified problems.
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The report does not recommend decertification of any or all of the systems as either a short or long term
strategy. We agree with this finding as well. Decertification, without an identified and readily accessible
replacement system, would result in the inability of our members to vote with independence and
privacy. This would be in violation of federal and state law. We support you in adopting short term
remedial mitigation measures for the 2008 elections as an alternative to decertification. We urge you to
advise County election officials as well as the Hart, Sequoia, and Diebold vendors to implement the
measures identified in the report.

For the long term, we urge you to actively seek out, review, and certify new technologies and voting
systems that refine and enhance the promise of an accessible, private, and independent vote for
Californian’s with disabilities. We would urge you to give an adequate time frame for advocates to
participate from around the state. In this particular process of the review and certification hearings, the
time-line was very short. We look forward to working in collaboration with you and disability rights
advocates to ensure that the voting needs of people with disabilities, particularly the visually impaired,
are fully understood and addressed.

Sincerely,

Ardis Bazyn
California Council of the Blind, Voting Rights Representative
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From: Steven Rosenfeld -

Sent: Wednesday, August 01, 2007 4:20 PM
To: Voting Systems

Subject: Ohio suit shows faulty audit logs

Debra Bowen

California Secretary of State
1500 11th Street
Sacramento, CA 95814

Dear Secretary Bowen,

I'm writing because ongoing litigation challenging the results of a 2006 judicial election in Columbus Ohio has
highlighted serious problems with vote count accuracy and audit logs in ES&S's iVotronic voting systems.

Unfortunately, many people who testified on Monday in opposition to DREs did not cite specifics. However, the
record in Squire vs. Geer (Franklin County Court of Appeals, Case No. 06-APD-12-1285) could provide a basis
for decertifying certain DREs.

Magistrate Joel Sacco found, "For the November 7, 2006 general election, in 721 out of 835 Franklin County
precincts, the public count on DREs did not equal the number of signatures in the poll books plus provisional
votes cast minus the number of cancelled votes." This means 86.3% of the precincts had vote totals that failed to
match signatures in the poll books. The BOE "reported 2,824 more votes cast than signatures scanned," the court
found.

Equally important, however, was the breakdown of the machine's audit systems, specifically the real time audit log
paper rolls, which prevented a fair and accurate recount.

Apart from administrative breaches of protocol, such as opening sealed audit logs without observers present,
there was expert testimony that many of the actual paper rolls were incomplete. At the end of rolls where the vote
tally is printed, figures either were missing, incomplete or only zeros appeared. Insome cases, the printers ran out
of paper before all votes were totalled. In court, Rebecca Mercuri, Ph.D. estimated 5% to 10% of the audit logs
malfunctioned.

This is a summary of testimony given under oath and an Ohio magistrate's findings. Below are links to two
articles, while partisan in tone, nonetheless elaborate on these points.

Sincerely,

Steven Rosenfeld

Co-author of "What Happened in Ohio: A Documentary Record of Theft and Fraud in the 2004 Election" (The New
Press, 2006)

hitp.//www freepress.org/departments/display/19/2007/2712
hitp://www freepress.org/departments/display/19/2007/2719
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From: Brina-Rae Schuchman -

Sent:  Wednesday, August 01, 2007 2:11 PM
To: Voting Systems

Subject: Please Make Voting True Again

To: CA Secretary of State Debra Bowen and staff and testing people.

Dear Secretary Bowen,

Thank you for working so hard and caring so much about election integrity and democracy in America
to do the
top to bottom review of computerized election machines, to the extent you have had time for it.

You are spending a lot of time and money to see if there is any way that the vendors computers might be
ok for voting.

It is necessary because the fault-filled computers have been sold and distributed everywhere. It is
unfortunate, because

they can not be ok for voting. It is like expecting a real horse to act like a painted horse on a carousel.

Vendors can call a computer a "voting machine" but that doesn't make it one.

The vendors complain about the testing because they don't want to be found out.

They did not create the machines to do elections right. In all honesty, they created the machines
to win elections for Bush and Republicans. Period. Some admitted that publicly.

Since they were not created with the right intention, they will never be right for honest elections.

Their computers could be made of gold. They could shine and enchant people with their shine.
But since they count votes in secret they can NEVER be ok for sustaining democracy.

They could be tested in a Lab, they could be tested on a slab,

They could be tested at a Poll, they could be tested in a bowl.

They could be tested by a Prof, they could be tested for a poof,
They could be tested in a house, they could be tested with a Mouse.

It doesn't matter where they are tested; who tests them; how they test them; how many times they test
them!

They are computers. Computers are susceptible to any number of kinds of invasion, by their nature.
Therefore, Computers are dangerous anywhere around elections.

Elections are as sacred as the flag. They are a time for honoring our country.

They must be "above suspicion", "beyond a shadow of a doubt."
Computers are never beyond a shadow of a doubt.
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Computers are to elections as cheating is to honor.

Computers may NEVER be right for voting, even with open source code;
there will ALWAYS be reason to DOUBT any computers and their output,
BECAUSE Human Beings are involved. Some will want to mess things up;
some will want to win; democracy and country be damned.

A substantial amount of expensive hand-auditting may help catch some computer fraud, but some could
still
be there, and we will never never know for sure. That is simply unacceptable.

The time and expense of doing extra audits added to the high initial costs of these computer machines,
plus

annual maintenance, storage, distribution, and training costs makes them an in-valid substitute for
Paper Ballots,

Hand Counted with some amount of verifying Recounting; that is cheaper, fast enough and more
believable.

Common Sense tells us to demand an end to vendors' and election officials' deception, lies, intimidation,
threats,
fear-mongering and self-serving that are poisoning the Secretary of States' office Review climate .

The Diebold, Sequoia, ES&S and CivicHart computers were never good for elections. They should
be taken back by the companies and the money returned to the US Treasury and or the sellers should go
to jail for the massive consumer fraud

they have perpetrated upon America as they have undermined democracy. Crimes have been committed.

As a nation we can not tolerate this sabotage of our elections that is weakening our country.
Elections are a Public Interest, not for anyone's private gain.

Elections are simple. They only require honest people, attention, work, time, patience, education,
paper and pens.

Mark the paper. Protect the paper. Count the marks. Verify the counts. Total the marks.

Report the totals when the counting is done.

Let that be as honest and true as is humanly possible.

That's all there is to it.

We are beholden to Secretary of State Bowen for doing the job we hired her to do. We applaud her and
encourage her to do

all in her power to set California's elections right. That will help every citizen; what's good for the
country is good for even

reluctant vendors and election officials.

Brina-Rae Schuchman
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From: Kathay Feng

Sent: Wednesday, August 01, 2007 2:09 PM

To: Voting Systems

Subject: 8-1-07 TTBR Red Team Comment Letter Final

August 1, 2007

The Honorable Debra Bowen
California Secretary of State
1500 11th Street
Sacramento, CA 95814

Sent via email to votingsystems@sos.ca.gov

RE: Top-To-Bottom Review of Voting Machines
Dear Secretary Bowen:

On behalf of California Common Cause, I am writing with regard to your office’s “red team” reports
reviewing the security and accessibility of several voting systems currently in use released on July 27,
2007.

California Common Cause is a non-profit, non-partisan citizens’ lobby that works to strengthen
governmental accountability and public civic participation. In 2002, we were the lead plaintiffs in
litigation that forced California to switch off of punch card voting machines because of high voter error
rates, particularly amongst minority voters. The settlement led the way to California’s leadership in
transitioning to new, more accessible, and more accurate voting machines. Our California members are
committed to supporting voting technology that ensures voter accessibility as well as vote security.

The reports contained findings that question the security and accessibility of these voting systems. The
red team testers stated that they focused their testing on the technology of the voting systems rather than
on the policies, procedures, and laws of the Secretary of State or local election officials intended to
compensate for any technological shortcomings. To the extent that vulnerabilities were found, we
support the recommendations calling for compensating controls, including the development of security
plans that address physical security, security training of staff, and contingency planning.

We oppose any action that would remove these machines from use in the near term elections. Our
recommendation is based on the following reasons:

1. In Section 6.0 (Results and Interpretations) of the Overview of Red Team Reports, the
University of California technology experts stated that they believe the information in the reports would
allow the voting system vendors to take corrective action to mitigate or eliminate the security
vulnerabilities that the technology team reported: “We request that the Secretary of State provide the
public and confidential reports to the respective vendors... With their intimate knowledge of their
systems, this should be enough to enable them to determine, and take, appropriate corrective action.”
Additionally, the red team testing was conducted under laboratory conditions without simulating the
actual pre-election day and election day security procedures that normally occur during elections.
Because of this, we believe that the red team testing results do not compel removal from use. We also
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strongly disfavor any removal of these machines from use in the near term based on accessibility non-
compliance.

2. Removing these machines from use in the near term would result in decreased access for voters
with limited English proficiency and voters with disabilities in the counties currently using such voting
systems. Voting machines with an electronic interface offer increased access to the polls for such voters
compared with purely paper-based voting systems. For example, ballots in multiple languages can be
displayed much more easily on an electronic display screen than on a purely paper ballot, benefiting
voters whose first language is not English.

3. Removing these machines from use in the near term could force counties to retrain poll workers
on how to set up new voting systems, which takes away from the time that counties could spend to train
poll workers to offer better customer service. We believe that this is likely to have a negative impact

particularly on the ability of poll workers to serve language minority voters and voters with disabilities.

4. We believe the potential for confusion is particularly significant given the lack of time for
counties to conduct voter education before the early February 2008 election.

Sincerely,

Kathay Feng
Executive Director
California Common Cause
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From: Grace Cooper

Sent: Wednesday, August 01, 2007 11:49 AM

To: Voting Systems

Subject: electronic voting...yes or no...and whatever else..response for Debra Bowen, Secretary of State

It may be late for input, but | was returning from Mexico and could not attend the hearing on Monday. | have
worked 7-8 elections in Sacramento County, and do not believe that anyone is playing games with the equipment
of trying to fix the elections, BUT, | DO have major concerns about using ANY electronic voting equipment, and |
DO believe that it is possible that there are interests out there who would happily “fix” an election if they could
figure out how to do it. | believe that they did work on that in Florida, for instance, in 2000, and also in Ohio in
2004. Just those two places alone should make us wary of electronic voting equipment. In the final analysis, |
believe, it was the Supreme Court in 2000 that disenfranchised the voters by stopping the counting and declaring
that Bush had won ...and it would be just awfully unfair to go ahead and re-count those ballots; let's just say Bush
won and be done with it. In Ohio, somewhat different; there was fiddlling around with the equipment during the
recounts, and there was plenty of disenfranchisement work that was done ahead of time and during the election
itself.

| TRULY BELIEVE THAT THE ONLY WAY WE CAN FEEL SURE THAT WE HAVE OPEN AND HONEST
ELECTIONS IS TO RETURN TO PAPER BALLOTS THAT ARE COUNTED, FIRST, AT THE PRECINCT

LEVEL, AND THEN TURNED IN TO THE CENTRAL TABULATING FACILITIES.

I ALSO BELIEVE THAT WE SHOULD DO A COST COMPARISON....THE COST OF ALL MAIL-IN BALLOTING
(AS IN OREGON) AS OPPOSED TO THE COST OF PRECINCT OPERATIONS, VOTING AT THE POLLING
PLACE. | ALSO DO NOT CONSIDER THAT YOUR RECENT STUDY/TEST SHOULD HAVE INCLUDED INPUT
FROM THE VARIOUS AND SUNDRY ROVs THROUGHOUT THE STATE. (I am concerned that some of them
may have “conflicts of interest”).

I will be happy to volunteer, barring family emergency, to assist with counting at precincts, if that is necessary....or
to work with our local office of the Registrar of Voters on election night so that we will have a public and open
counting of all ballots, inclusing Absentee and Provisional- after signatures have been verified by the ROV staff.
The staffs at the various ROV offices may be resistant to change, for whatever reason — a stubborn desire to
stick with what they consider to be reliable procedures, or resistance to having to figure out split shifts so that old
ladies like me don't have to work a 14 or 16-hour shift !! (A strong recommendation | would make.)

In the final analysis, | do not believe we can or should EVER trust the election results when elections are
conducted on machines we KNOW are vulnerable to hacking — whether direct or remote.

_Sincerely, Grace Cooper L 1 D
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From: Dylan Boot

Sent:  Wednesday, August 01, 2007 11:56 AM
To: Voting Systems

Subject: Voting Access for People with Disabilities

Debra Bowen
CA Secretary of State

Ms. Bowen:

We are looking to you to ensure that people with disabilities have the opportunity to vote independently and
privately. People with disabilities want both an accessible and secure vote. California still has to meet the HAVA
requirements for an independent and confidential vote. Federal legislators realized last week that there was
insufficient time to decertify and develop entirely new voting systems in time for the 2008 elections.

Currently certified voting systems provide greater access to voting than any other in the past. There was a
suggestion that the current machines remain available only to persons with disabilities. People with disabilities
want their votes to be cast in a secure system and be counted just like everyone else. To say that these machines
are only good enough for this particular population is unacceptable and discriminatory.

We support the State in including accessibility testing as part of the State certification process. Our hope is that
State accessibility testing will help increase the accessibility of voting systems for the cross-disability community,
including persons with cognitive disabilities. We recognize that there is a need for continued research and
development of voting systems to increase their accessibility, vote verification capabilities and security.

While currently certified voting systems are not perfect, they should be used until new more accessible machines
are available. We cannot deprive the disabled community from practicing their right to vote.

We have been a resource to you and would like to continue to work with you to ensure accessible and secure
voting in California.

Respectfully,
Dylan Boot. MS

Peer Support Specialist

Access to Independence (a2i)

(Formerly The Access Center of San Diego, Inc.)
New Web Address: www a%ied nra

NAME CHANGE:

Please note: Beginning 1-1-07, the Access Center will become: Access
to Independence and our web address will be a2isd.org. Our individual
e-mail addresses have also changed, but the transition is transparent.
When you receive this e-mail, please note my new e-mail address and
make the necessary changes to your records. Access to Independence
thanks you!
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From: Carol Bronder

Sent: Wednesday, August 01, 2007 12:15 PM
To: Voting Systems

Subject: Red Team Review

Dear SOS Bowen,

I received an e-mail from Velvet Revolution asking me to thank you for the independent review of voting systems
in CA. Obviously the results are incriminating and the security flaws present in these systems uncovered by your
review as well as other independent tests must not be tolerated. Please follow-through in decertifying these
machines in California. There is no room in a democracy for an election system that is based on technology that
cannot be trusted to count every vote, accurately. | have been in constant contact with Minnesota's SOS Mark
Ritchie on voting security issues in our state. SOS Ritchie believes that the auditing and security procedures put
into place in the 2006 elections (in which he won) are adequate. | personally disagree with him, based on studies
and opinions such as those advanced by fellow Minnesotan Bruce O'Dell--an experienced IT security expert and
election reform activist. Please read Bruce's piece in Scoop from October 6, 2006.

hitp://www.scoop.co.nz/stories/HL0610/S00419.htm

His closing paragraph is particularly germane:

"There was a remarkable article published by the Computer Professionals for Social Responsibility in
2001, citing work by the Caltech-MIT Voting Project:

.. our best efforts applying computer technology have decreased the accuracy of elections,
to the point where the true outcomes of many races are unknowable. Many technologists
and technology enthusiasts will read the above words and refuse to believe them. "There
must be some other explanation,’ they will say. 'Nothing has been proven,' they will say.
'Future technology will be better,' they will say. But there is no other plausible explanation:
new technology may have reduced the cost of elections, and certainly has increased
counting speed, but the above results show no statistically significant progress in elections
accuracy over people counting paper ballots, one at a time, by hand.

Let me recap: voting by computer may be inherently untrustworthy and in practice poorly crafted,
overpriced, prone to breakdowns and wide open to subversion - but at least it's less accurate than
counting by hand.

Here's an indictment of the IT profession, and a fine irony: the degree of independent hand-auditing
of paper ballot records sufficient to verify the corresponding computerized vote tallies is
comparable to the effort required to more accurately count all the ballots by hand in the first
place, dispensing with the machines. But until that day arrives, the programs that the voting vendors
actually distribute - as opposed to the software they may say they distribute - will continue to determine
who takes power after the votes are tallied."

Thank you,

Carol Bronder
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From: Jenny Clark

Sent: Wednesday, August 01, 2007 3:31 PM

To: Voting Systems

Cc: Nancy Tobi

Subject: Recommendations for the General Election of 2008

Thank you! Secretary of State Debra Bowen for the review of electronic voting machines!
I understand you are soliciting public comments on the issue, through today.
Yes, all e-voting systems must be decertified at once! Good luck!

I have been aware of the fraudulent voting machines for many years and have been appalled at the lack
of serious review and public awareness (thanks to the media blackout on the subject). So I am especially
grateful for your "Red Team" review.

With the Emmy nominated "Hacking Democracy" in documentaries this year, maybe that will help shed
some light on this serious problem. You may recall that even optical scan voting systems are hacked in
this film. Any marking or counting device that relies on computer technology can be hacked.

There was a time we all believed a "paper trail" attached to e-voting machines would be a good answer.
However, since new information and evidence of fraudulent counts, conflicting exit polls and a host of
other evidence, I now believe that the best solution is to simply scrap all computerized technology in our
voting systems.

What voters need and want and deserve is a "paper ballot". We do not need a receipt to take home nor
do we need a small percent of our votes audited as the paper "trail" proponents argue.

The best solution for accurate vote counts is to return to the simple hand counted paper ballot, hand
counted in full public view at the precinct level. The totals at the precinct will match the number of
voters who signed in to vote, The paper should be of a durable stock to allow many hand counts of
multiple-candidate/issues on the ballot. Even if you paid the counters $20 an hour, you still would save
many millions by avoiding complex computer upgrades year to year, and other expenses.

I 'am not an expert on computers or hand counting, but I highly suggest that you seek advise from many
experts who are knowledgeable on how to do hand counts.

Posted below is a link and an article about how to conduct a hand counted paper ballot election. Do not
be swayed by nay-sayers who think this solution is a return to the dark ages. Indeed, many countries
around the world use this system just fine and are perplexed with the US fixation on voting machines. It
is totally doable, even in a large state like California. It keeps all elections as local as possible at the
precinct level.

I hope that California will once again be a leader for the nation on this issue of e-voting. Every

technological fix suggested by computer expetts is another doorway for hacking. The accountability and
prosecution of the fraud that has already occurred should be firm and swift.
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Good luck!
Thank you,
Jenny Clark

See this link for information on "An Election Preparedness Kit", written by hand counted paper ballot
expert Nancy Tobi from New Hampshire, who is another good source for you, on the training required
to perform hand counted ballots. It should not take too long to do the training. I have copied Nancy on
this e-mail to make it easy for you to contact her.
http://www.democracyfornewhampshire.com/node/view/2606

This article explains in simple terms how easy and inexpensive it is to use the hand counted paper ballot
voting system.

http://www.smirkingchimp.com/node/8842

On-Site Observations of the Hand-Counting of Paper Ballots and
Recommendations for the General Election of 2008
by Sheila Parks | Jul 20 2007 - 9:44am |

Between May 2, 2006 and November 7, 2006, I observed the hand-counting of paper ballots in
three elections in two New England states. The purpose of these observations was to gather
first-hand data concerning the feasibility, effectiveness and accuracy of the use of HCPB. These
elections were as follows:

(1) Rockport, Massachusetts (MA), on May 2, 2006, Town Election

(2) Hudson, MA, on May 8, 2006, Town Election

(3) Acton, Maine (ME), on November 7, 2006, General Election

All three hand-countings of paper ballots were conducted smoothly and were finished in a
timely manner. This paper describes the various protocols used and presents
recommendations for the use of hand-counted paper ballots (HCPB) in the upcoming elections
of 2008. Absentee ballots, provisional ballots and chain of custody of the ballots are not dealt
with in this paper, although they are also crucial elements of an HCPB system.[1]

Much has been written about the fraud and error associated with the use of electronic voting
machines - both Direct Recording Electronic (DRE'S/touchscreens) and Optical Scan (op
scans/opti scans).[2] Because of this fraud and error, HCPB have been put forth as an
alternative to electronic voting machines.[3] The use of an HCPB system will ensure that each
vote is counted as intended and as cast by the voter. Although HCPB do not address the
egregious suppression of the vote (mostly of people of color, elders and low income people),
partnering a solution to the elimination of this suppression with the use of HCPB is the only
way to have honest and transparent elections.

The jurisdictions that I observed were not selected randomly. They were places that I could
drive to comfortably from my home in Boston, MA. Moreover, I was interested in observing an
election in Acton, ME because the Town Clerk had told me that after the first hand-counting,
the ballots would be hand-counted a second time.[4] I received permission to observe the
elections from each Secretary of State, or their assistants, and from each Town Clerk. For full
transparency, I introduced myself as an advocate of HCPB, who wanted to observe an HCPB
election. I was very well received and felt comfortable in all places. All three Town Clerks were
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very generous with their time and expertise.

In each of the three elections observed, number two pencils were used by the voters to hand
mark their paper ballots. In each of the elections, the counters worked in teams of two. In
addition, the counters were told that it was the intent of the voter that was to be counted, and
when in doubt, the counters called over the Town Clerk or Warden[5] to ask questions about
specific ballots and how to count them. Finally, in each of the elections, the counters were able
to hand-count the paper ballots in a short time (see specifics below).

ACTON, ME, NOVEMBER 7, 2006, GENERAL ELECTION

I will first describe the HCPB election in Acton, ME on November 7, 2006 because this protocol
used a procedure that would produce the most accurate count of the votes - namely, a second
hand-count was done immediately after the first hand-count.

The ballot box was a plain, wooden box with a slot into which voters put their ballots. There
were six teams, of two counters each, doing the hand-counting. The counters came in
specifically to count; they had not worked at the polls earlier in the day. Each team consisted of
a Republican and a Democrat. The teams first counted the ballots into batches of 50, and then
these batches of 50 were counted again.

The teams then hand-counted the votes cast in each contest for each batch of 50 ballots in the
following manner: One member of the team would read out loud the name marked off for each
contest; the other member of the team marked the vote on a tally sheet that corresponded to
the ballot. A voter's entire ballot was tallied for all of the contests before the counters went on
to tally the next voter's ballot. The talliers counted each vote by making a hash mark (small,
straight vertical line).[6] After four vertical lines were made, a fifth line was made diagonally
through the first four marks. For each person running for office (and for each initiative), the
tally sheet was marked off into five columns vertically and two rows horizontally, providing 10
rectangular spaces in each of which five hash marks could be written - a total of 50 hash marks
- 1.e,, votes - per contest or initiative. A dark horizontal line separated the names in each
contest. At the end of the counting of all of the races in a batch of 50 ballots, the counters
totaled the hash marks for each race on the tally sheet and entered that number on the tally
sheet in the "TOTAL VOTE" column. There was a special sheet for write-ins.

Immediately after the first hand-count of a batch of 50 ballots, a second hand-count, on a new
tally sheet, was done of this same batch of 50 ballots by these same counters. Again, the entire
ballot of each voter was tallied before the counters proceeded to the next voter's ballot. This
time, the person who had read the names out loud marked each vote on the tally sheet, and the
person who had tallied read out loud the ballot choices. After the votes on all 50 ballots in a
batch were marked on the tally sheet, the totals for each contest were obtained and written on
the tally sheet. If the totals for the candidates in any contest or for any initiative were not
exactly the same on the first and second tally sheets (i.e. on the first and second countings),
these contests or initiatives were counted a third time. I observed such a situation two times.
The HCPB election in Acton, ME demonstrates that paper ballots can be hand-counted
immediately a second time, at the precinct on election night, before the results are posted at
the precinct, in order to ensure an honest and transparent count in a timely manner. The
election in Acton, ME also indicates that paper ballots can be hand-counted in a very short
time. With seven races and two initiatives, the six teams of two people each were able to hand-
count twice 944 ballots in four hours.

ROCKPORT, MA, MAY 2, 2006, TOWN ELECTION HUDSON, MA , May 8, 2006,
TOWN ELECTION

The elections in Rockport and Hudson will be discussed together because they were similar in
various respects. Both counted the votes cast only once,[77] and both used the same kind of
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tally sheets provided by the MA Secretary of State. In both jurisdictions the ballots were
counted into batches of 50. The tally sheet was a large piece of paper that was marked off into a
grid with horizontal and vertical lines forming small rectangular boxes (similar to the squares
of graph paper). The vertical columns were marked with a heavy line at each multiple of five
columns. There were 50 rectangular boxes across each horizontal line. At the top of the tally
sheet, each vertical column was numbered from 1-50. On both the left hand and right hand
sides of the tally sheet were the names of the people running in that particular race. One tally,
as a hash mark, was put into one box, beside the name of the person voted for. A voter's entire
ballot was tallied for all of the contests before the counters went on to tally the next voter's
ballot. After the 50 ballots were tallied, the totals for each contest were entered into the
"Totals" column at the end of the 50th box. Blanks and write-ins were also marked on this
sheet. Four or five teams of two poll workers did the hand-count. One read from the ballot, and
the other person placed the hash mark in the appropriate box on the tally sheet.

Rockport, MA used an old wooden ballot box.[8] A poll worker turned the brass handle on the
box as each voter put her/his ballot into the box. Numbers on the front of the box
automatically changed as ballots were placed in it, counting the cumulative number of ballots
placed in the box. The machine marked each ballot with the precinct number down the center
of the ballot as it went through the machine. The preceding characteristics of the ballot box
provided a measure of security for the ballots, minimizing the danger of stuffing the ballot box,
a criticism often leveled at the HCPB process. As noted earlier, this paper does not examine in
detail issues of security such as chain of custody, but rather deals with protocols for HCPB.
There were two crews of poll workers, morning and afternoon. One crew came in at 6:30AM
and worked until 12:30PM. The second crew came in at 12:30PM and worked until 6:30PM. At
6:30PM, the second crew went home for dinner until 8PM, when they came back to hand-
count the paper ballots. The morning shift came back at 6:30PM to work at the polls and then
to hand-count the paper ballots. The polls closed at 8PM. The paper ballots were hand-counted
by five teams of two workers each.

In Hudson, the ballot box was an old box made of gray wood. The ballot box rang when the
voter put in her/his ballot, and the poll worker turned the crank of the box, moving the ballot
from the slot of the box into the box. When the poll worker cranked the ballot into the ballot
box, each ballot was inked with "Town of Hudson, precinct 6."[9] This ballot box also provided
a degree of security for the ballots.

The Clerk could hire eight people per precinct, not including the Warden and Clerk, who were
also present for the hand-counting. There were two shifts of poll workers, 7AM-5PM and 5PM-
8PM, which was when the polls closed. The second shift did the counting. Poll workers had to
be registered voters in the town of Hudson. Although it was preferred that the counters lived in
the precinct where they worked, it was not necessary.

The elections in Rockport and Hudson again demonstrate that paper ballots can be hand-
counted in a reasonable time. In Rockport, it took about one hour to hand-count 522 ballots;
there were six races and no initiatives. In Hudson it took about one hour to hand-count 59
ballots; there were 14 races and no initiatives. As noted, both communities used ballot boxes
that provided a degree of security for the ballots.

RECOMMENDATIONS TO BEGIN WITH THE 2008 GENERAL ELECTION
(WHICH INCLUDES THE PRESIDENTIAL ELECTION)

Recommendations Based on My Observations

(1) Based on my observations in Acton, ME, this paper recommends the hand-counting of
paper ballots followed immediately by a complete second hand-counting and a reconciliation of
the two counts, if necessary, by additional counting.[10] A second hand-counting is crucial to
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check the accuracy of the first hand-count. If a discrepancy is found between the two countings,
counting should continue until the counts are reconciled. This paper also recommends the
procedure used in Acton of counting the ballots into batches of 50, counting a batch of 50 and
then immediately counting that batch of 50 again. Some critics of electronic voting machines
have pointed out the need to obtain a second count, called an audit, after the first original
tabulation of votes; however, there is no consensus as to how such an audit should or could be
done. The second counting of ballots recommended in this paper goes beyond the concept of an
audit to a comprehensive process encompassing a second counting of every vote and a
reconciliation of the two counts.

(2) From my observations of these three hand countings, I prefer the tally sheets used in Acton,
ME over the graph-like grid used in both Rockport, MA and Hudson, MA. During my
observations, it appeared that the Acton tally sheet was easier for the counters to use. With the
grid-like tally sheets, care had to be taken by the counters not to lose their place.

(3) Because HCPB require careful attention to and scrutiny of the ballots, it is recommended
that people who have not worked at the polls all day come in to do the counting, as in Acton,
ME.

(4) As noted, this paper does not deal in detail with the issue of security of the ballots.
However, it is recommended that research be done concerning the cost of manufacturing ballot
boxes with the characteristics described for Hudson, MA and Rockport, MA.

Additional Recommendations

The present author has been involved with voting rights for the last five years. Based on her
previous work,[11] she also further expands the use of HCPB to include the following
recommendations:

(1) In addition to the four recommendations presented above, it is recommended that an HCPB
protocol also have the following characteristics: (a) Ballots would be counted at the precinct by
registered voters in that precinct. (b) The counting would be done in full view of the public. (c)
The counting would be videotaped. (d) The results would be posted at the precinct immediately
after the count. (e) To be manageable, precincts would be no larger than 1000 registered
voters. (Because the concept of HCPB operates at the precinct level, even large communities
can adopt such a system.) (f) In each precinct there would be at least 10 teams of two counters
each (a Democrat and a Republican).[12] These teams would count the ballots, one counter
reading the name and the other counter making the mark on the tally sheet. For the second
counting, the counters on each team would switch roles. (g) Whether or not there would be
observers as part of the team of counters, and if so, how many, needs more research and is
beyond the scope of this paper.

(2) This paper recommends that poll workers who participate in the process of HCPB be paid
at a rate that will be respected by the community. This will be possible because a large amount
of money will be saved with the elimination of electronic voting machines. The Help America
Vote Act (HAVA) paid states hundreds of millions of dollars to buy electronic voting machines,
both DRE'S and/or op scans.[13] One machine can cost anywhere from $3,000 - $5,000[14]
and that amount does not include storing, maintenance, and upgrade. In contrast, for an HCPB
election, the cost for the counting could be $2400.00 per precinct for each election, with ten
teams of two workers each, as described above, and paying each worker $20/hour for six hours
($120). HCPB by registered voters from the precinct would also keep the money in the
community. As is true for op scan electronic voting machines, money would also have to be
spent for the cost of printing the ballots.[15] If hundreds of millions of dollars had not been
spent for the purchase, storage and upgrade of electronic voting machines, imagine the money
our communities could have used for health care and education.
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EPILOGUE

On January 4, 2006, I had the good fortune to watch on TV the voting in Congress for Speaker
of the House. One at a time, each representative called out orally her/his choice for Speaker,
and that vote was tallied by hand. This hand counting of oral votes was done by two
Republicans and two Democrats, all of whom had been appointed by the Clerk of the House.
The Electronic Board that usually counts the votes of the Representatives was not used for this
count; the official vote was tallied by hand. I could not help but wonder how the
Representatives would have felt had their votes not been recorded accurately, or not at all, as
voters throughout the USA experienced in recent elections. For voters in each precinct in the
USA, hand-counting of paper ballots would assure that each of our votes is counted as intended
and as cast, as the oral votes of our Representatives, were hand-counted, as intended and as
cast, in the House of Representatives.

ENDNOTES

[1] For a beginning discussion of chain of custody, see the present author's paper Hand-
Counted Paper Ballots Now. A version of this article first appeared in the April 2006 issue of
Tikkun, http://www.tikkun.org/magazine/specials/article.2006-04-
10.1693298872, retrieved from the Web February 28, 2007. An updated version can be
found at http://electionfraudnews.com/News/HCPBNow.htm, retrieved from the Web
February 28, 2007. "Ballot boxes must be clearly marked and visible in plain view. Ballot boxes
will be sealed and locked whenever they contain ballots and are not being actively used. Ballot
boxes are secured from the beginning of voting until the end of counting by a chain of custody
procedure. Ballot boxes never leave the polling place until after the vote is counted, audited
and certified. Each time ballot boxes move from the physical control of or visual contact from
one person to another, a duplicate record signed by all counters and observers must be made
relinquishing and gaining control. There will be a documentation process wherein each ballot
box will have a record of its handling from the beginning of the day to the end of counting. On
the web site of computer science expert Professor Douglas W. Jones, there is a very clear and
detailed protocol for "Ballot and Ballot Box Transportation" and "Ballot Storage." The reader is
referred specifically to these two sections (the last two on this link):
http://www.cs.uiowa.edu/~jones/voting/paper.html

[2] Listed here are some of the outstanding articles about the fraud and error resulting from
electronic voting machines; some are from the mainstream media, others from scholarly
sources, and yet others from technical groups: (1) The public hacking of electronic voting
machines by Harri Hursti, working with Black Box Voting,
http://www.bbvforums.org/forums/messages/2197/6847.html, retrieved from the
Web February 21, 2007. (2) The U.S. Government Accountability Office (GAO) in its
nonpartisan September 2005 report on elections states in its conclusions: "Numerous recent
studies and reports have highlighted problems with the security and reliability of electronic
voting systems S the concerns they raise have the potential to affect election outcomes $
Federal Efforts to Improve Security and Reliability of Electronic Voting Systems Are Under
Way, But Key Activities Need to be Completed.”,
http://www.gao.gov/new.items/d05956.pdf, retrieved from the Web March 7, 2007. (3)
Article by Robert F. Kennedy, Jr. in Rolling Stone (Issue 1002, June 15, 2006),
http://www.rollingstone.com/politics/story/11717105/robert_f_kennedy_jr__ will
retrieved from the Web February 21, 2007. (4) Report of the Brennan Center Task Force of
NYU, on June 27, 2006, http://www.brennancenter.org/press_ detail.asp?
key=100&subkey=36345, retrieved from the Web February 21, 2007 and
http://brennancenter.org/dynamic/subpages/download_file_38150.pdf, retrieved
from the Web February 22, 2007. (5) Papers by Ed Felton et al. from Princeton University in
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Sept. 2006, http://dubiousprofundity.com/hackthevote.pdf, retrieved from the Web
February 21, 2007. (6) Problems that occurred with electronic voting machines in many states
in the General Election on November 7, 2006, especially the 18,000 undervotes in Sarasota
County, FL, http://www.nytimes.com/cq/2006/12/20/cq_2056.html, retrieved from
the Web February 20, 2007. (7) NIST discussion draft, December 1, 2006,
http://vote.nist.gov/DraftWhitePaperOnSIlinVVSG2007-20061120.pdf, retrieved
from the Web February 22, 2007. (8) The annotated bibliography by Rady Ananda,
http://tinyurl.com/2gwlve, retrieved from the Web May 11, 2007.

[3] On August 4, 2006, Nancy Tobi posted this article about HCPB in NH,
http://www.opednews.com/articles/genera_nancy_to_060804_the_granite_stat
retrieved from the Web March 12, 2007. An editorial first carried in the Ketchikan Daily News,
December 1, 2006, written by Editor Terry Miller, called for HCPB for the president and vice
president, http://www.ketchikandailynews.com/, retrieved from the Web January 12,
2007. (Thanks to John Gideon of Daily Voting News for pointing out the Ketchikan editorial.)
On December 7, 2006, the editorial was then picked up by the Juneau Empire,
http://juneauempire.com/smart_search/, retrieved from the Web January 12, 2007.
Rady Ananda wrote an HCPB Implementation Strategy for 2007 on January 3, 2007,
http://www.opednews.com/articles/opedne_rady_ana_o070102_evoting_exit_str,
retrieved from the Web March 13, 2005. In February 2007, in Missouri (MO), Show Me The
Vote, led by Phil Lindsey, introduced an initiative to go on the ballot that, if passed, would
mean that MO would not use electronic voting machines in their elections, but would use
HCPB. This initiative must first get enough votes from the public to appear on the ballot,
http://www.scoop.co.nz/stories/HL0702/S00271.htm, by Michael Collins, retrieved
from the Web March 12, 2007. (To contact Show Me The Vote, email Phil at
galloglas@sbcglobal.net.) Another HCPB initiative, led by Kathleen Wynne, is in the form
of a petition from the American People to Congress, urging Congress to reintroduce the Paper
Ballot Bill of 2006, http://hcpbnow.org/petition.html, retrieved from the Web July 13,
2007. In June 2007, at The DFA (Democracy for America) Democracy Fest in New Hampshire,
in a telephone call to the attendees, Representative Dennis Kucinich stated that he will
introduce The Paper Ballot Bill of 2007, mandating HCPB for all federal offices. Kucinich has
changed the bill from his 2006 version, H.R. 6200, which had mandated HCPB for the offices
of president and vice-president only, http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=109_cong_bills&docid=f:h6200ih.txt.pdf, retrieved from
the Web, March 30, 2007.

[4] I observed one of the three HCPB methods authorized by the Maine Secretary of State,
called "The Reading Method": "The team counts each lot together; 1 member reads and the
other member tallies. The team members then switch roles, so that the tally is done a second
time. If they agree, that count is completed. If there is a discrepancy, the team must recount the
race or races where the count was off. $." From Maine Revised Statutes Annotated (MRSA),
CONDUCT OF ELECTIONS, Chapter 9, page 3, (Title 21-A §695).

[5] "Warden" is the name used in Massachusetts for the poll worker in charge of the election in
that precinct. Different names are used in different states. The person is not an elected official
[6] In April 2004, Teresa Hommel described some hand-counting methods used in Canada
and New York City, http://wheresthepaper.org/CountPaperBallots.htm , retrieved
from the Web January 13, 2007.

[7]1 Another method of hand-counting paper ballots is the sort and stack protocol,
http://www.sos.nh.gov/FINAL%20EPM%208-30-2006.pdf (pp 144-146), retrieved
from the Web May 11, 2007. In this method, used by the state of New Hampshire, the ballots
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are first sorted into stacks for each candidate, and then the stacks are counted. In email
correspondence, December 2, 2006 and December 4, 2006, with Nancy Tobi from Democracy
for New Hampshire, Tobi states that NH uses the sort and stack method for both election night
counts and for recounts. She says that it is used primarily for "S single member races - where
there is a yes/no choiceS." and for straight ticket votes. Sort and stack is not usable in all
situations. With this protocol, as with those used in Rockport and Hudson, votes are counted
only once; the manual recommends a second count if there is a "close race." A "close race" is
not defined. A mandatory second count for all ballots could be added to this protocol.

[8] The ballot box said "Town of Rockport, Precinct 2" and was dated 1922.

[9] The ballot box was made by S. Ralph Cross and Sons, Inc., 120 Mayfield Street, Worcester
2, MA, now out of business. The box was dated 1971.

[10] Joanne Karasak has recommended a first count followed by "an immediate second 'blind'
count (blind count meaning that the second team of counters do not know the total on the first
count)." Email posted June 26, 2007. Based on my observations in Maine, I think it would be
too confusing to change counters.

[11]See Sheila Parks, What Went Wrong in Ohio & Black Box Voting,
http://www.tikkun.org/magazine/reviews/article.2006-01-06.7975946864,
retrieved from the Web March 18, 2007; Sheila Parks, Hand-Counted Paper Ballots Now (see
endnote 1); Roy Lipscomb and Sheila Parks, Hand-Counted Paper Ballots: Frequently Asked
Questions, http://www.scoop.co.nz/stories/HL0705/S00261.htm, retrieved from the
Web May 20, 2007.

[12] If there additional parties on the ballot, representatives from these parties should also
participate in the counting.

[13] Thanks to my good friend Lucius Chiaraviglio, HCPB activist, for his help with this
endnote, http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?
dbname=107_cong_public_laws&docid=f:publ252.107, retrieved from the Web March
13, 2007.

[14] Thanks to Paul Letho for sending me this information. See Appendix A,
http://www.votersunite.org/info/SequoiaContract.pdf, retrieved from the Web March
18, 2007, for the contract between Snohomish County, Washington and Sequoia Voting
Systems, Inc. for a detailed example of what electronic voting machines cost. This contract was
for more than $5 million dollars. Appendix A is contained in his lawsuit against Sequoia Voting
Systems, Inc., www.votersunite.org/info/lehtolawsuit.asp, retrieved from the Web
March 18, 2007.

[15] Email correspondence, March 6, 2007, with Chief Legal Counsel, Election Division, Office
of the Secretary of State, MA. In MA in 2006 there were 71 precincts using HCPB. For the MA
State Primary election in 2006, the cost was $444 per precinct (which included two parties) for
ballot printing, which included absentee ballots, specimen ballots and instruction cards. For
the General Election in 2006, the cost was $391 per precinct.
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From: Valerie Aritz

Sent:  Wednesday, August 01, 2007 9:16 AM
To: Voting Systems

Cc: Connie Soucy

Subject: Re: Voting System

Debra Bowen
CA Secretary of State

1500 111" Street
Sacramento,CA 95814
July 30, 2007

Ms. Bowen:

We are looking to you to ensure that people with disabilities have the opportunity to vote
independently and privately. People with disabilities want both an accessible and secure
vote. California still has to meet the HAVA requirements for an independent and
confidential vote. Federal legislators realized last week that there was insufficient time
to decertify and develop entirely new voting systems in time for the 2008 elections.

Currently certified voting systems provide greater access to voting than any other in the
past. There was a suggestion that the current machines remain available only to
persons with disabilities. People with disabilities want their votes to be cast in a secure
system and be counted just like everyone else. To say that these machines are only
good enough for this particular population is unacceptable and discriminatory.

We support the State in including accessibility testing as part of the State certification
process. Our hope is that State accessibility testing will help increase the accessibility of
voting systems for the cross-disability community, including persons with cognitive
disabilities. We recognize that there is a need for continued research and development
of voting systems to increase their accessibility, vote verification capabilities and
security.

While currently certified voting systems are not perfect, they should be used until new
more accessible machines are available. We cannot deprive the disabled community
from practicing their right to vote.

We have been a resource to you and would like to continue to work with you to ensure
accessible and secure voting in California.

Respectfully,

Valerie Arita

Program Manager

Access to Independence (a2i)
(Formerly The Access Center of San Diego)
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From: Parcells, Barbara

Sent: Wednesday, August 01, 2007 9:46 AM
To: Voting Systems

Subject: Comment on Voting Machines

Dear Secretary of State Bowen:

Thank you for reviewing the voting machines used in the State of California. I have worked as a
poll worker with both types of Diebold voting machines used in San Diego County, both the touch-
screen models, and the "optiscan" system. (I summarize them below the line). When I am not
working as a poll worker, I am a programmer for a Fortune 50 corporation.

It is my opinion that the best, easiest, most reliable, and most affordable voting system for all
parties concerned would be a version of the Diebold optical-scanning system which has been used
in San Diego, which uses paper/cardboard ballots, incorporating instead of Diebold's software,
open-source software running both the scanner and the central tabulator.

It seems to me that the greatest weakness of the new voting systems is the lack of transparency in
the vote-tallying methods. Vote-tallying has been remanded to electronic code which the vendors
state is "covered by trade secrets” and thus they prohibit it from being examined in detail for flaws
in accuracy, honesty, reliability etc.

"Open-source” software, on the other hand, has all its inner workings fully open to public scrutiny,
As such, governmental agencies, university researchers, security experts, and interested citizen
activists can all examine the code, and an open and clear discussion of its strengths and
weaknesses can be held. Many more "eyes" are examining it, increasing the odds of discovering
defects so that they can be fixed. Such open-source code could be compiled into "certified"
versions by the government for each election, and any machine found running an other-than-
certified version for that election would be out of compliance. The source code for each "certified
version" would be published publicly, such as on the SOS website, for full and open examination.

Several organizations are working on open-source code for American voting machines. Australia
already has a working open-source software that they have used in several elections. See
http://www.openvotingconsortium.org/; Australia's open-source code--
http://www.wired.com/techbiz/media/news/2003/11/61045; Open Vote Foundation (providing a
version of Australia's code to California)--
http://www.worldchanging.com/archives/000330.htm! and
http://www.wired.com/politics/security/news/2004/01/61968.

My experiences with the voting machines as a poll worker: In the 2004 primary we used the
touchscreen Diebold voting machines. At that time they did not have the "receipt printer" (voter-
verified printout) mounted. This system consisted of several touchscreen devices that the voters
voted on, and one small module that sat on our table, which we used to program the voting cards
for the voters. The voting cards were programmed according to the voter's party registration, the
voter inserted them into the touchscreen machine, and the machine then presented them with the
appropriate ballot according to their party. The famous problems with the San Diego primary, in
my-polling place at least, were due to junior-high-school-level mistakes by whoever set up the
tabletop card-writing module. It failed to bring up its card-writing software upon power-up,
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presenting us instead with a blank Windows desktop. Whoever set it up failed to even put a
shortcut to the software on its (Windows CE) desktop, nor did they put a shortcut to it in the
'Startup' folder. See my full description of this incident at
http://www.crocuta.net/Dean/San_Diego_Voting Machines Foulup.htm.

In the 2005 special election (the next time I worked as a poll worker), we used the Diebold "opti-
scan" system. In this system all voting was done on paper ballots (the same as used by vote-by-
mail voters), which were scanned through a single optical scanner which then dropped them into
the ballot box. The scanner was the only piece of electronic equipment in the polling place in this
election, and worked fine for us. Even if it hadn't, we would still have been able to let people vote;
they would have put their completed paper ballots in another sealed ballot box, to be counted
later, instead of through the scanner.

In the 2006 primary we used the Diebold "opti-scan" system again, and also had one Diebold
touch-screen system, with "receipt printer" this time, for use by handicapped people if desired.

It is my understanding that in both these systems, the "opti-scan" and the touchscreen, there is
another unit down at the Registrar of Voters, which is used to gather the voting tallies from the
electronic memory modules of the optical scanner or the touchscreen. This is the "Central
Tabulator".

Sincerely Yours,

Barbara Parcells
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From: Claire Stratton

Sent: Wednesday, August 01, 2007 9:16 AM
To: Voting Systems

Cc: Connie Soucy; Mark Carlson; Valerie Arita

Subject: Voting Machines
Importance: High

Debra Bowen
CA Secretary of State

1500 11t Street
Sacramento,CA 95814
July 30, 2007

Ms. Bowen:

We are looking to you to ensure that people with disabilities have the opportunity to vote independently
and privately. People with disabilities want both an accessible and secure vote. California still has to
meet the HAVA requirements for an independent and confidential vote. Federal legislators realized last
week that there was insufficient time to decertify and develop entirely new voting systems in time for
the 2008 elections.

Currently certified voting systems provide greater access to voting than any other in the past. There was
a suggestion that the current machines remain available only to persons with disabilities. People with
disabilities want their votes to be cast in a secure system and be counted just like everyone else. To say
that these machines are only good enough for this particular population is unacceptable and
discriminatory.

We support the State in including accessibility testing as part of the State certification process. Our hope
is that State accessibility testing will help increase the accessibility of voting systems for the cross-
disability community, including persons with cognitive disabilities. We recognize that there is a need for
continued research and development of voting systems to increase their accessibility, vote verification
capabilities and security.

While currently certified voting systems are not perfect, they should be used until new more accessible
machines are available. We cannot deprive the disabled community from practicing their right to vote.

We have been a resource to you and would like to continue to work with you to ensure accessible and
secure voting in California.

Respectfully,

Claire Stratton

Claire Stratton
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From: Elizabeth Turner

Sent: Wednesday, August 01, 2007 9:03 AM
To: Voting Systems

Subject: Opinion on voting machines

Debra Bowen
CA Secretary of State

1500 11% Street
Sacramento, CA 95814
July 30, 2007

Dear Ms. Bowen:

I am asking you to ensure that the Disabled Community in California has the opportunity to vote
independently and privately. People with disabilities want & need an accessible and secure voting
system. Because of recent studies suggesting that these voting machines are not secure, it is being
suggested that they be removed before the next election. Unfortunately, Federal legislators realized last
week that there was insufficient time to decertify and develop an entirely new automated voting system
in time for the 2008 elections.

Currently, certified voting systems provide greater access to voting than any other in the past.
There was a suggestion that the current machines remain available only to persons with disabilities.
People with disabilities want their votes to be cast in a secure system and be counted just like everyone
else. To say that these machines are only good enough for this particular population is unacceptable and
discriminatory.

While currently certified voting systems are not perfect, they should be used until new more accessible
machines are available. We cannot deprive the disabled community from practicing their right to vote.

I support the State in including accessibility testing as part of the State certification process. My hope is
that State accessibility testing will help increase the accessibility of voting systems for the cross-
disability community, including persons with cognitive disabilities. I also recognize that there is a need
for continued research and development of voting systems to increase their accessibility, vote
verification capabilities, and security.

Concerned citizen & advocate for people with disabilities,

Elizabeth Turner

Grant/Executive Assistant

Access to Independence (a2i)

(formerlv The Arrace Cantar of San Diego)

NAME CHANGE: Please note: Beginning 1-1-07, the Access Center will become:
Access to Independence and our web address will be a2isd.org. Our individual e-
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mail addresses have also changed, but the transition is transparent. When you
receive this e-mail, please note my new e-mail address and make the necessary
changes to your records. Access to Independence thanks you!

PRIVACY NOTICE - This email message, including any attachments, is for the sole use of the intended recipient(s) and may contain information
protected by confidentiality laws and regulations. If you are not the intended recipient, or the employee or agent responsible to deliver it to the intended
recipient, you may not review, use, copy, disclose or distribute this message, attachments, or any of the information contained in this message to
anyone. If you have received this e-mail in error, do NOT read the content transmitted, please notify us immediately by e-mail and delete this e-mail
message, attachments, and all copies.
