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PROCEEDI NGS

ACTI NG- CHAI RPERSON CARREL: We will begin the
nmeeti ng.

My nane is Marc Carrel, I'mVice-Chair and | wll
serve as Chair today in the absence of Mark Kyl e.

Al so not attending this neeting are David
Jefferson and Deborah Jones, but we do have five nmenbers of
ei ght, so we do have a quorum

M. Wagaman, if you could start with the report on
Item Nunber 1, please.

MR. WAGAMAN: Actually, M. Chair, it would be the
update on previous itens.

ACTI NG CHAl RPERSON CARREL: Okay. I'msorry. |
understand that you have an update on the previous itens,
some of which were left open in terns of docunents we were
hoping to receive fromthe feds and others. So if you can
gi ve us an update on those itens, that would be hel pful

MR, WAGAMAN. Okay. We're at the final tab in
your binders.

At the last nmeeting the Chair requested that staff
prepare an update on all the itenms that you guys had
conditionally certified. 1n addition, we've had sone
changes on sonme of the applications. All those things were
put in a report which is before you.

[tem 1, which was ES&S Model 100, 550 and 650,
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along with the Unity Election Managenent System The Pane
recommended certification with a series of conditions, one
of which was federal qualification and the issuance of the
federal I TA reports. Those were actually received by this
office prior to the certification being issued. A
certification was in fact issued.

Anot her one of the conditions on that
certification was that the vendors submt revised procedures
with sone additional feedback that cane fromthe Pane
menbers. The vendor did conmply with that condition, so
t hose conditi ons have been net.

Item 3A, the Diebold Election Systenms AccuVote-OS
Agai n, the Panel recommended certification with a series of
conditions, one of which again related to the federa
process. Those conditions were net prior to the actua
certification being issued by the Secretary. As such, there
are pending i ssues regarding the certification on that
system

Item 3B, which is again the VCProgramer. There
was a series of conditions applied by this Panel. One
related again the federal process. Again that has been
conpleted. Also one related to the subm ssion of revised
procedures, that was al so conpleted. Subsequent to the
witing of this report, certification was issued for

VCProgranmer. One of the conditions on that certification
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was t he approval of security plans. That has been done for
one county, there are pending security plans for the
remai ni ng counties that want to use that system

ACTI NG- CHAI RPERSON CARREL: So that neans that
those counties cannot use the systemuntil those plans are
approved?

MR, WAGAMAN: Correct.

Hart System One condition on the certification
was that additional testing be conpleted on the COTS
commercial off-the-shelf scanners that are used by Orange
County. Staff did go to Orange County and did successfully
conplete that testing, thus neeting that condition on
certification. So there are no further conpliance on that
agenda item

The Sequoi a Voting System AVC Edge and W nEDS,
agai n, was recommended for certification with a series of
conditions. Related to federal qualification, which again
was conpleted prior to the issuance of the actua
certification by this office.

Item 7, the Avante Optical Vote-Tracker. There
was a request fromthe Panel for staff to inquire with the
vendor whether they would be willing to push back that item
until after Novenber, since it wasn't going to be used in
t he Novenber election. The vendor was anenable to that. So

at the first meeting of this Panel subsequent to the
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Novenber election, that itemw ||l be ready to finally cone
f orwar d.

Item 9, the Datavote Ballot/Card Readers. There
were two counties which had ballot card readers, which based
on the inventory done by RNG we could not verify the
certification on. Staff traveled to those two counti es,
gat hered additional information on those readers, and was
actually able to verify the certification on those. So we
have been able to verify the certification on all of those
card readers currently used in the state. So there is no
action before the Panel on that particular item

Additional testing, Item 10. W had originally
intended to bring forward applications relating to the
Optech Eagle Model 1V-C, the systemfor ES&S at this
nmeeting. That has been actually schedul ed for next week, so
I would ask the Panel to roll those items forward to the
Cct ober 22nd date where you would have those itens to
address, along with one other, the |ast pending application,
which is relating to the AVC Edge and Verivote, which is
their voter-verified paper audit trail system

ACTI NG- CHAI RPERSON CARREL: M question is then
the rest of the systemsoftware, the Optech Eagle, the
Optech I1V-C, those are systens that are going to be used in
various counties in this election. You're saying testing is

not occurring until next week, what is the inpact if testing
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is not successful?

MR. WAGAMAN:  Well, both systens are used in
various counties. The issues we're talking about only
affect two to three counties, Merced, San Mateo, and
potentially San Francisco, so it is a fairly limted issue
and it would be limted to those jurisdictions. |If testing
failed, there are alternatives. They would either have to
drop back to a different version nunber, or in the case of
San Mateo and San Franci sco which use the Eagle and the |V-
C, they would have to drop to that previous version nunber.
In the case of San Mateo, they would have to potentially
ei ther | ook at changing version nunbers on the iVotronic, or
they would have to |l ook at using their paper-based system
which is already certified.

ACTI NG CHAI RPERSON CARREL: Are there any other
guestions on this update fromthe Menbers?

Seeing none, let's nove to the itens on the
agenda, beginning with Item 1, which is DI M5 Advanced Bal |l ot
Count Software which on the naster agenda is |Item Nunmber 9.

For the public, the master agenda that was put on-
line includes several itens today that are being put over.
So just to clarify, Item Nunber 7, Avante Optical Vote-
Trakker, that's been rescheduled to the first hearing that
we have after the Novenmber election, as M. Waganan j ust

said. The Datavote item has been cancelled, apparently
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there's a concern that needed to be heard, but that concern
was alleviated and it's no | onger a concern, so there's no
| onger need to have a hearing on it.

DIMS is what we're going to hear right now Then
Nunmber 10, the ES&S has been tentatively rescheduled to the
next hearing which is on the 22nd. Sequoia Voting Systens
wi Il be heard today and then other business.

So let's nove to Item9 or Item 1, the D MS
Advanced Bal | ot Count.

MR, WAGAMAN:  And this is tab 1 in your binders.
Al so, once | conplete the DIMS report, I will nove on and
al so give you the quick hit on the Teamwrk report as well
as the issues are very nmuch in parallel for these two
systenms, it's a sinmlar report.

Both DI Ms and Teamwork, are both ABC, Advanced
Bal | ot Count, which is from DI MS, and Teamaork, which is
from Sequoi a, are ol der system el ecti on managenment software
progranms that are used in conjunction with the Datavote
punch card voting systens here in the state.

The history on both systenms is that they pre-date
both the state certification of software and the federa
qualification process. In the case of the state
certification, in the past the state only certified the
har dware, they did not certify the software, so if you | ook

at those, they are older certifications, they nmake reference
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to a particular card reader, but they don't make reference
to the software that's used in conjunction with it. That
was just the state policy at that tine.

As a result, the paper trail on these is a little
bit anbiguous as far as their certification. Hence the
reason staff nmade a request to the vendors to bring those
forward so we could do an assessnent, so that we could bring
themforward to you to try and clean up that process.

In the case of both ABC and Teamwork, this is the
| ast statewide election in which they will be used, both are
to be phased out by the end of 2005. They're going to be
repl aced either by replacing the punch card readers
t hensel ves, which will happen in probably nost
jurisdictions. For any jurisdiction that chose to keep it,
those functions are potentially being integrated into the
ot her el ection managenment software from those vendors that
you have seen before.

The Advanced Ballot Count is only used in two
counties in California, the first being El Dorado. They
currently use Version 4.0.2. They nmade a request of the
vendor to upgrade to Version 4.0.3.1, which is the same
version that's used currently in Yolo County. The vendor
i ndicates that's what they are going to do, so that's why
that's the only version conming forward for certification

before the Panel
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The change between the two versions is very mnor
There was an issue that canme up during the recall election
having to do with |onger ballots with nore than 50
candi dat es.

The Sequoia Voting Systemis used in eight
counties currently. There are two different version nunbers
in use, one is 6.0E, which is used in Alpine, Calavaras, San
Benito, and Sierra. The second version is 8.1, which is
used in Del Norte, @enn, Inperial, and Inyo. There are a
couple differences between the two versions, they are fairly
m nor, they deal with added functionalities, a couple small
anomaly fixes, but they are fairly small changes between the
two. Even though there are fairly significant version
nunber changes between the 6.0E and the 8.1, the changes are
fairly mnor.

As these are both ol der systens, the technica
security on themis not as strong as the other systens that
have cone before the Panel in the past. That's just the
fact that they are ol der systenms. As such, one of the
recommendat i ons when we get to the staff recomendati ons
will be that we do ask for security plans fromthe counties
that are planning on using this systemin Novenber, the
reason being to make sure that they have the proper physica
security to conpensate for sone weaker technical security

for these systens.
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Whi ch woul d actually lead us to the staff
recomendations. First of all, there was no public comment
on either of these itens.

The first, as it relates to the ABC, the staff
recommends the following: First, that the systemonly be
certified for use in the counties of El Dorado and Yol o,
these are the only two counties that use the system
currently.

Second, that DI MS be responsible for the costs
associated with upgrading El Dorado to the new version, the
same version that's used in Yolo county.

Three, that the certification is only good through
the end of 2005. That date was picked to tie in with the
Vot i ng Moderni zati on Board deadlines. |f the Panel chose an
alternative, it would be |language sinmlar to that proposed
previously by M. MIller relating to a one-time cert for
Novenber and then could be used with approval fromthis
office in any future elections. That was proposed
previ ously and would be an option with this system because
it's only going to be used in local elections in 2005 and
then be phased out.

Recommendation Four, it's only certified for use
with the Datavote voting system The system can support
potentially other systenms, but those are the only ways it's

used in California, so that would be the only way it's
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tested in California. So that will be the only way it will
be certified for use. That it only be used with certified
ball ot card readers. Again, those ballot card readers in
these counties are certified, so that's not an issue, but
they could replace with sonme uncertified hardware to be used
with this software.

That the jurisdictions have to submit a security
pl an. That security plan shall specifically include
i nformati on on physical security when the conputer is
running, in this case Advanced Bal |l ot Count, and again the
standard | anguage in Item 7 about any changes to the
procedures to increase the security, accuracy, or
reliability of the system

Both systens use the preexisting procedures that
have al ready been approved for the Datavote system Those
procedures are not only used with Advanced Ball ot Count and
Teammor k, but al so others, election managenent software
packages that support the Datavote system as the Datavote
system was devel oped prior to the state view ng systens as
conpl ete systens, rather than separate conponents.

Movi ng on to the recommendations as it relates to
Teamwrk, a |ot of these are going to be very simlar

First, that Version 6.0E shall only be certified
in Al pine, Calavaras, San Benito, and Sierra, counties that

are currently using them Version 8.1 only certified in De
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Norte, denn, Inperial, and Inyo, again, the counties that
currently use the system

Certified through the end of 2005. Obviously, the
Panel can nmake a change at their discretion. Again, only
certified with the Datavote system as the DI M5 system can
support other systens, but it wasn't tested that way.

Only used with certified ballot card readers,
which in those counties, those readers are certified.

The county using the program again, submt a
security plan specific to the physical security around the
conmputer that runs the software package. And, again, the
boil erpl ate | anguage relating to the changes to the
procedures for the accuracy, reliability, and security of
the system

ACTI NG CHAI RPERSON CARREL: Thank you. Seeing as
we have two itens here with very simlar recommendati ons,
why don't we nove forward with discussion

Any di scussion or questions fromthe Menbers first
of all on DI M5?

PANEL MEMBER M LLER: M. Waganan, do you know how
|l ong the system has been used in Yolo County successfully?

MR, WAGAMAN. | believe the systens in all of
these counties date back at |east to the md '80s, or at
| east a version of it, yes.

PANEL MEMBER M LLER: Okay. Wth respect to the
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conditions, one of the conditions proposed for both is the
subm ssi on of security plans?

MR, WAGAMAN:  Uh- huh.

PANEL MEMBER M LLER: Shoul d perhaps that
condition be an approved security plan, rather than just a
submi ssion? Do we want to actually approve the security
pl ans as we have for other submi ssions requiring security
pl ans with respect to other voting systens? As | read it,
it was just subm ssion, and we shoul d al so approve.

MR, WAGAMAN:. That would be correct. If you want
to change it to submit and receive approval using simlar
| anguage that was used in the VCProgranmer certification
that woul d be at Panel's discretion.

PANEL MEMBER M LLER: | woul d suggest that.

ACTI NG- CHAI RPERSON CARREL: Thank you.

Any further questions?

PANEL MEMBER KERCHER: Do we know are any of these
wor kst ations going to be connected to the network at any
point, and it appears not for the functions of the election,
but are they otherw se attached to | ocal area or wi de-area
net wor ks?

MR, WAGAMAN. I n the jurisdictions in which we've
spoken to, no. But again, that's part of the reason we are
requesting their security plans in order to verify exactly

how t hose counties are using it.
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PANEL MEMBER KERCHER: And my sense woul d be that
we woul d want to explicitly note that their security
procedures should prohibit that, given the anount of
security that's inherent in the system as described in the
staff report.

MR, WAGAMAN: That's sonething on the staff |eve
and their review of the plans that have been approved.
That's for the Panel's discretion, unless that was a go, no-
go that's how it would be handl ed.

ACTI NG- CHAI RPERSON CARREL: |s that sonething you
want to add to the staff recommendations?

PANEL MEMBER KERCHER: | think it's inportant that
we want to nmake sure that that occurs.

MR, WAGAMAN. So that those conmputers running
t hose cannot be connected to --

PANEL MEMBER KERCHER: The network at any point
after they have been set up and install ed.

MR, WAGAMAN: | know we have representatives from
the vendors here, | would just ask the Panel that we check
with themon that.

ACTI NG- CHAI RPERSON CARREL: Ckay.

Is there a representative from D MS that can state
to what Yolo and EI Dorado County do with regard to network?

MR. ROSNER: Hi, |'m Bruce Rosner with DI Ms.

Yes, both counties are isolated. There are two
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conmput ers connected anong thensel ves, but not making any
external connections.

ACTI NG- CHAI RPERSON CARREL: Al'l right, thank you.

MR. WAGAMAN. M. Charles is here.

ACTI NG CHAI RPERSON:  Oh, M. Charles is here.

MR. CHARLES: Al phie Charles with Sequoia Voting
Systens.

I don't know the answer to your question, |
believe they are isolated fromthe network though.

ACTI NG CHAI RPERSON CARREL: Thank you.

If we can then clarify that in one of the
recomendations. In Item Nunber 6 on the security plan
clarify that the security plan will include --

MR, WAGAMAN:. That the system conputer is not
connected in any way to an external network

ACTI NG- CHAI RPERSON CARREL: Ri ght.

Any ot her questions, M. Mtt-Smth?

PANEL MEMBER MOTT- SM TH:  No.

ACTI NG CHAI RPERSON CARREL: | have a question
related to both which is are these the last two systens in
pl ace that are grandfathered in and thus not gone through
the federal qualification process that are currently used in
Cal i fornia?

MR. WAGAMAN:. No. DSM does have a sinilar

el ecti on managenent systemthat is used to support again
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these sane ol der readers. That is a certified system but
it is a grandfathered system we were able to find the
certification for it. 1In addition two readers thenselves
that are ol der and have not cone through the federa
process.

ACTI NG- CHAI RPERSON CARREL: And are the DFM
systems al so bei ng phased out before the 2006 el ection?

MR, WAGAMAN: | honestly don't know the answer to
that question. | believe nost counties are planning on
repl aci ng those. For those counties that don't, currently,
as | said, that is a certified election management system so
it would require an additional action fromthis Panel

ACTI NG CHAI RPERSON CARREL: And |'m not intending
on nmaking a notion on that.

Let's go back to the itenms at hand.

M. MIller's suggestion that security plans be
approved by this office and not just subnmitted by this
office. And so does that nean we want to require a date by
whi ch we need the security plans that we intend to review
and approve or do you just want to give staff the discretion
to set a deadline?

PANEL MEMBER M LLER: | woul d defer to the staff
rather than setting it here.

MR. WAGAMAN: The vendors have been previously

notified that that may be a condition and the counties |'ve
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tal ked with have been notified, so | can actually get those
fairly quickly.

ACTI NG- CHAI RPERSON CARREL: Ckay.

Is there any public comment on Item Nunber 1, the
DI MS systenf?

Seeing none, is there any public coment on the
Sequoi a Teamawor k systenf

Seei ng none.

Okay, let's take these itens in order

Do | have a notion on DI M5?

PANEL MEMBER DANI ELS- MEADE: M. Chair, | npve
that we adopt the staff recomrendations with the nodified
wordi ng that says that they nust have submitted an approved
security plan to the Secretary of State's office.

PANEL MEMBER M LLER: And including M. Kercher's
addi ti ons.

PANEL MEMBER DANI ELS- MEADE: Ri ght.

ACTI NG CHAl RPERSON CARREL: Okay. | have a
notion, do | have a second?

PANEL MEMBER KERCHER: 1'I1l second.

ACTI NG CHAI RPERSON CARREL: M. Kercher seconds.

Do we have any di scussion on the notion?

No di scussion on the notion.

Okay, let's take a vote.

All in favor of the notion?
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agai n.
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(Ayes.)
ACTI NG- CHAI RPERSON CARREL: All opposed?
Seei ng none, the notion passes.
The second item the Sequoia Teamwork system
Do | have a notion?

PANEL MEMBER DANI ELS- MEADE: Sure, we'll do this

I nmove that we adopt staff recomrendation with the

two qualifications, one being an approved security plan and

t he ot her

Ker cher.

prohi biting networks into outside systens.
ACTI NG- CHAI RPERSON CARREL: Ckay.

And do | have a second?

PANEL MEMBER KERCHER: Second.

ACTI NG- CHAI RPERSON CARREL: Second from M.

Any di scussion on the notion?

Seei ng none.

Al'l in favor?

(Ayes.)

ACTI NG- CHAI RPERSON CARREL: All opposed?
None.

The notion passes.

Thank you very much

The final itemis final business. Do | have any

other itens for discussion fromthe nenbers?
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Seei ng none.

Any public coment for Item Number 3, other
busi ness? | don't have any cards in front of ne. That
means there is none.

I will take a notion to adjourn.

PANEL MEMBER DANI ELS- MEADE: So noved.

ACTI NG- CHAI RPERSON CARREL: Mbve to adjourn

Probably unani nrous consent, we will adjourn.

Thank you very much.

(Thereupon the neeting of the Voting

Systens and Procedures Panel was

concl uded at 10:26 a.m on Cctober 5,

2004. )

PETERS SHORTHAND REPORTI NG CORPCORATI ON (916) 362-2345



22
CERT! FI CATE OF SHORTHAND REPORTER

I, MCHAEL J. MAC I VER, a Shorthand Reporter, do
hereby certify that | ama disinterested person herein; that
| reported the foregoing Voting Systens Panel proceedings in
shorthand witing; that | thereafter caused ny shorthand
writing to be transcribed into typewriting.

| further certify that I am not of counsel or
attorney for any of the parties to said Voting Systens Panel
proceedi ngs, or in any way interested in the outcome of said
Voting Systens Panel proceedings.

IN WTNESS WHEREOF, | have hereunto set ny hand

this 25th day of Cctober 2004.
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